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—. Haveibeenpwned API E{E

o MIBAB : ZK{FAKE Haveibeenpwned i) APl , Haveibeenpwned A& 5 2 —{E4MNB &N

ERE , TI/L@Jr?EﬂLEmaiI, Domain .. F&MERINEEN. NXEBEEEF AL ERERRKN API
UnZHEITEMAEE , BiRlpostman BITHEEXHEIE |, T API BE{EIRAE.

BITH AL
1. &:A) https://haveibeenpwned.com/API/v3 HaE 2z API in2h

':..Pwned Who's Been Pwned Passwords Notify Me Demos Pricing About ~ Dashboard

APl Documentation

The APl allows the list of pwned accounts (email addresses, usernames and
phone numbers) to be quickly searched via a RESTful service

Index

You're reading about v3 of the APl which is presently the current version and contains
breaking changes over previous versions for searching breaches and pastes via email
address.

* Overview

> Authorisation

2. BYE5ER— : A ceT fFi%:55K https://haveibeenpwned.com/api/v3/breaches &if] fir
F BARER

i Get data [2) save v Share (2
GET v http: i com/api/v3/breach Send v
Params  Authorization  Headers (8) ~ Body  Scripts ®  Settings Cookies

Headers (15) Test Results (1/1)  ¥D 200 OK 2.45s - 940.29KB - € =[] Save Response oo

{} JSON v D Preview [J Visualize v = Q © &

10

2 i

3 "Name": "000webhost",

4 "Title": "00Owebhost",

5 "Domain": "00Owebhost.com",

6 "BreachDate": "2015-03-01",

7 "AddedDate": "2015-10-26T23:35:45Z2",

8 "ModifiedDate": "2017-12-10T21:44:27Z",

9 "PwnCount": 14936670,

10 "Description”: "In approximately March 2015, the free web hosting provider <a href=\"http://www.

tloyhunt com/2015/10/b1eaches traders- plaln text- passw01ds html\ talget \ blank\
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https://haveibeenpwned.com/API/v3
https://haveibeenpwned.com/api/v3/breaches

https://haveibeenpwned.com/api/v3/breaches?Domain=apk.tw

WP My Collection / Get data B save v Share | 2
ERE————— cm
Params ®  Authorization ~ Headers (8) Body  Scripts ®  Settings Cookies
Key Value Description = Bulk Edit
Domain apk.tw
Body Cookies (1) Headers (14) TestResults (1/1) 4D 2000K - 543ms - 1.47KB - € Save Response coe
{}JSON v D> Preview [ Visualize ~ S T Q o
10
2 {
3 "Name": "APKTW",
4 "Title": "APK.TW",
5 "Domain": "apk.tw",
6 "BreachDate": "2022-09-03",
7 "AddedDate": "2024-03-09T00:17:54Z",
8 "ModifiedDate": "2024-03-09T00:17:54Z",
9 "PwnCount": 2451197,

3. BEsE R : BL ceT HXE5SK https://haveibeenpwned.com/api/v3/latestbreach &z

RATINRE

e My Collection / Get data [ save v Share @
ERme—— [
Params  Authorization  Headers (8)  Body  Scripts ®  Settings Cookies
Body Cookies (1) Headers (14) TestResults (/1) <D 2000K - 152s - 1.56KB - @ & [ Save Response ooe
{} JSON v D> Preview [ Visualize ~ > TQ g

11

2 "Name": "Cultura",

3 "Title": "Cultura",

4 "Domain": "cultura.com",

5 "BreachDate": "2024-09-06",

6 "AddedDate": "2025-09-25T01:50:55Z",

7 "ModifiedDate": "2025-09-25T01:50:552",

8 "PwnCount": 1462025,

9 "Description”: "In September 2024, <a href=\"https://therecord.media/

france-retailers-hacked-confirm-cyberattack\" target=\"_blank\" rel=\"noopener\">French retailer
Cultura was the victim of a cyber attack they attributed to an external IT service provider</a>.

B T T B

4. BYesKR= : DA ceT {Fi%555K https://api.pwnedpasswords.com/range/{#4#% hash &i
RSMEFIT) , BRI 12345 EERTA.

+
=

21575(
=

W® My Collection / Get data [@ save v  Share 2
e o ; 2345 [ s |
Params  Authorization Headers (8) Body  Scripts ®  Settings Cookies
Body Cookies (1) Headers (21) TestResults (1/1) D 2000K - 1.37s - 48.99KB - € =[x Save Response oo
@ Raw v D Preview [ Visualize v > Q @&

1 00772720168B19640759677862AD5350374:19

2 007885DA055B4BCFFBC3980144F19C79202:3

3 OOC9EF770829AAF14BA4342BB3ADB686803:13

4 OF63F04F8D0665B56163A132FAF935F8ED: 2

5 0112DB0430709DDEE8365759951A622D369:7

6  0125A2D91521EA2683C543598151971213D:1 -

7 ©1308CEFCA4E5ECAC17927DDE52619316C8B:25

8 016D247C1706B4AB38E818AF970FOFA6334B:11

9 01BC357AD5B5C26F7B888CE7993F79FF07B:3

10 01C6433BDFD87463E9B788AC9D751D60B59:9
11 01DD274F8CF1D122AF9F499A2F55672AB8D:3

A

EHH APl W RFEPRL POST AREESBLLHE |, #/F POSTMAN B2 v] DIEfEE
Bl POST 7EfB e FIER , B2 EED POST ¥4 , thastkIBmY +F,



https://haveibeenpwned.com/api/v3/breaches?Domain=apk.tw
https://haveibeenpwned.com/api/v3/latestbreach
https://api.pwnedpasswords.com/range/

Besh , AREVE AP 2 [EIfEZ JSON 4830 , AR EER T BRI AL |, thaeT #
AAERNAEE B AR EE , RAER XML 3¢ JSON #HREXEBBHBKERER , HF
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—. whoisfreaks API B4k

« MEBER

=AM Ewhoisfreaksfiapi
whoisfreaks %/ [3TNEE :

o ATRARIEdomain nameXEafth—LLF s 4csk , AR (create
date) . EHHHA (update date) . FIHIH (expiry date) . IS

(registrar)

BARREFER

. :3f##& (registrant contact) .
i

EIRME AR N . DNS &

o FIMLETERBIBEZ R E LT (owner), AR &FE (company), email%E
pFERMEBEAdomain name

o WAAEFERZ Eldomain nameEFR , EEEAKSIR , W IE IR {th
ARG R IR | (BZEEE— Rkt fapizssk , B4R R

o BATHIEHDER

1. ¥ZF|https://whoisfreaks.com/ sE R %

2. #|Documents HE & FapitAR R E R REE

| Developer's

s
)]
%?‘ Products Documentation Tools Resources Pricing Sign Up —8 Sign In
WhoisFreaks
4
& LIVE LOOKUP l ‘D HISTORICAL LOOKUP ] {} REVERSE LOOKUP ] @ IP LOOKUP
[# ASN LOOKUP l Ta BULK DOMAIN LOOKUP l &® CREDIT USAGE API
—
be JSON.
Responses
Request Shell &
200 OK
GET
206 Partial respons
1 foeponse = 1 curl —-location —request GET 'hittps:/fapi whoisfreaks.comiv1.0
210 Cached response. =
400 Invalid domain name parameters = Response JSONT 200 2
4 "query_time"; "2024-07-11 13:03:30"
401 Provided API key is invalid. R query_tme’: 5202 : o
5 "whois_server": verisign-grs.com”, o
401 Provided API key Is inactive. 6 "domain_registered™: "yes", ()
7 “create_date™ “2019-03-19", @

Plases b a eyhesrintian plan o add asi

b

| —

3. EZ|https://www.postman.com/ &Rl

4. GETHIsA

AL_Ehttps://api.whoisfreaks.com/v1.0/whois?

whois=live&domainName=whoisfreaks.com&apiKey=API_KEY

4 domain nameif i A T EZRE A8 , API_KEYEKE D MKey


https://whoisfreaks.com/
https://www.postman.com/
https://api.whoisfreaks.com/v1.0/whois?whois=live&domainName=whoisfreaks.com&apiKey=API_KEY
https://api.whoisfreaks.com/v1.0/whois?whois=live&domainName=whoisfreaks.com&apiKey=API_KEY

i https://api.whoisfreaks.com/v1.0/whois?whois=live&domainN youtub LapiKey=7a%... ) save ~ Share P
GET w https://api.whoisfreaks.com/v1.0/whois?whois =live&domainName=youtube.com&apiKey=7a%a83eca .. “
Params # Authorization Headers (7) Body Scripts Settings Cookies
Body Cookies Headers (18) Test Results n 200 OK 2265 - 215KB - Ef e
{} JsoN v > Preview [A Visualize ~ = T Q b@be
101
2 "status": txue,
3 “"domain_name": "youtube.com®,
4 "query_time": "2025-09-24 02:22:54",
5 "whois_server": "https://rdap.verisign.com/com/vl/",
[} "domain_registered": "yes",
7 "create_date": "2005-02-15",
8 "update_date": "2025-01-14",
9 "expiry_date": "2026-02-15",
16 "domain_registrar”: {
11 "iana_id": "292",
12 “registrar_name": "Markmonitor Inc",
Ay NEE
EBRIKAERE youtube.com
5. Reversefil
@Gettingstarted X GET hitps://api.whoisfreaks. ® - v & No environment
Hﬁ https://api.whoisfreaks.com/v1.0/whois?apiKey=7a9a83ecal4a488da280bc85cc2f2064&whoi... [a Save Share .;Z)

GET v https:/fapi.whoisfreaks.com/v1.0/whois?
bpikey | o s reverseemail=abusecomplaints@markmonito
r.com
Params ®  Auth Cookies
Body Cookies Headers (18) TestResults 4D 200 OK 591ms - 1.82KB - @ o
{} JSON v  [> Preview [A Visualize ~ = T Q [ &
1 1 —
2 "total_Result": 1,
3 “total_Pages": 1,
4 "current_Page": 1,
5 “whois_domains_historical®": [
6 i
7 "num": 1,
8 "status”: true,
9 “domain_name": “nguyenminhhai.us",
10 "query_time": "2025-81-23 23:31:30",
11 “create_date": "2023-11-12",
12 "update_date": "2024-11-12",



http://youtube.com/

6. BBIPfIEERER

GET ~ https://api.whoisfreaks.com/v1.0/ip-whois? Send v
apicey= I -6 223,54 146}
Params ®  Authorization Headers (7) Body Scripts Settings Cookies
Body Cookies Headers (15) TestResults D) 200 OK 237s - 4.74KB - €3
{} JSON v  [> Preview [ Visualze ~ =z =T Q b &
1 1 =
2 "status": true,
3 "ip_address": "76.223.54.146",
4 "query_time": "2025-09-24 03:35:16",
5 "whois_sexrver": "whois.arin.net",
6 “inet_nums": [
7 {
8 "start_ip*: "76.223.0.0",
9 "end_ip": "76.223.175.255",
10 "cidr": [
11 "76.223.0.0/17",
12 "76.223.128.0/19",

o 4L
&7 RIS | whoisfreaksiB A £ EThEETT LUMORER .
B/ FREB Postman JlEtT WhoisFreaks APl , REIDHEERRIRE G456, {FH Live
Lookup B , ATRARDEFERSI8 & ERTRORET &R , BERHTE. 2R RAmAMRES , HitiR
MRS HRBERE . TMIEIB Historical Lookup , BESABEIS & B A T MRS TL8% , ¥
REFBERBIPRERRIBER. Reverse WHOIS BIFEIKAEIRIE email Sk/\E) & 78 R B ARR
g, BAEMBEIEROIT. BHEEMR , £ Postman HREREE , RER L APl key HEH
HAEBRET) JSON MARMAER , HREE S RIHIE TR,



=. EMEHFT5 AT OpenAPI B1E

o RIEEFXHH (TWSE) REBUTESZILZLEATIGNERT , 10 1961 FHIKER
BNTARA.
BEAEQEE—RERETIIMS , AEXSENRRIRERMFS
o It API %;'?—;{#é.‘g}f'i&?ﬁ%ﬁ?cﬁﬁﬂﬁﬁﬁﬁﬁ%?% , ekt A& ] B1TRA B A SR Ak AR
N, B RIGHR R EEREE , EREBUZZNER.

[e]

o BATHIEEDER

o ANE)IRIE
» O] 7 fif LA T EE BLETEAR
L] E_DF]JFH GET https://openapi.twse.com.tw/vl//opendata/tl187ap45 L

K& _EH AT WA IKTEE

o +

Getdata

Description

{} JSON v

[

HepmatR

ZHEM AR SR LT AR MAEMEACENBEZENFIRE , N TEFR :


https://openapi.twse.com.tw/#/

ET /opendata/t187ap46_L_20 LiiAa) # Z T8

/opendata/t187ap46_L_19 LHAZSEKESCHE 3 R

/opendata/t187apd6_L_18 LHATGRESCEMERRMBH HRREHN

/opendata/t187ap46_L_17 LTHASRRKESCEMBERAEN-LERR

/opendata/t187ap46_L_16 LHASRRKESCEMBRERAAN-ARRE

/opendata/t187ap46_L_15 LHASRRKESCEMBEREENHEMER

/opendata/t187ap46_L_14 tHAs) RRENARD

E /opendata/t187ap46_L_13 LAS) fHAEpIEE

13 /opendata/t187ap46_L_12 tHASGKESCEMEBREZH-BRES

= /opendata/t187apd6_L_11 LhASIERESCEMERRGEH-ERLHEE

/opendata/t187ap46_L_10 LHAZSEHESCEMBERBEHN-MNEE

/opendata/t187ap46_L_9 LHASEXESCEMBERBEN-IEEEAD

/opendata/t187ap46_L_8 LmAF

UERZ L 25 , °TFIH
GET https://openapi.twse.com.tw/vl/opendata/tl187ap46 L 16

RER LR QB WETINRBHBE. RINRBHREARF

GET Get data o +
Getdata
Jopenapi.twse.com.tw/v1/opendata/t187ap46_L 16

Params  Aut
Query Params

Key Value Description

Body C

{} JSON v

BEILD
» AEAARERX SIS LRNERBIE—SF A
» A[FJF GET https://openapi.twse.com.tw/vl/exchangeReport/BWIBBU ALL
K& LEH AR EmEKRBARL, EHREREFEE (KAEER)
response HAA#FE :
= PEratio : #A<23tb
= DividendYield: JEFIZ



» PBratio: JR{&/F{EIL

= No environment

Getdata e | P

https://openapi.twse.com.tw/v1/exchangeReport/BWIBBU_ALL

Query Params
Bulk Edit

Key Value

200 OK

{} JsoN v

o WEsHRE
» AIEAABATRHREHATNEEQBER/GERER

L] ﬂ—fﬁjﬁﬁ GET https://openapi.twse.com.tw/vl/opendata/t187ap06 X basi

m.tw/vi/opendata/t187ap06_X_basi

ttings
Query Params

Key Description

Body 200 OK

{} JSON v

o TE¥
» HH LT EETIGARAENR  BMREATRR T RE B iinEieRIi.
» response RN fiRFE :
= Formosalndex : #{TEM#EREFEE
= Change : FREXZhER



L] ﬂ—*IJFH GET https://openapi.twse.com.tw/vl/opendata/t187ap06 X basi

Get data

https://openapi.twse.com.tw/v1/opendata/t187ap06_X_basi

{} JSON

AEam
 BRMRE

1% AP| 4545 : IR Postman Al , B2EMMRERK. EFEEERIN (JSON) , WIRfRHE
fER.

ERHRNTRED « BRA{fi#E R PEratio, DividendYield, Formosalndex F&#5 , 1§ R44[E]
JEEIR A ERMEN.

T E{FAARES : #JK Postman MM, FJRURERESEE AP 2 BBEIEMEE EXBRERNE.

- AT ASE Rt 7y

REREK : 1§ AP EMEMEUR (AL, AR, KBER) EREDTRIKE.
BEMLBURINE | REATRUEIEL APl &5 ERAT®mEK , EHBRBENRD EM.
BH/ERER  FEREER. IRDBERT |, FAELLFHERMEE NN, fEL , BER
FHRENEE.

EAREE - EASRER (FIIREHFRR. BB ETIR) NERKIER.



/9. IP BiEEREMIBESL (Geolocation) API B{E

- M&EE

uuHﬂ

o HERNT , BREE IP (i MAIRSHER I SEEAR IR B B E RS

o IP Geolocation Eji% OSINT (FHRIER) MERIER , FRRFIBIEARMBIZR . A5k iR
MR (ISP) LR BHARL AR E /T,

o AREERERABEREN Geolocation APl &3] IP IR E S , EAERFAEN
R,

o BATHIEELDER

1. 845 APl . #1E—(E%X4 BB IP Geolocation AP, i ip-api.com , BB #E API
Key RPAJEITEATA.

Qip-api

API Documentation

Overview

This d

Geolocation API

Response formats

Batch AP



http://ip-api.com/

2. HEXE APl igZh . {FREME— IP ENEE APl ipEh,
Qip-api

IP Geolocation - JSON endpoint

The API base path is

http://ip-api.com/json/{query}
{query} can be a single IPv4/IPv6 address or & domain name. If you don't supply a query the current IP address will be used.

Parameters

Query parameters (such as custom flelds

http://ip-api.com/json/?fields=61439

fields response fields

lang

callback wrap inside (JSONP) optional

There is no APl key required

o BE:EKk 1 DL GET EEFSKETETEM JSON ip2h , T — (ARG REHN 1P :
http://ip-api.com/json/47.74.240.240 (H.AFMEEEER IP z3)
Quick test

You can edit this query and experiment with the options

response

{
“guery": "47.74.246.248",
"status™: "success",
"country”: "Singapore",
"countryCode™: "sg",
"region™: "e3",
"regionName™: "Morth West",
"city": "Singapore",

"zip": “ssaa7v",

"timezone": "Asia/Singapere”,

"isp": “"Alibaba Cloud LLC",

‘Alibaba Cloud - SG",
"as": "AS451@2 Alibaba {(US) Technoclogy Co., Ltd."

3. Postman EREAIE :

o ¥{E : 7£ Postman $I#4E GET /)% , i L E7 URL 1%25% Send,

http://ip-api.com/json/47.74.240.240



http://ip-api.com/json/47.74.240.240

o 4EREAEE - FER[OFENKAERE A 200 OK , YA B /A Postman &M@ (B&:5K URL. #k
BERE K JSON [a] fEATY).,

https/ip-apl.com/json/47.74.240.240

o M : RIK Postman EFFEIX GET 55K1% , MR EAKAEZ success (AP,
JSONERIEETR , BN IP ik 47.74.240.240 K EF N (Singapore) , FABE IREIZ
47 (ISP) FN4H4% (Org) & % Alibaba Cloud LLC (FIEEREE), ERRKXZ IP 2 —EEiHm
RIS ZRMENRE. EERANT , MRBBN KW LR RERKEHE ZRBEMN IP, QIEE
FEE—SEEZETH FWAREPTIEE) , BRI T AP G BUEITISBI AR
MRERIEEWRE.

4. ENTEIFENS (A5ERERR) © $TY API [B{EH) JSON 4548 |, IR E R
o status : []fEFRBE (success/fail)

o country : IP FTERZ

o city : IP FTEIT

o isp : ABEARFEIZ HEAT (ISP)

o query : B IP fizik

» BRIEEWE : THRAIT{EAEMK OSINT BEiEtER) TA , BB IP K EME

EEE%’ IR B .
= M Key 7HR : BINBRHAFR APl Key ARIIRE , BAEER AP FBURZE.
o BRBGCFIE © SEFEE country, city, isp FRAL , WIS LEMARBR ST,

o ATLAME R TT

= FiGRER RSN - X HER IP RIR , WARBEZKER ISP 8 E R EELR,



» HEASHTEE) : #EARSSBEETH IP (it Geolocation API &3 , HREEAIEE
NI EERPHIEAR.
» EREF FAERRERERHERRNEREEBRER , ERERNERM.



