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B

o Hix%

de =2
° B=R

o BEBER

o IFRRE

o H Mosquitto Broker
o EREMRIRELELS
o ERENME (TLS)
o JAIE MQTT Broker %5
« Topic BfE
o Topic 1: 1@ subscribe 7] By FH 7 {EI5IE(E HI RP BFIfR &
o Topic 2. BB subscribe 7] FE 7N {E 518 E 51 g BD b2
o Topic 3. E5EIREB S, A[EIB publish &R S E 53
- BEHTE

. R

AAE 7

o Topic 4. EipigiR KBS, I & publish FFBIRM & FRIF
= HE



=11
B

MQTT EVISEEBER L, IF% iz BRI R T EMISARERRENIER
BEIB MQTT HIGT, RESIE WIS AR (A B B BT )

REEEZ

o MQTT broker KI&R¥, B85

o {FREIRIEEISRERTE

o B{AIRRE TLS fnE

o THETH MQTT publish &4 iE ka3

o TR MQTT subscribe HEUEIHR K &R
« B3 Topic M{TRAT

IBREE

® PR —ERRNEES, — A NEHE
RA&EEEEERAEAS, AHREEER, AE PHFEITE—EEZTRE, THEEE 20, BE
J=H)7E 60%

o BEZBEAR1AES

o BEBAAR1RES

o BESEARSE 2 AR, EHRRKIBSE, 5FE MR R

o BEBIEERE 2 ARESH, ERTIRE RS, FRIKFMM G RIS

At Topic A&

1. B subscribe B & A7 B8 R BP B i B

2. &8 subscribe A]ESE 7\ MEIGHIRME B BD ERE

3. EHEin EB S, ATER publish [R5 5E R S B

4. EpPR KBSk, AER publish RIKBIRMN & FRIRS 1

L& Mosquitto Broker

%%ﬁiﬂﬁ%@,%%] . sudo apt update

ik Mosquitto&ﬁgﬁﬁﬂ”ﬁ: sudo apt install -y mosquitto mosquitto-clients



sudo apt 1nsta -y mosquitto mosquitto-clients
mosquitto is already the newest version (2.0.22-3).
mosquitto set to manually installed.

Upgrading: 0, Installing: 1, Removing: 0, Not Upgrading: 287
Download size: 117 kB
Space needed: 295 kB / 1,000 GB available

RYENIERE Mosquitto £ RS RENF B ENRREN -

sudo systemctl start mosquitto

sudo systemctl enable mosquitto

sudo systemctl enable mosquitto
Synchronizing state of mosquitto.service with SysV service script with /usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable mosquitto

Created symlink '/etc/systemd/system/multi-user.target.wants/mosquitto.service' » '/usr/lib/systemd/system/mosquitto
service'.

RE IR RS RS

3237 Mosquitto ZRESCHF

sudo chown root:root /etc/mosquitto/passwd

sudo mosquitto passwd -c /etc/mosquitto/passwd <username>

sudo mosquitto_passwd -c /etc/mosquitto/passwd jonathan
Password:

Reenter password:

& Mosquitto 58 € & ARURBIR IR SRS

sudo vim /etc/mosquitto/mosquitto.conf
EXHHFIBUTAR :

allow_anonymous false

password file /etc/mosquitto/passwd



Place your local configuration in /etc/mosquitto/conf.d/

A full description of the configuration file is at
/usr/share/doc/mosquitto/examples/mosquitto.conf

#
ks
bes
“+

#pid_file /run/mosquitto/mosquitto.pid

persistence true
persistence_location /var/lib/mosquitto/

log_dest file /var/log/mosquitto/mosquitto.log
include_dir /etc/mosquitto/conf.d

allow_anonymous false
password_file /etc/mosquitto/passwd

:&E allow_anonymous false PA2E 1FEE 4 2/
BT HER

e sudo chown mosquitto:mosquitto /etc/mosquitto/passwd

® sudo chmod 640 /etc/mosquitto/passwd

EE& Mosquitto KE%EE& sudo systemctl restart mosquitto

sXENE (TLS)

A AR A /SEWEAREEN CA RENEE
HEIEE , A[{E M openssl AR :
sudo openssl req -x509 -nodes -newkey rsa:2048 -keyout mosquitto.key -out

mosquitto.crt -days 365

sudo openssl req —-x509 —newkey rsa:2048 —keyout mosquitto.
T T T I S S
++++++ R

570 ......:.+.++++++
Enter PEM pass phrase:
Verifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:TW

State or Province Name (full name) [Some-State]:taiwan

Locality Name (eg, city) []:taipei

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ntust
Organizational Unit Name (eg, section) []:ntust

Common Name (e.g. server FQDN or YOUR name) []:ntust

Email Address []:a@ntust.edu.tw




H%ﬂi}ﬂ?,ﬂ/\] mosquitto.key *[I mosquitto.crt jf’*ﬁ&ﬁﬁé?éﬂqaﬁi,{ﬂﬁﬂ

sudo mv mosquitto.key mosquitto.crt /etc/mosquitto/certs

&% Mosquitto FREHERARKA TLS :

Eﬁgigﬁiﬁfé . sudo vim /etc/mosquitto/mosquitto.conf
HEANDAR R E AR A B AR

listener 8883

cafile /etc/mosquitto/certs/mosquitto.crt
certfile /etc/mosquitto/certs/mosquitto.crt

keyfile /etc/mosquitto/certs/mosquitto.key

Place your local configuration in /etc/mosquitto/conf.d/

A full description of the configuration file is at
/usr/share/doc/mosquitto/examples/mosquitto.conf

s
B
e
s

#pid_file /run/mosquitto/mosquitto.pid

persistence true
persistence_location /var/lib/mosquitto/

log_dest file /var/log/mosquitto/mosquitto.log
include_dir /etc/mosquitto/conf.d

allow_anonymous false
password_file /etc/mosquitto/passwd

Listener 8883

cafile /etc/mosquitto/certs/mosquitto.crt
certfile /etc/mosquitto/certs/mosquitto.crt
keyfile /etc/mosquitto/certs/mosquitto.key]|

listener 8883 #5i& 7 MNZHIBAMIHH (BF A 8883) ; AJiRIBEFREH
E Rt Mosquitto KER TLS itE :

o IRETIRIEMREHEESE -
ls -1 /etc/mosquitto/certs/mosquitto.key
o TERIERIEAER mosquitto BF , BHER ok A FREER -

sudo chown mosquitto:mosquitto /etc/mosquitto/certs/mosquitto.key

sudo chmod 640 /etc/mosquitto/certs/mosquitto.key



° ﬁﬁgﬂﬁtﬁﬁi /etc/mosquitto/certs *EBEfEELF mosquitto FH}E'JE)\ :
ls -1d /etc/mosquitto/certs
sudo chown -R mosquitto:mosquitto /etc/mosquitto/certs

sudo chmod 750 /etc/mosquitto/certs

SR E TTHEBRTE , EFHTRREN mosquitto IRT :

sudo systemctl restart mosquitto.service

X MQTT Broker :%5E

18 A& P AR 0 208 SRR R SR BRS¢
mosquitto pub -h localhost -p 8883 -t test/topic -m "Hello MQTT" --cafile

/etc/mosquitto/certs/mosquitto.crt -u <username> -P <password>

1% <username> f,-ﬁi <password> %#&%{ﬁﬁﬂﬁﬁ}ﬁzﬁﬁ%ﬁ%
FE Punfe TN EEAE | RIEREHRRE B

Topic BE
Topic 1: B subscribe TJEF/NEIFTEBIRKBRPEF R E

Topic @& R AN : R0/ ERAATY

orchid/fieldl/temperature
orchid/field2/temperature

orchid/field6/temperature

orchid > A F B (HMHBAEERIZRL)
fieldX > 5384RsE (7N EIZIH)
temperature > EJER (JAE)

ER#EAT (payload) (EMMEHRIE : "23.7" (¥E, HE)

BEFEAae % fERTE4S
Publisher (78 m&iAI2S) L3RRI RIRERE mosquitto_pub
Subscriber (Btizig) REMBIGBRBERZNY  mosquitto sub

1. BEhETREYR (Subscribe)
B : BEMAIGIEAIREER

54 ¢



mosquitto sub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mo

’r ~AmTiT———————————(sharonlo@sharonM2:s001 i
(19:28:19)—> mosquitto_sub -h localhost —p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt ——tls-version

tlsvl.3 —--insecure -t "orchid/+/temperature" -q 1 -v -u orchid_user -P

2. piEhE v (Publish)
BH : BT ISR RS EEE
BB ERE field1 JBE A 25.6 A E AR Elin B W E
54

mosquitto pub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mo

,{, ‘S_ ———————————————————————————————————————————————————————(sharonlo@sharonM2: s002) —

(19:46:33)—> mosquitto_pub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt ——tls-version
tlsvl.3 ——insecure -t "orchid/fieldl/temperature" -m "25.6" -u orchid_user -P

.%ﬁ ﬁ%égﬁﬁﬁaﬂﬂﬁﬁmwﬂ? orchid/fieldl/temperature 25.6 %%ﬁiégfﬁﬁizh

—(~mrT)———————————————————————————————————————————————————————(sharonlo@sharonM2:5801)—
(19:28:19)—> mosquitto_sub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt —-tls-version
tlsvl.3 —--insecure -t "orchid/+/temperature" -q 1 -v -u orchid_user -P

orchid/fieldl/temperature 25.6

AR | RIARAEDA— AR A0 T5 SR 5ER T IEIIR S IR

) —(»)———————————————————————————————————————————————(sharonlo@sharonM2: 5002) —
r(19:46:33J’> mosquitto_pub -h localhost -p 8883 —-cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt —-tls-version
tlsvl.3 —--insecure -t "orchid/fieldl/temperature" -m "25.6" -u orchid_user -P

b(— sNSf————————————————————————————————————————————————————(sharonlo@sharonM2: s002) —

(19:50:08)—> mosquitto_pub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt —-tls-version
tlsvl.3 --insecure -t “"orchid/field2/temperature" -m "25.5" -u orchid_user -P

b‘— NS e (sharonlo@sharonM2: 5002 =
~(19:57:34)—> mosquitto_pub -h localhost -p 8883 —-cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt —-tls-version
tlsvl.3 --insecure -t "orchid/field3/temperature" -m "25.4" -u orchid_user -P

b{— - (sharonlo@sharonM2:5002)—

(19:57:43)—> mosquitto_pub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt —-tls-version
tlsvl.3 —--insecure -t "orchid/field4/temperature" -m "25.7" -u orchid_user -P

d -_—————————————(sharonlo@sharonM2: 5802 ) —
[7119:57:55)47> mosquitto_pub -h localhost -p 8883 --cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt —-tls-version
tlsvl.3 --insecure -t "orchid/field5/temperature" -m "25.8" -u orchid_user -P
r _————__(sharonlo@sharonM2:s002 &

(19:58:06)—> mosquitto_pub —-h localhost —p 8883 —-cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt ——tls—version
tlsvl.3 —-insecure -t "orchid/field6/temperature" -m "25.9" -u orchid_user -P

A BE & K PR 3R T A 533 3 R EK) R B

l{— amMmrT - (sharonlo@sharonM2:s001 =
(19:28:19)—> mosquitto_sub —-h localhost —p 8883 —-cafile /opt/homebrew/etc/mosquitto/certs/mosquitto.crt ——tls—version
tlsvl.3 —-insecure -t "orchid/+/temperature” -q 1 -v -u orchid_user -P

orchid/fieldl/temperature
orchid/field2/temperature 2
orchid/field3/temperature

orchid/field4/temperature
orchid/field5/temperature
orchid/field6/temperature




o A orchid/+/temperature W] [ERFEIE 7NEISIEME RIARIRIA L.
MQTT &5l TLS g BEIES .

RBINFIR MQTT BREERET £ 58 & K iE

£ + BRFTITRKEEZEZR.

TLS 8883 RE(FIER , BR/EERREHRE,

Topic 2. EB subscribe TJEE /N EIFTE BIAED R R E

1. Topic &5t
AT IBERENGE , SESEA—E Topic , &HRANT :

orchid/areal/humidity
orchid/area2/humidity
orchid/area3/humidity
orchid/aread4/humidity
orchid/area5/humidity
orchid/area6/humidity

o orchid > A% 4%
e areaX - IFIARIE 1~6
o humidity > R RIBEEA

2. BipMifEterminal , —EFTRIR BN, —EBHiE
3. B

mosquitto sub -h localhost -p 8883 -t orchid/+/humidity \

--cafile /etc/mosquitto/certs/mosquitto.crt -u david -P 0000 --insecure -d

orchid/+/humidity > + RFX(EZEEIHH LT , €@RFKE areal~areab HIREANE

mosquitto sub -h localhost -p 8883 -t orchid/# \

--cafile /etc/mosquitto/certs/mosquitto.crt -u david -P 0000 --insecure -d

orchid/# > # RERZAGL THTH topic , BIFRE. BE. ZTHAE

localhost 8883 -t orchid/+/humidity
fetc/mosquitto/certs/mosquitto.crt david ooeo

"|‘|1‘ null se
sending ;UE*:RIEE 'Wid 1, Topic: orchid/+/humidity, QoS5: @, Opt]

SUBACK

HC
d PUBLISH (de, q@, r@, md, ‘orchid/areal/humidity’,

ived PUBLISH (de, q@, re, m@, ‘orchid/



4. ¥in¥m

mosquitto pub -h localhost -p 8883 -t orchid/areal/humidity -m "58" \

--cafile /etc/mosquitto/certs/mosquitto.crt -u david -P 0000 --insecure -d

5. BWERAER
BYAE:

o awk B EHIE Topic + Payload &\ {t.AL Topic : {H%
o -d#debug mode GEI/NEAREM , NMEALLERE AR

L iy
mosquitto pub -h localhost -p 8883 -t orchid/areal/humidity -m "58" --cafile /et
mosquitto pub -h localhost -p 8883 -t orchid/area2/humidity -m "62" --cafile /et
mosquitto _pub -h localhost -p 8883 -t orchid/area3/humidity -m "60" --cafile /et

localhost t "orch
fetcfmnsqu1ttnfcertsfmusqu1ttn crt

rint %1 : $2
orchid/areal/humidity :

orchid/ humidity :

6. Eioshm

o MQTT Topic F&aTE BRI ESHZ R 1T
Eﬁﬁ]ﬁﬁﬁfiﬁiﬁﬂ’\]‘/ﬁi\rﬁk = Topic
o TLS MEELREE
REhESF TLS (port 8883) , MR EXMEM T L,
FEEENMARBEHIHRE , UK nosquitto_sub B mosquitto pun BEMEM -
insecure BIEMER CA BFEHRERS
o BEREmiagIL
{Ff mosquitto pub -t <topic> -m <value> MINBEMIAEE.
ELTBRER -v 280§ Topic Bl Payload #/RTERI—1T , A0 awk BT , INEEIE
B ARIBRRAE T

Topic 3. EiFiE A8 S, 7i%EB publish FRBIRMSZE S
EHTE

1. BARY=MEEILAG Terminal,
2. #E{R Mosquitto broker IEfEf 1ocalhost _EIE{T



IR 1 REIES 1 (RTRIE)

o S —ZEAE  EHARRIEES

mosquitto sub -h localhost -p 8883 -t "field/fans/command" --cafile /etc/mosquit

o BRH :
© mosquitto _sub : &) EIHEES.
© -nh localhost : EFEEFZAHIAK broker,
© -t "field/fans/command" : a]BH4 A "field/fans/command” fE#E

o -v :BURFHEM (EXRKMABEBZRBEINAEREER) .
o JRRE 1 WAIRHIRIEEEE  SHARE.

:$ mosquitto_sub -h localhost -p 8883 -t "field/fans/command" --cafile /etc/mosqui
tto/certs/mosquitto.crt —u jonathan —P 0000 ——insecure -d
Client (null) sending CONNECT
Client (null) received CONNACK (0)

Client (null) sending SUBSCRIBE (Mid: 1, Topic: field/fans/command, QoS: 0, Options: 0x00)
Client (null) received SUBACK
Subscribed (mid: 1): ©

IR 2 RRENEES 2 (RTBI%E)

B EEETSEE , (EHRRENES.

mosquitto sub -h localhost -p 8883 -t "field/fans/command" --cafile /etc/mosquit

o FREA :
o WIESHLE—TLME. BEFRIAMZEFAEEIERE—EERIAE
o MRE: HARHIREDEEE , FEFLE.

:$ mosquitto_sub —h localhost —p 8883 —t "field/fans/command" --cafile /etc/mosqui
tto/certs/mosquitto.crt —u jonathan —-P 0000 ——insecure -d
Client (null) sending CONNECT
Client (null) received CONNACK (0)

Client (null) sending SUBSCRIBE (Mid: 1, Topic: field/fans/command, QoS: @, Options: 0x00)
Client (null) received SUBACK
Subscribed (mid: 1): ©

FEIRH 3 BmTEL (BHE)

B SRR RRSRSEESITO  HRER SRS TR 154,
o 184 HRYA EHIESTIB=MAHMMAE | AEIRT Enter,

mosquitto pub -h localhost -p 8883 -t "field/fans/command" -m "ON" --cafile /etc
--tls-version tlsvl.3 -u jonathan -P 0000 --insecure



o &R :
o mosquitto pub : BAEES.
o -h localhost : HIRZFIAHMIA broker,
o -t "field/fans/command" : $§FRERHIEEITH.
o -m "on : BEAMEAZR (Payload) & "ON",

o HRRE : WIESBITEEIIANAR

:-$ mosquitto_pub -h localhost -p 8883 -t "field/fans/command" -m "ON" --cafile /etc/mosquitto/certs/mosquitto.crt
—-tls-version tlsvl.3 -u jonathan -P 0000 --insecure

field/fans/command ON

:$ mosquitto_sub —h localhost —p 8883 -t "field/fans/command" ——cafile /etc/mosqui
tto/certs/mosquitto.crt -u jonathan —-P 0000 ——insecure —-d
Client (null) sending CONNECT
Client (null) received CONNACK (0)
Client (null) sending SUBSCRIBE (Mid: 1, Topic: field/fans/command, QoS: 0, Options: 0x00)
Client (null) received SUBACK
Subscribed (mid: 1): ©
Client (null) received PUBLISH (d0, q0, r®, m0, 'field/fans/command', ... (2 bytes))

field/fans/command ON

$ mosquitto_sub -h localhost -p 8883 -t "field/fans/command" -—cafile /etc/mosqui
tto/certs/mosqultto crt -u jonathan —-P 0000 ——insecure -d
Client (null) sending CONNECT
Client (null) received CONNACK (0)
Client (null) sending SUBSCRIBE (Mid: 1, Topic: field/fans/command, QoS: 0, Options: 0x00)

Client (null) received SUBACK

Subscribed (mid: 1): ©

Client (null) received PUBLISH (d®, g0, r®, m@, 'field/fans/command', ... (2 bytes))
ON

{Iﬁ?pic 4. Ei15808 KR Sk, 7ER publish FEFBIRM & R ER

B

FEE— Linux E#E , @E—EEME TLS 0% M AL SHEE i Mosquitto Broker , Y851
—{& Python BEMLizHIE , BIR TEE—IHERERIB 30°C K , BB M5 BHRM A RIRR
B YEsSABIE SR



I. 3L Python BEMULITHIRRIR

AT BBARGIRIFER (externally-managed-environment $43%) , FRPIE L —{EFRHEH E IR

15,

BN NIRRT

%ﬁc% venv I,E\- sudo apt install python3-venv
Eﬁ[ﬁ};ﬁ%ﬁ python3 -m venv mgtt venv

ﬁ)\rﬁfﬁiﬁiﬁ source mgtt venv/bin/activate

:~% sudo apt install python3-venv
Reading package lists... Done
Building dependency tree... Done

Reading state information... Done
python3-venv is already the newest version (3.12.3-Bubuntu2.1).
® upgraded, ® newly installed, ©® to remove and 28 not upgraded.

. ?% Paho-MQTT &ﬁ@?%&ﬁ@ . pip install paho-mgtt

(mgtt_venv) :~$ pip install paho-mqtt
Collecting paho-mgtt

Downloading paho_mqtt-2.1.8-py3-none-any.whl.metadata (23 kB)

Downloading paho_mqtt-2.1.0-py3-none-any.whl (67 kB)

Installing collected packages: paho-mgtt
Successfully installed paho-mgtt-2.1.0

- W B ENIT B2 7250 (auto_controller.py)i#=—1@ Python 23X , #MEEH X IEMAH A :

ZTRE - BNEEFTAIRIEEIEE (orchid/+/temperature),
B . FEfHEWERIREEESEIE 30.0°C,
B4 HAEBS , FRFEMAKRIERENEERES "ON" 54

(control/dehumidifier1/power #1 control/dehumidifier2/power),



o B HREWEIEE BB ABIRUIRRE , ¥4 "OFF" 154,

import paho.mgtt.cliept as mqtt

MQTT_ BROHER HOST
MQTT_PORT =
CA_CERTS_PATH =
USERNAME =
PASSWORD =
TEMP_THRESHOLD =

# — EEHIR

DEHUMIDIFIER_TOPIC_1
DEHUMIDIFIER_TOPIC_2
SUBSCRIPTION_TOPIC =

ﬁalse

def on_connect(client, userdata,

if rc ==
prlnt(
TEFAE =]
cllent subscrlbe[SUBSCRIPTION TOPIC, qos=1)
else:
print(f )

def on_message(client, userdata, msg):




global DEHUMIDIFIERS_ON

N8% (payload)
topic = msg.topic
temperature_str = msg.payload.decode(
temperature = float(temperature_str)

print(f

if temperaéare ;_;EHD_THRESHOLD and not DEHUMIDIFIERS_ON:
print(f" &
# BmAERIE ==
client. publlsh(DEHUHIDIFIER TOPIC_1, , gos=1)
client.publish(DEHUMIDIFIER_TOPIC_2, , gos=1)
DEHUMIDIFIERS_ON = True # {2 B

elif temperature <= TEMP_THRESHOLD and DEHUMIDIFIERS_ON:
print(f' &

el 5 &

client.publish(DEHUMIDIFIER_TOPIC_1,
client.publish(DEHUMIDIFIER_TOPIC_2,

DEHUMIDIFIERS_ON = False # fRzC

except ValueError:
print(f

except Exception as e:
print(f

client.username pw set (USERNAME, PASSWORD)

[O] 8 3 &
client.on_connect = on_connect
cllent.on_message on_message

client.connectCMQTT_BROHER_HGST, MQTT_PORT,

client.loop_
II. EERAIGIEAERERTE ((EA 4 BinH)
RIMER 4 BT RIS IR R R E S EE g , DIGEBAIESE EfE.

1. MENFTA BT (3 B IFARIETT)



At 1 (IR /BB KIE) © BT Python 723K,
python3 auto controller.py

(mgtt_venv) :~$ python3 auto_controller.py
/home/username/auto_controller.py:68: DeprecationWarning: Callback API version 1 is deprecated, update to latest version

cllent = mqtt. Cllent(cllent id="Automation_Controller_v1")
ERALIH | RS

HImt 2 (MRiErg 1/ i) - BREEN TR 1 IEHFE4
mosquitto sub -h localhost -p 8883 --cafile
/etc/mosquitto/certs/mosquitto.crt -t "control/#" -g 1 -v -u <username> -P

<password>

it 3 (REERE) : BEMAERMNRINEEEE QretEiRGia B EE

?SL, mosquitto sub -h localhost -p 8883 --cafile

\)

/etc/mosquitto/certs/mosquitto.crt -t "orchid/+/temperature" -g 1 -v -u

<username> -P <password>

CPUTIREBIR RS (% 4 (B

1515 A IREIBS (BEFRNIES
mosquitto pub -h localhost -p 8883 --cafile ... -t "orchid/roomA/temperature"

-m "32.5" -u <username> -P <password>

:~$ mosquitto_pub -h localhost —p 8883 --cafile /etc/mosquitto/certs/mosquitto.crt -t "orchid/room
A/temperature” -m "25. G" —q 1 —u username —P NN

:~§ mosquitto_pub -h Localhost p 888’ —cafile /etc/mosquitto/certs/mosquitto.crt -t "orchid/room
B/temperature"” -m "32. 5" -q 1 -u username -P

IS

o FRAAER :

i 7 A B
[ozchld/lcomA/tempel
[ozchld/lcomE/tempel

—q 1 -v —u username —P Smswww
contrnl/dehumldlflerl/pcwer ON
control/dehumidifier2/power ON

t535% B : IMEWREIER (#53EIE)

&

o 154

0 mosquitto pub -h localhost -p 8883 --cafile ... -t
"orchid/roomB/temperature”" -m "28.0" -u <username> -P <password>

o FRMBAER :



[orchid/roomA/temperature]

= [RIEHE 1/2 (A3 2/3) Y : OFF

o

control/dehumidifier2/power ON
control/dehumidifierl/power OFF

control/dehumidifier2/power OFF

:~$ mosquitto_sub -h localhost -p 8883 —-cafile /etc/mosquitto/certs/mosquitto.crt -t "orchid/+/te

mperature"” —q 1 -v -u username -P "nEEeRIENgLMD

orchid/roomA/temperature 25.0
orchid/roomB/temperature 32.5
orchid/roomA/temperature 28.0




