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Linux BIER % , BV MAMEST AR L BRRREIR

KIXBRAEREVirtualBoxZ & ubuntulRis |, B5cE45A Oracle VM VirtualBox

1. Ehttps://ubuntu.com/download/server T &M {%1E

2. EEF|VirtualBox /R M 25 I HTIE

¥ Oracle VM Virtualpox S8
TEIFEEF BEEHERE HEO
I o &3 9 O P

B B H® BES) EE BT

@, a el

B BEE  ER Zig K
S VML -
ol < e =

§¥ Oracle VM VirtualBox B2
HER #BSB0M HEEEERE HEM

a Bg g Cul+N

B Crrl+A
i BEGS).. Curl+S
¥ EO).. Crl+0
BEOM)...
() HEHE OCIX)...
3, BERR)..
EET )]
T s ERH)
L I ==@
3. L) T SRR R AR I AR AR
S Bumkims " »

K S VAR ESR 20

A AATHIE B SRS MBI B et Eki ot - (uRISAY-ERESERE VirualBox SR - B
s iEEL N Sl - ST DUEREA R AT R (ESE A4 IS0 Bif -

2N | @
BHRRE): T C\Users\david\VirtualBox VMs v
ISO BRR(): ERIZED) v
e —
HEA(E):
FERNT): Microsoft Windows v e
falo)
REAS(V):  Windows 10 (64-bit) .

B5iHE A EFEES)
) FIRE SO B S - (SR EFEZEEBIEELL -

STER(H) EREAE) E—#(B) T—#MN) HEHO)

4. FEVirtualBox /SR IR oK ER EHAtE

5. BIMRIRIE FKERE VM


https://ubuntu.com/download/server

6. BXE TEMR LRAIMA ER ERPRARK—AVM

7. BT ARG —{ENAT network , 52§ RXFDHCP

¢ Oracle VM VirtualBox 2R = =] X
TEEF 0D RN  RHEE
BHR) PEE)
E’/ ML TEMEENS, 4888 NATHEEE  ZES4ERs
=P #iTT #18 . Pvd BT 1Pv6 B DHCP (7§32
NatNetwork 1002024 BA

@, VM3 NatNetworkl 10.0.3.024 £d17:625¢:f037:3::/64 EXFA

© EHmER

@, gyl

R

—RURTEG)  EBHEEEEEP)
EFEA): NatNetwork
IPvd S 10.0.2.0124

@ Erf DHCP(D)

8. MAVMEZIERE , BIEM A FIEHINAT work/ME~

S Oracle VM VirtualBox 2R

ERE) SN EETHS  WHEH)

g5E@0 2

@I -aI- s H & E A

Eﬁf‘é‘%‘&:?f{:l\ v EefE
£ A BESL WEE e £ia
E] C
= O X
it
frEf1  fER2 HEES TEE4
BURHEEEFE)

HIEI(A)Y” NAT 4885
B8

9. X ETRZBRMAVM , command line#i Asudo apt install net-toolsZe A8 I& B4R E 4
10. Command line#f A\ ifconfigZ Fipftit



i - 168 & &9 ' gt ; . broadcast 10.8,2, 127

- e f len 64 scopeld Mol inky
§.0.8 6(84) bytes of d 6 ueue len 1008 (Ethernet)
- D 0 il D :
0 e=2 D . a5t Linres :; 1 aaned
0 cnp_seg=3 [ at on Mo i 1407 bytes B ]
0 T B " . eschah i dropped @ overruns @ carrler & collisions @
o p_560 on Hos d
09 d £rT G| o
D
B chdag: 1B a 0 - [P
d
ST, R w0
ik 55 g

11. HF—&VMZEKping B— A PRI FERIE 4R
AR AT & & &

et fe00::000:2711:feef:630b prefixlen &4 scopeid
ether 88:09:27:ef:60:8b twguevelen 1000 (Ethernat)
R packets 1445 bytes 9912 (9.9 KB)

FX errors @ dropped @ overruns @ frame &

TE packets 1419 bytes 87488 (87.4 KB)

T errors @ dropped @ overruns @ carriesr @ collislond

lo: flags=T3<UP LODPBACK ,RUNNING> whu 55536
et 127.0.0.1 netessk 255.9.0.8
ineté ::1 prefixlen 128 scopeid exiddwosty
loop txoueuelen 18608 (Local Loopback)
FX packets 1977 bytes 173880 (173.8 kB)
FX errors @ dropped @ overruns @ frome o
TH packets 1977 bytes 173889 (173.8 KB)
Tx errors @ dropoed @ overruns @ carrier @ colllsions

davidéumi: ™% ping 10.9.2.5

FING 10.0,2.5 (18.8.2,5) S6(84) bytes of data.

B4 bytes from 18.0 lcmp_geg=1 ttl=64 1lme:
lemp_seq=2 ttl=564 time=

cmp_seq=1@ ttl
equll ttl
ttl




BURERE

B AES (HTBME) REAEHKEM , WHEM RSA+SHA-256 (Bifu®=) &
BEEERWTEMEART AR, YR RBER B KK,

o BATHIEMDER

1. BN —EBBXH secret.txt IER

$ echo 'This is the secret, IE~' > secret.txt

$ cat secret.txt
This is the secret, &~

2. {1 openss| BII—1{@ 2Es key , UR—EMEE iv
$ openssl rand -hex 32 > aes.key.hex
£ 1s
aes.key.hex secret.txt
$ opensslL rand —hex 16 > iv.hex
$ 1s
aes.key.hex iv.hex secret.txt

-

3. 8% secret.txt AEEAEMZ 2Es key . iv ETNER , WAEEMRBERERSNE ,
%Hj%i*%;% SERCEET . @nc A

$ openssl enc -aes-256-cbc -K "$(cat aes.key.hex)" -i
"$(cat iv.hex)" -in secret.txt -out secret.enc

$ cat secret.enc
Wwze!ese_o&USeaeIhfeege :~$

4. 3 | EH RSA-2048 EE=44Y

L4 EE*A%%’ (%%Fﬁ) ,ﬁ]ﬂj rsa.sk.pem

$ openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits

:20U8 -out rsa.sk.pem
++++++++ R
A +++++H++

B L L L T O 0 0 0 0 0 0 O L O S

O O L L I T T 0 S 0 0 0 0 0 0 O S o o S )

B L S T T 0 0 0 0 0 0 L O S o

R S X S S TS S 2 8
R a2l 0 S O L U 0 T 0 0 U M




o ELHERNLNG (MER/HZM) , @it rsa.pk.pen

$ openssl rsa -in rsa.sk.pem —pubout -out rsa.pk.pem

5. W3 SHA-256( message.enc.sig ) BUEE , W B RA S BERE A 1ERE,

:-$ openssl dgst -sha256 —sign rsa.sk.pem —out message.enc.
sig secret.enc

: $ openssl dgst -sha256 -verify rsa.pk.pem -signature mess
age.enc.sig secret.enc
Verified OK

6. BLA openss| EITHRE , MR EERZ NA R FEAX 245 RHE.

: $ openssl enc -d —aes—256-cbc —K "$(cat aes.key.hex)" —iv
"$(cat iv.hex)" -in secret.enc -out message.dec.txt
: $ cat message.dec.txt
This is the secret, WE~

7. REERIBRAMBICE 2 B4R XOR Ox01 , MW

:$ printf '\x01' | dd of=secret.enc bs=1 seek=1 count=1 co
nv=notrunc
1+0 records in
1+0 records out
1 byte copied, 6.1835e-05 s, 16.2 kB/s

8. ZEME MG HIRSER.

:$ openssl dgst —sha256 -verify rsa.pk.pem —-signature mess

age.enc.sig secret.enc
Verification failure

. 45

e
KRERBEETER openssl 4 AY AES Key Bl EETIAXMNE , 2B EFIA openss1 i

BE , HERBEXAHRY , BEET RSB RSB openssl K -verify HEITHR
BRENERTE. RTEER T KRBEFNEEET ZEEERRERE.

RSA Key

- MEFR:
ANEERIRA RSA FEHBMEE 547 , FIFAMIN T RFLIBH R AR EAM M
AERGREMNE, BR. REMBENE , YERASERRERERMNEE LT 1#
RSA EEHR?%EPBEJJ: bLuﬁiﬁgnﬂﬁqiﬁ’fi

o BATHIRSRBER

1. EA— B HIFE

TE/%\Z vim secret.txt



[ ~/RSAtest) —— ——————————————————————————————————————(sharonlo@sharonM2:s601 ]
(22:35:12)—> vim secret.txt —(B8 ,1019)

) —(~/RSAtest) —m—————————————————————————(sharonlo@sharonM2:s001

(22:35:36)—> cat secret.txt —(H ,1019)
Don't tell your secrets to others.

. EHE—IE THE8 (Private Key)

TE@>Z openssl genpkey -algorithm RSA -out private key.pem -pkeyopt

rsa keygen bits:2048

~/RSAtest)————————————————————————————————————————(sharonlo@sharonM2:s001)—
(22:35:39)—> openssl genpkey -algorithm RSA —out private_key.pem —pkeyopt rsa_keygen_bits:2048

B e S

S e e

CIREIARFLSRTEE T8 (Public Key) |
:J’E"é\i openssl genpkey -algorithm RSA -out private key.pem -pkeyopt
rsa_keygen bits:2048

>[ ~/RSAtest) — X (sharonlo@sharonM2:s001 j
(22:35:55)—> openssl rsa —pubout -in private_key.pem -out public_key.pem —(H8 ,1019)

writing RSA key

) —(~/RSAtest) ————————————————(sharonlo@sharonM2:s001
(22:36:33)—> 1s —(H ,1019)j

private_key.pem public_key.pem secret.txt

AERABINERESR

EGER—ENMERER encypred. ext , ABFFHIMBARERR,

Téé\: openssl pkeyutl -encrypt -in plaintext.txt -inkey public key.pem -pubin
-out encrypted.txt

>[ ~/RSAtest) —————————————————————————————————————(sharonlo@sharonM2:s001) —
(22:42:29)—> openssl pkeyutl -encrypt -in secret.txt -inkey public_key.pem —-pubin -out encrypted.txt

) —(~/RSAtest) ——————————————(sharonlo@sharonM2:s001
[(22:42:46)—> 1s —(H ,1019)j
encrypted. txt private_key.pem public_key.pem secret.txt
) —(~/RSAtest) —————————————————————————————————(sharonlo@sharonM2:s001

(22:42:48)—> cat encrypted.txt —(H ,1019)
GWE" 066466 DENOX@SBGVAGThNOBNG GWkBABHEE | 66>0\60X/T!Y76 615666 #6006

U66; 6F16666s66kCH5sWBTek\#6200661]66n66 ! 66_

tvILN+96$606196MEBP
GOBYL!'6n 51 66666 166

66 D

46656661661 ]

AERRSBIREESR

:J’E‘/%\: openssl pkeyutl -decrypt -inkey private key.pem -in encrypted.txt -out



decrypted.txt

) —(~/RSAtest) —————————————————(sharonlo@sharonM2:s601) —
(22:42:53)—> openssl pkeyutl -decrypt -inkey private_key.pem —in encrypted.txt -out decrypted.txt

>[: ~/RSAtest) —————————————————————————————(sharonlo@sharonM2:s001 i]

(22:43:45)—> 1s —(H ,1019)
decrypted.txt encrypted.txt private_key.pem public_key.pem secret.txt
) —(~/RSAtest)—————+———————————————————————————————————(sharonlo@sharonM2:s001
(22:43:47)—> cat decrypted.txt —(H ,1019)
Don't tell your secrets to others.

6. B AERE (FHRTEMMATRRM)
TE%?Z openssl dgst -sha256 -sign private key.pem -out message.sig secret.txt

) —(~/RSAtest) ———————————(sharonlo@sharonM2:s001) —
(22:51:55)—> openssl dgst —-sha256 -sign private_key.pem -out message.sig secret.txt

) —(~/RSAtest) —————————————(sharonlo@sharonM2:s001

(22:52:57)—> 1s —(H ,1019)
decrypted. txt encrypted. txt message.sig private_key.pem public_key.pem secret.txt
) —(~/RSAtest) ————————————————————————————————————————————(sharonlo@sharonM2:s001
[:(22:53:00)47> cat message.sig —(H ,1019¥:
661 w1GFe61

WSBKG*8806n06<P 666_66)06%2662660€: 666Ve" cHvHONG- .65 2006566 66CB6YB00HGHZEMGIBEGGLEGEHG ] , 64V

% h6/6?11!6606066n6[BEHEGG6XUGOKESHUGSH?06; 66653, yohe

6.G366~616" 66064066
4666I6GH; 99, k63 0663

%IET%A ,ﬁﬁ@?ﬁﬁﬂ? Verified OK
64 : openssl dgst -sha256 -verify public key.pem -signature message.sig
secret.txt

>[: ~/RSAtest)—————————————————————————————————(sharonlo@sharonM2:s001) —
(22:53:05)—> openssl dgst -sha256 -verify public_key.pem -signature message.sig secret.txt

Verified OK

8. 1 R AR E KK
T54% . vim secret.txt

) —(~/RSAtest) ——F———————————————————————————————————————(sharonlo@sharonM2:s001
(22:54:08)—> vim secret.txt —(H,1019)
) —(~/RSAtest) — ————————————————(sharonlo@sharonM2: s001
(22:58:00)—> cat secret.txt —(H ,1019)
Don't tell my secrets to others.

BIRHERIE , BE| verification Failure 5RABRRERRN.

TEé>Z openssl dgst -sha256 -verify public key.pem -signature message.sig
secret.txt

p —(~/RSAtest) ————(sharonlo@sharonM2:s601)—
(23:01:13)—> openssl dgst -sha256 -verify public_key.pem -signature message.sig secret.txt
Verification failure

CO60B7F901000000:error:02000068:rsa routines:ossl_rsa_verify:bad signature:crypto/rsa/rsa_sign.c:442:
CO60B7F901000000:error:1C880004:Provider routines:rsa_verify_directly:RSA lib:providers/implementations/
signature/rsa_sig.c:1041:




o A
BEBAEEATEERE] , RSA METHEREREEM |, MsE4E SHA-256 FETMERNATE
M, BREHENE , BESIALM , B~ RSA fEE L2 a[ B SR R AR,



HTTPS Server iHE

A0=8 HTTPS Web Server

1. EHEHEE

sudo apt update

2. ’# Apache

sudo apt install apache?2

3. Az Apache

FTGIRIEE 25 A N\ A AR=S 84 IP A3k -

http://127.0.0.1:8000

Z—YEF) , fEaTEZ| Apache NFEERENREME.
AR S iR (AL EAR AT S, |, RABRINER HTTP E4%,

< C @ © 12700.1:8080 @ @ v Ble =L@ D
= - B3R 127.0.0.1:8080 noton N EJAIE 5

It Page

L iEEER

Cookie MBIEEH

G ifmasavbhI-as: (FE)

This is the d ERE CHB0B) n of the Apache2 server after
installation d e on Debian, from which the Ubu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server inst
at this site is working properly. You should replace this file (located at /var/www/html/index.htm]
before continuing to operate your HTTP server. e

If you are a normal user of this web site and don't know what this page is about, this probabi,” e
that the site is currently unavailable due to maintenance. If the problem persists, please contact +
site's administrator.

%7 Apache ASTERMECDEMES, , AT ETHRE HTTP R HTTPS NER |, KASMNET —
{ﬁfﬁ)\xiiﬁﬂﬁﬁ%ﬁﬂﬁ PHP Zﬁﬁ experiments.php .
FERENERRT |, 7JEH Wireshark Bl N\ G B2 T HETE.

IR IFH) experiments.php WER :




/var/www/apache?2

PATAERMT -

kali-linux [B1f7] - Oracle VirtualBox

] ®E i)
BEemPorl|" 23 4+ |0@

EEEY +

& Capturing from eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= C @ O @ 192.168.56.102/experi ADA® cBB@ a ¢« »n«>EEococn@E
OffSec  KaliLinux @ KaliTools @ KaliDocs ¥ Kali Forums e Kali NetHunter hitprequestmethod =

No. Time Source Destination Protocol _Length Info
4°0.001409699  192.168.56.101 436 GET_/experiments.php HTTP/1.1
192.168.56.102 646 POST /experiments.php HTTP/1.1 (application/x-www-form-ur lenc..

= = Wl 18 9.554925707 192.168.56.101 B
!ﬁ)\ﬁﬂﬁdxﬁﬂ { mEJ: (PHP !Eﬂ) 67 267.562878375 192.168.56.161 192.168.56.102 HTTP 487 GET /experiments.php HTTP/1.1

HMA—LEXT

FBARNER :

some secret text that you don't need to know.

» POST /experiments.php HTTP/1.1\r\n
Host: 192.168.56.102\r\n
User-Agent: Mozilla/5.0 (Xi1; x 64; rv:128.0) Gecko/20100101 Firefox/128.¢
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, */*;q=0.8\r
Accept-Language: zh-TW,zh .8,en-US;g=0.5, en;g=0.3\r\n
Accept-Encoding: gzip, deflate\r\n
Content-Type: application/x-www-form-urlencoded\rin
Content-Length: 61\r\n
Origin: http://192.168.56.102\r\n
Connection: keep-alive\r\n
Referer: http://192.168.56.102/experiments.php\rin
Upgrade-Insecure-Requests: 1\r\n
Priority: u=e, i\r\n

File Data: 61 bytes
application/x-www-form-urlencoded
user_inpu some secret text that you don't need to know."
user_input
: some secret text that you don't need to know.

e 65
2b 77

Packets: 82 - Displayed: 3 (3.7%) Profile: Default

B 0¥ T ¢ MENN @B riht

® E Textitem (text), 61 byte(s)

Wireshark sIZhfiiERE|] request.method = posT HEAE , WIERLEER T HKBMARNAR

some secret text that you don't need to know

4. ERE%ES SSL BE
{#F OpenSSL £ RE XL /EE -

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 \
-keyout /etc/ssl/private/apache-selfsigned.key \

-out /etc/ssl/certs/apache-selfsigned.crt




5. %€ Apache {FFIE &4 /5%

BRR Apache ) SSL 3% €& :

sudo vim /etc/apache2/sites-available/default-ssl.conf

BEILTRfTIBE %A

SSLCertificateFile /etc/ssl/certs/apache-selfsigned.crt
SSLCertificateKeyFile /etc/ssl/private/apache-selfsigned.key

JP1If;;LﬁFWW'JﬂUJ;W"J41ijHW1JIW
setcs/ssl/private/apache-selfsigned. key

6. Rt SSL tE4RIFRYEN HTTPS 48%4
HATLATIES -

sudo aZ2enmod ssl
sudo a2ensite default-ssl
sudo systemctl restart apache2

7. I HTTPS

ERBESRTENA

https://your-server-ip

A Z{ERERK | BHRERE Port Forwarding.



€« C A CEZD es//1270018080 b © v Q16 = 9O L @ ~ B
= - % 127.0.0.1: noton N EJAIE >

It Page

U . ) AL AYRERR

Cookie f1fmLEH

This is the d N LI (T ) n of the fé\pacheZ server after
installation d 2 on Debian, from which the Ubu
Apache pack SRS 120 8) that the Apache HTTP server inst
at this site id ted at /var/www/html/index.htm]
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probabi, Trie
that the site is currently unavailable due to maintenance. If the problem persists, please contact +
site's administrator.

WEFRIE S TTRe R "ERARe ) [ REREMAT BREBE CRERIMENRE)  BTH
REERIBECE D HTTPS , EREHMNE.

EEH G experiments.php HIA :

a 14:06 \ agr

Wireshark - Follow TCP Stream (tcp.stream eq 0) - eth0

<« C @ O a

OffSec  Kalilinux # KaliTools  KaliDocs N Kali Forums X Kali NetHunter

WALRERER—EHE L (PHP HER)
h seq=640 Ack= 14'35 Win=67200 Len= o'rs»/al =9363

. AL Ydy E 20.0....0...Q)....V . L. h..W.3+.. ]
AN —EXTF . 3 W bc, Application Data

| Seq=1435 Ack=1200 Win=64128 Len=0 TSval=189.
.53
| seq=1200 Ack=1593 Win=67200 Len=0 TSval=936.
| Seq=1200 Ack=2356 Win=70144 Len=0 TSval=936.

FBARNER :

some secret text that you don't need to know.

ACK] Seq=1721 Ack=2356 Win=70144 Len=0 TSva..

] Seq=1697 Win=0 Len=0

| Seq=2871 Ack=1722 Win=63744 Len=© TSval=189.
er

e ] in=6 L
Z....%.. - = ) 88 80 27 b6 19 f1 O

00 A. 5 ..RO_.b. 5
GO/ e 7 AN & 7111/ I (VR G I

Packet 12, ST pts), SRR pkte, 5 turn( Click o select.

Entire conversation (4,500 bytes) - Showas ASCII Nodeltatimes - Stream 0

Find: Case sensitive | Find Next | ) 11 66 6b 06 d2 3a 52 23
79 d5 40 f1 2c 03 08 10
Filter Out This Stream Print Saveas... Back x RAEA (k002

:78- Displayed: 22 (28.2%) Profile: Default

BO¥T S MO N @B righ vl
b T = T4 02:06
r>. - “ ae s s 5 '? > ® S a b TEE®

ATAEZI Wireshark EEBHHEE request.method = posT , EZBFFHBNRT — RKEH
BEREBIhBnERE,

N
4w

4 Zh5emt HTTPS Server 22:%
o HTTP E4R : EkIa]#H#E. BASCH#ER



o HTTPS A% : FRHEINE , HHANABEAR

EIR B EREIRAR SSL/TLS N 148 P MEEM.



