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2EFE
1. FBUTIES 2 RIRERE RIS IR test, test2

# BIIRSEY B4 FREBRMTERFEMbash
sudo useradd -m -s /bin/bash test
sudo useradd -m -s /bin/bash test2

# RERREANED
sudo passwd test
sudo passwd test2

2. BUEBEANINERMBIEHF

T Atestg - EFFERABERNEBEE Atest2
:~$ su test2

Password:
su: Authentication failure

BREME Atest2 - W RFEREBRRBILAINEA
$ su test2

Password:

$ cd

3. BYTHE sudo 15 RMEHEIRIR(EAER



FRHES sudo -1 REEBCUHNIES
:~$ sudo -1

[sudo] password Far te5t2
Sorry, user test2 may not run sudo on marrow-VirtualBox.

/A Warning

IR A8 fEsudoersBE F - FIEEAFEHsudo

EHEBEEMRIRIREERTES sudo visudo iEsudoerst® - #EE I EHsudota<

1. B A sudo find . -exec /bin/sh \; -quit ERMRIENSEIE

:~$ sudo find . -exec /bin/sh \; -quit

[sudo] passw01d Fox testZ
Sorry, user test2 is not allowed to execute '/usr/bin/find . -exec /bin/sh ; -quit' as root on marrow-VirtualBox.

ARV EEERBHABECUITRIRER

2. Em)\ sudo -1 BEBCYLHITRIES

) r :~$ sudo -1
Matchlng Defaults entlles for test2 on marrow-VirtualBox:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin, use_pty

User test2 may run the following commands on marrow-VirtualBox:
(ALL) NOPASSWD: /usr/bin/apt update, /usr/bin/apt upgrade

ERBBEEEERFERECENRAME...

3. B A sudo apt update 7 FeSeE T E#

x:~$ sudo apt update

http //tw alChlVE ubuntu.com/ubuntu noble InRelease
http://tw.archive.ubuntu.com/ubuntu noble-updates InRelease [126 kB]
http://tw.archive.ubuntu.com/ubuntu noble-backports InRelease
https://dl.google.com/linux/chrome-stable/deb stable InRelease [1,825 B]
https://packages.microsoft.com/repos/code stable InRelease
http://security.ubuntu.com/ubuntu noble-security InRelease
https://dl.google.com/linux/chrome-stable/deb stable/main amd64 Packages [1,218 B]
http://tw.archive.ubuntu.com/ubuntu noble-updates/main amd6l4 Packages [1,919 kB]
http://tw.archive.ubuntu.com/ubuntu noble-updates/main Translation-en [345 kB]

:10 http://tw.archive.ubuntu.com/ubuntu noble-updates/restricted amdél Packages [2,981 kBE]

it:11 https://us—centrall-apt.pkg.dev/projects/antigravity-auto-updater—dev antigravity-debian InRelease

:12 http://tw.archive.ubuntu.com/ubuntu noble-updates/restricted Translation-en [697 KkB]
Fetched 6,071 kB in 2s (3,426 kB/s)
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
43 packages can be upgraded. Run 'apt list —--upgradable' to see them.

VoI o o E W

i#iB cat Ml grep 5T REE auth.log

1. 8 A sudo cat /var/log/auth.log | grep -i "fail"

2026-04-22T17:12:22.035716+08:00 marrow-VirtualBox gdm-
password] : pam_unix(gdm-password:auth): authentication

lure; logname= uid=0 euid=0 tty=/dev/ttyl ruser= rho

(]
st= user=test2




iFf1:2026-04-22T17:12:22
F#:marrow-VirtualBox

Z X :gdm-password(ubuntufJ B2 & A5RE N H)
= #:authentication failure

S E AR test2

B grep "session opened" /var/log/auth.log | grep -v "sudo"
2026-04-22T17:13:40.837803+08:00 marrow-VirtualBox gdm-

password]: pam_unix(gdm-password:session): session open
ed for user test2(uid=1003) by test2(uid=0)

iFf:2026-04-22T17:13:40
Ef:session open(fLFRBBERE)
EAE AR test2

£ FA#id:1003

. Bl A sudo cat /var/log/auth.log | grep "COMMAND="

2026-04-22T716:29:46.318034+08:00 marrow-VirtualBox sudo
test2 : command not allowed TTY=pts/1 PWD=/hom

I I

e/test2 ; USER=root ; COMMAND=Llist

MATIRSE test2

&l =:command not allowed
FRTEEAIE:/home/test2
H1ZE5 % :USER=root
HATHUIES: 1ist

2026-04-22T16:53:27.878256+08:00 marrow-VirtualBox sudc
test2 : command not allowed ; TTY=pts/1 ; PWD=/hom

e/test2 ; USER=root ; COMMAND=/usr/bin/find . -exec /bi
n/sh : —quit

HATIRSR test2
L& :command not allowed

FREfI & :/home/test2




BH1ZE5 7 :USER=root
MITHIES: /usr/bin/find . -exec /bin/sh; -quit
2026-04-22T16:57:42.311030+08:00 marrow-VirtualBox sudo

test2 : TTY=pts/1l ; PWD=/home/test2 ; USER=root ;C
\ND=/usr/bin/apt update

HITIRSR test2
FREfIE:/home/test2
HiZ5 73:USER=root

#HITHRIIES: /usr/bin/apt update
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o BB E4E auditd ( Linux Audit Daemon ) WEARRESI - BBREE

RIREEIEE R A M 1E 2

EEERFIEEL -

ARIEENEEHIRIERENNE -

o [etc/shadow ( EFFERERIEE

ENER)

o ~/.bashrc ( EEFAZER shell RIFHIA )
o root EFEM crontab R EE

2EME

1. FRLUTIESREMN apt L5 auditd

sudo apt update

sudo apt install auditd -y

[j*(sharon@Ekali)—[~/homwork]
$

sudo apt install auditd -y

attr

base58

cpp-13

cython3

debtags

dnsmap
faraday—-agent-dispatcher
figlet

finger

girl.2-girepository-2.0
graphicsmagick
graphicsmagick-imagemagick—compat
greenbone-feed-sync

gvmd

gvmd—common

ibverbs—providers

icu-devtools
imagemagick—-6-common
kali-debtags
kismet-capture—common
kismet-capture-hak5-wifi-coconut
kismet-capture-linux-bluetooth
kismet-capture-linux-wifi
kismet-capture-nrf-51822

LZEBALINE

TR

librdmacml
librpmsign9
librtlsdro
librtlsdr2
libsoundtouchl
libsrtp2-1
libstrongswan
libstrongswan—-standard-plugins
libsuperlu6
libtbb12
libtbbbind-2-5
libtbbmalloc2
libtirpc—dev
libubertoothl
libucll
libvo-aacencO
libvo-amrwbencoO
libwildmidi2
libwmflite-0.2-7
libxm4
libxsimd-dev
libyaj12
libzbaro
libzxing2

XE& 7o auditd E ﬁ]ﬂﬁiﬂ

=
i

The following packages were automatically installed and are no longer required:

python3-log-symbols
python3-markdown
python3-marshmallow
python3-marshmallow-sqlalchemy
python3-memcache
python3-mistune0
python3-mitmproxy-rs
python3—-mitmproxy-wireguard
python3-mnemonic
python3—-multidict
python3-nassl
python3—-nplusone
python3-numba
python3—numexpr
python3-odf
python3-ordered-set
python3-paho-mqtt
python3-pandas
python3-pandas-1lib
python3-pathspec
python3-pendulum
python3-pgspecial
python3-pickleshare
python3-plaster




sudo systemctl status auditd

WHEE P oJIES - auditd HAIRY Active AR & inactive (dead) - EUEE F2REER
#) auditd ARFS °

[j—(sharonﬁakali)—[~/homwork]
$ sudo systemctl status auditd

[sudo] password for sharon:

O auditd.service - Security Audit Logging Service

Active: inactive (dead)
Docs: man:auditd(8)

BMALITIES O LINIZIRENBRTS - BRI status auditd RIERZESEBERERI) - B
I - EFFNEFEEZERN active (running) -

sudo systemctl start auditd

[if(sharon@Bkali)—[~/homwork]
$ sudo systemctl start auditd

(sharon® kali)-[~/homwork]
[j; sudo systemctl status auditd
® auditd.service - Security Audit Logging Service
Loaded:
Active:
Docs:

Process: 2922291 ExecStart=/usr/sbin/auditd (code=exited, status=0/SUCCESS)
Main PID: 2922292 (auditd)
Tasks: 2 (limit: 9436)
Memory: 616.0K (peak: 1.1M)
CPU: 2ms
CGroup: /system.slice/auditd.service

L2922292 /usr/sbin/auditd

Apr 20 11:57:01 kali systemd[1]: Starting auditd.service — Security Audit Logging Service...

Apr 20 11:57:01 kali systemd[1]: Started auditd.service - Security Audit Logging Service.

Apr 20 11:57:01 kali auditd[2922292]: No plugins found, not dispatching events

Apr 20 11:57:01 kali auditd[2922292]: Init complete, auditd 4.1.2 listening for events (startup state enable)

2. R EIEIEEM rule



# BEFE /etc/shadow
sudo auditctl -w /etc/shadow -p rwa -k watch_shadow

# BE¥E ~/.bashrc
sudo auditctl -w /root/.bashrc -p rwa -k watch_bashrc

# B5¥E root BY crontab
sudo auditctl -w /var/spool/cron/crontabs/root -p rwa -k watch_crontab

k

B2y

W

THE

il

o -w :watch: EEEEENERER
o -p rwa : E5¥E read / write / attribute change - A 2B - BALEBHES -
o -k : RE—EREHRE key - FEZBES L

AIRRB R -

[:—(sharon@Ekali)—[~/homwork]
$ sudo auditctl —w /etc/shadow —p rwa -k watch_shadow
Old style watch rules are slower

[:—(sharon@Ekali)—[~/homwork]
$ sudo auditctl —w /root/.bashrc —-p rwa -k watch_bashrc
0ld style watch rules are slower

[:—(sharon@5kali)—[~/homwork]
$

sudo auditctl -w /var/spool/cron/crontabs/root —p rwa -k watch_crontab
0ld style watch rules are slower

3. £/ sudo auditctl -1 }5 < BriFrE BREMNEIEHRA

HIEARANE - £ sudo auditctl -1 FERRERRAZEEHINER  EAMINEE L
AEROUEBER =R SEESA -

e /etc/shadow = LA watch_shadow 7% iR EZIE
e /root/.bashrc - Ll watch_bashrc AREHH FEZIE

e /var/spool/cron/crontabs/root - LA watch_crontab AT R



EF auditd ERBEEE—EER - TAUFIRTAES Ko MR -
[j—(sharon@ikali)—[~/homwork]
$ sudo auditctl -1
-w /etc/shadow —p rwa -k watch_shadow
-w /root/.bashrc —p rwa -k watch_bashrc

-w /var/spool/cron/crontabs/root —p rwa -k watch_crontab

4. ESl(Eeh ek B LS IERIIER » REMFEHE sudo ausearch -k watch_crontab
IESEHRSARRESE !

1. FEEESIEEH
PLroot #PREM BB UG ENEIEEZ



o BHURISHEE | BT sudo cat /etc/shadow °

‘— sudo cat fetc/shadow
root:!:20474:0:99999:7:::
daemon:*:20474:0:99999:7:::
bin:*:20474:0:99999:7:::
SYS:*:20474:0:99999:7:::
SYNC:*:20474:0:99999:7:::
games:*:20474:0:99999:7:::
man:*:20474:0:99999:7:::
lp:#:20474:0:99999:7:::
mall:#:20474:0:99999:7:::
| news:*:20474:0:99999:7:::
UUuCp:*:20474:0:99999:7:::
proxy:*:20474:0:99999:7:::
www-data:*:20474:0:99999:7:::
backup:#:20474:0:99999:7:::
list:#:20474:0:99999:7:::
1rc:#:20474:0:99999:7:::
_apt:*:20474:0:99999:7:::
nobody:#:20474:0:99999:7:::
systemd-network: ! *:20474
dhcped: ! : 20474




ZHY root BY bashrc : #11T sudo cat /root/.bashrc °

= |
do cat /root/.bashrc
# ~/.bashrc: executed by bash(1) for non-login shells.
# see /usr/share/doc/bash/examples/startup-files (in the package bash-doc)
# for examples

# If not running interactively, don't do anything
case $- in
*ik)
*) return;;
esac

# don't put duplicate lines or lines starting with space in the history.
# See bash(1) for more options
HISTCONTROL=1gnoreboth

# append to the history file, don't overwrite it
shopt -s histappend

# for setting history length see HISTSIZE and HISTFILESIZE in bash(1)
HISTSIZE=1000

ZH crontab &2 : ﬁﬂﬁ sudo 1s /var/spool/cron/crontabs/root °
I—_ S
54 fvarfspnnlfcrnnfcrnntahsfrnnt
;| :E &H!i! '/var/spool/cron/crontabs/root': BHIL—EELEE

TEREEMRA L UASER "TZERE—EFE.

[RAL:

ZINBEEARMIER (HRAFE)

EFFZ Linux 31T - 1R root EHEZBWEARIITIEE crontab -e R EHETE

% \JEE‘TKLXEZ /var/spool/cron/crontabs/root EEEZE -

RAIZ "IBE8m, M3k "EREMQ,

ERFRNREBEZODHEE—E "R, EREBELE - AIEREEZEMN - RAIK

AEFEM auditctl -| BFED -

HEREAFEMMNESR .

Is ?E/\A REERAFWEERE - M auditctl RZLHMRHWEE - ERIT Is
LZMEBIRBRERAEFRE - BHIbEIHEE:

FELXEEEE&E’JFE%?(%ﬁH‘Eé—EI TEEFE. E’HE?%’S °




2. £/ ausearch B4 &%
HMITE LMEIER  FHEERNDPREN "HEARE (Key ) 1 KESHENWHR

o &3 shadow ERXFENAEE :

sudo ausearch -k watch_shadow

| B -

h -k watch_shadow

time->Mon Apr 27 17:34:59 2026

type=PROCTITLE msg=audit(1777282499.919:45): proctitle=617564697463746C002D77002
- FB574632F7368616406F77002D70007277610020660077617463685F73680616406F77

type=SYSCALL msg=audit(1777282499.919:45): arch=c000003e syscall=44 success=yes

ex1t=1080 a@=4 al=7ffe04c66700 a2=438 a3=0 1tems=0 ppid=3240 pid=3241 auid=1000

uid=0 gid=0 euid=@ suid=0 fsuid=0@ egid=0 sgid=@ fsgid=0 tty=ptsl ses=3 comm="aud

itetl" exe="/usr/sbin/auditctl” subj=unconfined key=(null)

type=CONFIG_CHANGE msg=audit(1777282499.919:45): auid=1000 ses=3 subj=unconfined

op=add_rule key="watch_shadow" list=4 res=1

time->Mon Apr 27 17:34:59 20826

type=PROCTITLE msg=audit(1777282499.931:48): proctitle=2F7573722F7362696E2F756E6

O785F63686B7077640064617669640063686B657870607270

type=PATH msg=audit(1777282499.931:48): item=0 name="/etc/shadow" inode=1573187

dev=08:01 mode=0100640 ould=0 ogid=42 rdev=00:80 nametype=NORMAL cap_fp=0 cap_fi

=@ cap_fe=0 cap_fver=0 cap_frootid=0

type=CWD msg=audit(1777282499.931:48): cwd="/home/david"

type=SYSCALL msg=audit(1777282499.931:48): arch=c0e0003e syscall=257 success=yes

exit=3 a@=ffffffoc al=Vefefb69ddab a2=80000 a3=0 items=1 ppid=3243 pid=3244 aul




o & bashrc 18X FIALE

sudo ausearch -k watch_bashrc

: watch_bashrc

time->Mon Apr 27 17:34:59 2026

type=PROCTITLE msg=audit(1777282499.935:53): proctitle=617564697463746C002D77002
F726F6F742F2ER2617368726300207000727761002D6B0077617463685F626173687263

type=PATH msg=audit(1777282499.935:53): item=0 name="/root/" inode=4194385 dev=0

8:01 mode=040700 ould=0 o0gid=0 rdev=00:00 nametype=PARENT cap_fp=0 cap_fi=0 cap_

fe=@ cap_fver=0 cap_frootid=0

type=CWD msg=audit(1777282499.935:53): cwd="/home/david"

type=S0CKADDR msg=audit(1777282499.935:53): saddr=100000000000000000000000

type=SYSCALL msg=audit(1777282499.935:53): arch=c0@0003e syscall=44 success=yes

exit=1084 a@=4 al=7ffdeabfe2d® a2=43c a3=0 items=1 ppid=3245 pid=3246 auid=1000

uid=@ gid=0 euid=0 suid=0@ fsuid=0 egid=@ sgid=@ fsgid=@ tty=ptsl ses=3 comm="aud

itetl” exe="/usr/sbin/auditctl” subj=unconfined key=(null)

type=CONFIG_CHANGE msg=audit(1777282499.935:53): auid=1000 ses=3 subj=unconfined
op=add_rule key="watch_bashrc” list=4 res=1

time->Mon Apr 27 17:35:30 2026

type=PROCTITLE msg=audit(1777282530.719:92): proctitle=636174002F726F6F742F2E626

173687263

type=PATH msg=audit(1777282530.719:92): item=0 name="/root/.bashrc" inode=419430

7 dev=08:01 mode=0100644 ouid=0 ogld=0 rdev=00:20 nametype=NORMAL cap_fp=0 cap_f

o & crontab EEZFEAEE :

sudo ausearch -k watch_crontab

| -k watch_crontab

time->Mon Apr 27 17:34:59 2026
-type=PROCTITLE msg=audit(1777282499.951:61): proctitle=617564697463746C002D77002
F7661722F73706F6F6C2F63726F6E2F63726F6ET46162732F726F6F74002D7000727761002D6B007
7617463685F63726F6ET46162

type=PATH msg=audit(1777282499.951:61): item=@ name="/var/spool/cron/crontabs/"
inode=5767491 dev=08:01 mode=041730 ouid=0 o0gid=997 rdev=00:00 nametype=PARENT ¢
ap_fp=0 cap_fi=0 cap_fe=0 cap_fver=0 cap_frootid=0

type=CWD msg=audit(1777282499.951:61): cwd="/home/david"”

type=SOCKADDR msg=audit(1777282499.951:61): saddr=100000000000000002000000
type=SYSCALL msg=audit(1777282499.951:61): arch=c000003e syscall=44 success=yes
exit=1100 a@=4 al=7ffdbi8f6530 aZ=44c a3=0 items=1 ppid=3250 pid=3251 auid=1008@
uid=0 gid=0 euid=0 suld=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsl ses=3 comm="aud
itetl" exe="/usr/sbin/auditctl” subj=unconfined key=(null)

type=CONFIG_CHANGE msg=audit(1777282499,951:61): auid=1000 ses=3 subj=unconfined

op=add_rule key="watch_crontab” list=4 res=1

3. HiEZmEAER
£ ausearch P - Mol IER L FNE -



o time: EHRENIBERR -

e Nname : WEHERIEE (40 /etc/shadow ) -

. D AT ENMERREIVIEE (¥ /usr/bin/cat) -

o auid : RIGEAEAER ID (BIEEGER 7 sudo - EEENEZ WME R ERIF
Hy) -

es . B{E4R (success g failed ) -

:l:-u.
A nf

1. 2#H5E (/var/log/auth.log) WEZ U S MHEREEN | BEEE auth.log - BES
O PUBZEWBEEMNEATAEZEENZENEEES (40 authentication failure 42
¥ ) - HIREERZ : sudo BLHNAHRERARMM ARG EIRERNEFE AT
B BeEHEUENTRAERENES -

2. B TEER (auditd) WHEBELTEGRZ . HEWFHKHEAENAR - auditd 7o
et TRIERRER ) RERA - —BREWEFNEIEL (rwa) - RFEEUBEIE
ML - SARBER . BT /etc/shadow B¢ crontab EEHEEE - IRIBN
ERARAGRENEPFIBEA (WELRERASPIRETES )  SRALETEZEASZEH
uEHnNEETH -



