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Applying_Al at Satellite Attack & Defense — Term Project Final
— R E=HEME (Context)
=i 2785 (Threat Model)

o ¥F A : A/ [ BISENEEZE (Script kiddie / RF attacker)

o WF B : APT #£{E¥& (APT operator)

= WEEHE : [ RIRFNEE (The Attack Chain)

0~ iR ERE B4R 1E (Research Scope)

(Methodology)

A THHE . —£EE > MEEE > AEBFE (Toolchain)
o % (Research) : Opus 4.6-4.7
o HEZEREE (Proof of Concept) : Sonnet 4.6

+ - Phase 1 — JREAZEEEEE (Vulnerability Research)
El:l:E}'Ll"'!E IT-!

(o]

J\ ~ Phase 2 — LR EBZEMEES (Proof of Concept)
Btb En'_f I“—:

[e]

[e]

B B R P

71~ Phase 3 — B EFFHFEER (Threat Hunting)




o R\FEEE

+ - Phase 4 — i % 45:%5t (Hunting System Design)

o Bl:bE)‘Ll“ﬂ;E 1“-!
o I \EREE
o _TRIASEDFFAE | (Scripts as Skill) BYEEER

—  ZBMNERTE LM ZEER#E 2 (Where Does the LLM Live?)

o FIBA:LLMZIEREE L (LLM on the bird)
o #¥IEB :SIMZHEEREE L (SLM on the bird)
o F|IEC : LILM ZENRHE (LLM on the ground) v [IREHZE]

+— - BFIEFEEL (End-to-End Hunting Pipeline)
+= - BIERIRIEEZ 2 MEEE (Test Environment & Safety Posture)

o [EiE (Containment)
o Al (Reversibility)
o BX¥E (Autonomy Budget)

TP~ EHYETH# (Outputs & Artifacts)

 PEEGMERER BRI E RIS R (Observations)

o BRIEERZE (GOOD AT)
o BRIKIEEMNE (NOT GOOD AT)

175« BhEERER (Defense Implications)
++1 - HFREEX (Members)

TN -~ EEEBEEYE (Conclusion)




Applying AI at Satellite Attack & Defense — Term
Project Final

iR72 : Applying Al at Cyber Security Systems / Final Project (1% Al ERARE&EZR
| BARER)

HEME : 4K/ BBFEMEEE (A Red-Team / Threat-Hunting Research
Project)

A7 ERE (Subject) : APT #EH G EME R A BZITE (APT simulation &
threat hunting on satellite ground systems)

tHARFAZE (Method) : AFRHEIRMABESHEIME (Human-in-the-loop LLM
research) —=1{Ef&EE - =Z# T4 (Three phases, three artifacts)

FrfliiEE (Stack) : Claude Opus 4.6-4.7 - Claude Sonnet 4.6

HEHE ARRBEEERHEI 20 EZHARARAS -

— - IR = =EEH% (Context)

¥IEIRFZ AR5 2 H | SATELLITES AS TARGETS

AR OIS H— AR - TRERAEEMNKRE » HA2HERE) (The

interesting attacks aren't radio attacks) °

ZYUFANBELEZN AR » FFELELIKRTE (jamming) EERER (spoofing) © 74
M > BIEA APT (Advanced Persistent Threat » #HEISEMEE) BEZELFE K
BIES - hMEE T HELS (ground station) ~ EITIEHE - BEBE » RKREBEHE
HBHIEERE (command path) REMNEHEAREE (the bird) -

BMEZ > AMRABIEERNE TR ERIR) BER Nt ENRF —RASEIELER
WBERR - KFMZEH —BEHENGER > FEARZHNERER > MEXZKEHE
BEEEHENEZETIRRA -

— - -BBER  MEHF > MIETEE (Threat Model)

HEIR R R 2 3 H | Two adversaries, two budgets.

RNRRERD TMAMEEERNEF > TEBRELERMEENER -



¥F A RA&NF 7 BHIEIEE (Script kiddie / RF attacker)

o FiE: FIB - HER - :ASREA (Jamming, spoofing, signal injection) o
o 15 Wi FIREE C ERES
o BIR : BAESH B ENRIRES
o EMNL:ER 'KRBBEHMXIELEINEL (The story most papers stop at) -

Hlﬂ]

={E—18 (Loud, detectable, ephemeral) °
(

No long-term control of the asset) °

¥1F B : APT 1#{E& (APT operator)

o FiE PG AL (Compromise the ground station) °
o HEFE : AL - 124 - 1 E[@FZE (Backdoor, privesc, lateral movement) o

o BT EBRFHEBSN C2 BEHBKREE (Reach the satellite through its own
C2 path) °

o B1E : FR - 2Hl - fRIFLEE (Persist. Control. Stay quiet.) o

FERHENEHF B - SEBEFRE 7 BEMRNSE : REMFREE M HEAINR
KE > mEER—EERRAER KFEHNEENERRES -

= INEEH . (EKREEZEFFHE (The Attack Chain)
¥ EIRE- R % 4 B | From the antenna to the bird.

RERZAE APT WP ERTTRIRE - RS/ EREER - BIFRHERIEHE (GROUND)
—RRIEHREIEE (ORBIT) -

1. #)R7ZHY (Initial Access) : ithEILEERENRTS - AEIERE °
. %8P (Backdoor) : SE7EER ~ 4 - BREGEB ZRIRATTENBEARE
. ¥EBR$RF (Priv. Escalation) : {{¢ARFEIRIREIRIES - BIIRIEEE root »

. {EMmf2E) (Lateral Movement) : ZFEAFEL > IKETEFFIEH] (mission-
control) &Ex -

5. 28K (Satellite Link) : MIREEB/BERIES L1T ~ & ~ (EF5EREE -
6. IFA(LEIES] (Persist & Control) : [Fifk ~ 15X » WRBARKBITEIHEIR -

A wW0N

AEZARNERE - T8—ESE - Y EZEEHCH—BikiERi B BAEIE5R

(Each stage = its own family of misconfig & structural weakness) - E40)5545
BERREENRTIET TRE—HREENES IR > Hi2— R JHEEMBHARE
ALK L -



M - thREEE 401 (Research Scope)

¥fEIRE-RE 5+ 6 H | RESEARCH SCOPE

IR
AR EEMERENFRRREERIZA

o OpenC3 : {EAMEILIEHIZ 4 (Ground Station Control System) -

« NASA cFS (core Flight System) : {fE&EEHNREHE LWIRITRA (Flight
System) o

SHME vs. WEZBHE

R FRRVEE B SRR AR

SXRIEHE (Whatllook for) :
o FHIRACEBAEEIESSEE (Misconfiguration & structural vulnerabilities) o
2IE 2B (Whatl deliberately ignore) :

o AoIEEERIESEIRIE (Memory-corruption bugs) °

o CVE HRIIEB{ETRFE (CVE-style implementation flaws) °

o Parser il &L 58520 (Parser fuzzing & crashware)
EEELCENKIDRES

ARAREEFEEEMBHNIER > E—0BRERNOHE - TE—HFERBENE
PAUER B AIEF » APT HEAZMEMPINZTRHERED - GEUBHETE  RF-H
AIEEFIAL (APT groups don't burn zero-days when a default credential

will do. Structural weaknesses are reliable, quiet, and reusable.)

EIREE L ET R —EN NN : TEELLE = §2,¥E’HE"_RE-JJ (Scope discipline =
clean prompts) - BIEEREARER » EEHER TENIEIEERIBEMAZEN -

I ARG ER - AFBEIR > MIEEEIEE (Methodology)

# &R R 2 7 H | Human-in-the-loop, not autopilot.

KRR TARAER) WHFER > RS TREEHEERNAES T



MRE () WS
- BBIERBBEEZEIE (Threat model & target selection) o
o IBREAERETEAEEE 412 (Prompt design & scope discipline) °
o DR EEEIR vs. )8 (Triage: real finding vs. hallucination) °

o RIAEM—EZZIRESBIES PoC (Final call on what gets a PoC) -

N

B (FE) NEE

o —[(x:ETEEREE (Reads the whole repo in one sitting) -
o TEHRBEEEARLIFIRZEHEEN (Surfaces architectural smells at scale)
o BIREMETM : IRE ~ PoC ~ JFHMIA (Drafts artifacts: report, PoC, hunts)

o AMC ~ RENEHE  BEBEHEE (Patient. Tireless. Occasionally wrong.) °

AENZOEAR @ MERE—IRENVIFEDFE > MEMAREEE) (The model
is a fast junior analyst. I'm still the lead.) - EG;EEE 7 B2 EERNIHIELTE——
Al BERAMAAREEN TR » BHIE  ARHABEBRBRIEBEEARFH -

7 TEH#E : — 1§58 > MEER > RERS (Toolchain)
¥ fEIREZ R & 8 H | One pipeline. Two models. Different jobs.
AMFRRBEIENMHLE » BARMBERICEARIESR -

tH%% (Research) : Opus 4.6-4.7

o {E7% : BIRBIZIVHS  IRRRZRHE - WIBAEIB 1553, -
o i RIE - BE ; HREMATBIIRE - #IEEED (reasoning) [ERKFAIFEE
HY -

1k 2E%:8 (Proof of Concept) : Sonnet 4.6

o 175 : iSINEES T EFNREIEI -
o FiMf IR BEH ; —BiRBERKERLK - BIREHAE L2HEMIER -

RENHERBEE  TREEEANTIE > i LIEHEAIEE) (Right model for the
right shape of work.) - EIRECE/RAI B % 7 R BRI =EF1TPEER



+ * Phase 1 — RFiAtAFKFEER (Vulnerability Research)
¥1fEi2% 7% 9 B | PHASE 01 OF 03

P& ER REiL

FE—PEERRI R - THRE4AEE » MIERAS Bugs (Research the structure, not the
bugs) °

HITERE
o {EFA1EE! : Claude Opus 4.6 — 4.7

o BA (Input) : —EHpBEEZEHENTERENBEE -
o Bl (Output) : report.md o

RIS

APEER IR A ESKE BV SR tE EE PR EE SR AC B L4548 1 558 » WRRREE SR TARE
FERBEER KB CVE » REFBMHARBESZTHLEE report.md °

EHASHERETER

report.md E—f7 T&BEEEIRABEE) (Catalog of structural findings) » E4F14
A REHEF (ranked) ~ MIHEERE®E (file paths) « MiTHIEEFE (reasoning) °

NSRRI ERARE - IEFERERGL > sEA T —(ERIEMEIFNTE
(Forcing a file output gives the next phase a clean handoff) - FEi&:E&E T L
ERREEH —MEREESR - BEFSERMEETEIRME « PTARAIZHOER L1ZF -

J\ » Phase 2 — #2885 FEE (Proof of Concept)
$fFfE1% %R 58 10 H | PHASE 02 OF 03
B ER RE L
S[EENwER ¢ MERRAEENTEINS) (From finding to working code) -
MiTECE

o {EFEERL : Claude Sonnet 4.6
o BA (Input) : report.md M LERBENIBEE -



o i (Output) : poc/ BRIR—B—(AZIREE—(EFERIK -
R
ANPEERRVIRREE TZIERE5E] (short on purpose) » AAREMN L TXEFER
report.md ZH o BRI ERERER report.md EE PoC - UBIRELLREHEE
= -
E NGB ERRATIER

poc/ FHIE—1E PoC #PEKEIFE (isolated)  AJEBE (reviewable) - AIETRK
317 (runnable inside the container) BY4F4 -

KSR E#RIARZE - TSonnet ERBHEM{CAVEZETERT > LE Opus EIR -~ BEE
H1 (Sonnet handles the mechanical translation faster & cheaper than
Opus) - —BRAE H Opus #AILK - i§HE(EA PoC W ILEABEESFEEIERE
51> EIEEA Sonnet REENERRE -

/.~ Phase 3 — Ei&J5EMEEX (Threat Hunting)
$FEIREZ R 2 11 5 | PHASE 03 OF 03 - PIVOT TO DEFENSE

B ER TE 1L

= PRER R R AR RMAIXEEKANIELD (Pivot to Defense) - HapfE% : THIRR
e » {RFRBESFIMEL (If you can describe it, you can hunt it) °

=q|

MATECE
o WA (Input) : poc/ —RI—PEERAIIET HARERE -

o B (Output) : hunting/ BRI » AE Python {ERIRIAEL Sigma #RAI -

| = Rl —— 2 B

% 7T\ a0l BX A

RMEEREHRER poc/ BRI > MEH Python » Sigma RAIFEANNE BT
JRRIAS



ZibvEEE

ARPEERAIIZORALZE © PoC M2 RAIFRAIFTH AR E E% (ground truth) - HR{R
ABEERITHEEN PoC TAER > BEEAMAZER LR > MEXRR
RERKRBITAHEREER -

HITTE R BEEREARNREN—0@E « HIEREEREBR—1FE4R. (Red and

blue from the same pipeline) -

T - Phase 4 — JFi Z4t5%5t (Hunting System Design)
#1fEI3% K 2 12 H | CLOSING THE LOOP
FEEREfiL

FIUPEERAZSE —ERRNEE (The Shift) - HapE4S : T—EZIFIHAI LLM > Tk
AR EEE] (An LLM that hunts. Scripts are its skills) -

Rl

Phase 3 EEMIE THEHERERIEY ) (static detection artifacts) ; Phase 4 BIiEiE
LEEREYERE—E LLM 2% > HEREEHTH—EER « @FHT - STEHE
BAIZ#1T o 7EUEEE T > Python RIZASEL Sigma IRAIFREB R TRAER) > MEalE—
42 TTEREEE, (tool palette) -

FRIZA<BENF%AES (Scripts as Skill) FIEMEER
1. B—XIFERAA = —Ea] IEIYpOFREE -

2. BHEIERVHES - HEEIEERIFREE -

3. BITLINEE > BEVGER - AE T —TENE -

4. BEIBEBIRESH—ME—NEHHRS -

APEEN A ARBERE - TelRA > EBEEEAREAL (From detection rules
to a detection agent) -

+— - SRBAERER | LLM ZFEMME ? (Where Does
the LLM Live?)

$1EI%22 R 5 13 H | On the satellite? Not really.



AESEREE LLM WSS > 12 = @ADL inIASHE -
EIEA:LLM BBENREEL (LLM on the bird)

o

ZIRNEEERE « BRI > URINE - 2E - BHRE - & WS HRMfmS > 8
TR LLM iR a7

i#IE B : SLM RENFHEL (SLM on the bird)

RAVNEMER « SHEIRERE > AeEEMFRRHIEE > RAMRATLE LTHEEELE
¥ - 45w 0 BRIR > BEBLARELE -

#EIE C : LLM EEMNHME (LLM on the ground) v [IREAE]

SeREEE - EAEES FIR - HESE MTRERELNERATENE - TERZNMEFNER
2 - & - BIERAERMMEMFNLSE -

RENR ARG E - TIEENEDR > EENSE] (Right model, right altitude) -

+ = - ixFIRFFIE B4 (End-to-End Hunting Pipeline)
#ER 2R % 14 H | PoC fires. Logs flow. The agent reads.
AEHMBRREZRE (ATTACK) REHIRSE (REPORT) WTRBALTEER -

1. PoC #11T (PoC execution) : WEHHERFEEEHWER -

2. 0penC3 + cFS Hit (OpenC3 + cFSlog) : (FF5EEiRIES ~ ZRIMTIEE
o

3. T17#88& (Downlink) : Bif SR E 2FERIHE -

4. LLM #EF (LLM hunter) : #EIHREABABS - B BEWAEFREEER -

5. B54#E (Incidentreport) : FIRZIRFEASH—ME— « AFEAIENRSE -

REMNGEREERE : TIX OpenC3 B NASA cFS fEA& R 5Tt EE) (OpenC3 +
NASA cFS as the logging substrate) -

+= - AR IBIEHE 2 MYERE (Test Environment &
Safety Posture)

# MRS, R 58 15 B | The agent never touches the host.



AERAREERNLTEMRE  OEHRE  TREBAKERSMWEEE (The
agent never touches the host) - 2 MH={AZ &R :

E1E (Containment)

EEBRMESH|ANT - RIBEIESHWRBNETLFHEZRA -

A ¥ (Reversibility)

BRYATRIMEILRBEERBRED - RETMRERERDAIERIEN -
BX*#HE (Autonomy Budget)

BRYREARHNEHREFEEER  B4STE 'ZEHE) EBREH -

RENHAREGE—UEEEEMLER - EREBEANE—IRER > MIF—RTT

iZ1 (The agentis given a leash, not a license) -

+M - ELYETH (Outputs & Artifacts)

HEIR R R 2 16 H | Three folders. One pipeline.

ERERERGEBUT ¢

project/

— report.md # Opus 4.6 EHNEEMHIFIRRE
— poc/

| | finding-e1/ # Sonnet 4.6 EHAMBZERE

| b finding-02/
| L— finding-NN/

— hunting/
| I— detect.py # Python {SBIRIZ
| L— rules.sigma # Sigma #RAI
L— env/
L — Dockerfile # WEBIETS

ARERE=IARN THAZOHFIE

o —i1EAXF (Everythingis Text) : AILEHZR « AIRRANIEH] « AT EE -

. —i)%AEIR (Everything is Reproducible) : MEiEA 571 2331 - BHRE
BEF > (ETERIEA S (The pipeline is the deliverable. The findings will

go stale; the workflow won't) -



o —IIEEAEE (Everythingis Reviewable) : 7E{Ef@ PoC ## 1T ZHI > #E—
BALEE AR report.md °

RENADERBGERE - TERBENIH » EEANE—(E18231 (Structured artifacts
are the biggest single multiplier) -

T - FEERMHRE - ERNREREE (Observations)
HEIR R R 2 17 B | What the model is good at, and isn't.
AERETE TEEEAMRBENENER -

BRERNE (GOOD AT)

o RRBBAE « EEMNEIBE -

o FIRZBREMKRE(SEEZE (architectural smells & trust gaps) °
o IKIE<ERGHEICIH -

o FEXIRBELFIEMFNEIS -

BREARERNE (NOT GOOD AT)

o FIEREEHRRAFAM (real-world exploitability) o
o Ui / EBEAEEEE -

o FNEATREZIE TREM -

o MHBCEBEMN4IE (confident hallucinations)

FENZLGEHE - TE/RS T ZFANEN » ERAAEREKERNERENSHE

(The split works because the model and | are good at different things) ° i
[F/ET Phase 5 HiAmPAAZIUNAEEN—REZIRRVPEDITE - AFEE
BE > MEBRZEME -

+75 » BFEHENER (Defense Implications)
¥I/EI% 5 R %5 19 H | FOR THE BLUE SIDE

AERERAERERZREERNEE » mils « NHHE—F—(FERIOMER L.
(Red and blue — two outputs of the same pipeline) - E=4 g5 :

1. 8 APT EiEHIINEESE (Synthesize the APT-style attack chain) o



2. $tEHRBE M PoC A {8l (Generate detections against your own PoCs) °

. EEESMHESE TZR1 MEITISE » MIEEE (Hunt before the real incident,
not after) -

FENZODERE  THEBELAFEFI-BEENAREE » TRIESRBEAL

(Defenders don't need to wait for a breach to write the rules) - iE1F 2XFA[E
RERREEBENERERM—EZRMEEMURE > BEARANERK TSRE¥H
HES TShiEHE) -

++t » tHEEEX (Members)

HEIRS. R & 18 H | Members
KERZHUTHEREBEM :

» Jonathan Liu

» David Huang

e« Owen Chang

o MEH

e Claude (virtual) — fERERARBHE

MEFIRASHITET BRI OET : AEMRENR Al HEEERE—XMREK
2 LHfF > &S HE -

+\ ~ & BEE (Conclusion)

¥IEIRRZ R 58 20 H | Thank you.
AREREUBREEES - BEASRTHEAEENMURETEMRE
o HHRERE (Subject) : EHEMERA LEIT APT EHRERBITH -
o XAE (Method) : AFEBEEMN LLM AR—={ERSER » =8I -

MEEE 20 ENAT » 2FREBUT—R<E « Bin - B ERNEERMHMRE
#k o PREBIIAHMATPEE :



B ER =L (Eis WA E

Phase 1 R 5T Opus 4.6-4.7 S=ERABEE report.md
N report.md +

Phase 2 SEREE Sonnet 4.6 . poc/

BE
Phase 3 REES — poc/ hunting/

. incident
Phase 4 N AFEG LLM Agent logs
report

RERNZOERER R A RADBA TR

F—> BBEENEFRETRARRE - XARZEREV RIS ERGERE > $HE
AEREEMAN APT £FE » U RERITARSNEVIRFIRE R IZHIA7EREER - (£
REMRSURFCHH B EIRNEEESERETIZE -

£ BELERMRARENER - ZBEZERRCEREKIER CVE> BERATE
2-2%;‘ AEEHNRNEEMESER » AMRAMERRIEREE APT NITAER » thEiER
B R e A TRITIE2ERLIF -

F= > WpRFNERERABEHEENSG - B RERLCELRE  BHHKEE
R EEHERAKRIRNEEREEMN PoC TAZ L » WEHEER/UEEEA
REREZAIMTARRNEER -

£ > EEMNRIMRIERE - MIEE—IR - ARNREZRIRKSHBIMBEERMAER
18 THE > PoC > 1938 - IWRAREA EEVER  8E - AXFENIE
/}IL*EE ’ Z_EZKEE%E%}—IRE"J,QE °

%35 A’f%‘éﬁlﬂ']ﬁliﬂ BUARILEENNERZ £ - EREBRIREREBEARBENS
E FIRRERR - ERTHHEEEEIE  AFRRUERAETTANAN - BEEHE

* JJEHEIT{?T’B‘*Fﬂ AR R B ENAE - ERAMEERNSEHAAE > B
EA BHERENAERT SUBRERE -

1% > BN LLM BEMEN=EIRS W - thAREMRIEL TIRRERSE : £&
REZRNEE LEE/NEER (SLM) ETARMER W ETE LLM HEES
BB HBLARELE > ME—IFEEAROMEEE -



