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TASK 1: Introduction

v Part 2 — Basic Python in Colab

Run the following code:

[1] print("Hello, Google Colab!™)

o
)

v Hello, Google Colab!
12

o © a=10
) b=5

print("Sum:", a + b)

v e+ Sum: 15

v Part 3 — Importing Libraries

Most data science tasks require Python libraries.

Example:

[30] © import numpy as np
» import pandas as pd
import matplotlib.pyplot as plt

Check the library version:

41

° import pandas as pd
v print(pd.__version__)
v 2.2.2

v Part 4 — Uploading Data to Colab

Method 1: Upload Files from Local Computer

Run:

[54]5 ° from google.colab import files

) uploaded = files.upload()
1.csv
1.csv(text/csv) — 63873 bytes, last modified: 2026/5/11 - 100% done
Saving 1l.csv to 1l.csv
After uploading, you can read the file.
Example (CSV file):

After uploading, you can read the file.
Example (CSV file):

[701 © import pandas as pd

to Google Colab

(+mm) (+x7

(+ ez ) (+x=¥

vp
data = pd.read_csv("1.csv")
data.head()
v @timestamp _id _index _score _type agent.ephemeral_id agent.hostname agent.id agent.name agent.type
.ds-logs—
5 7bd602d3-
Apr 4, 2025 WFOVAZYBSR— auditd.log— 9027fbed-4373- cadf-4534—
CardnMV62 default— - _doc 4ac6-a2bb- appsrv06 2965 appsrvo6 filebeat
21:54:46.315 2025.04.04— 7ff36679e43c
85e7d219bcec
000001
.ds-logs—
S 7bd602d3-
Apr 4, 2025 JIOVAZYBSR- auditd.log— 9027fbed-4373- cadf-4534—
1 @ CzrdndV7u default— - _doc 4acB-a2bb- appsrv06 2965 appsrv06 filebeat
21:54:42.883 2025.04.04- 7ff36679e43c
85e7d219bcec
000001
.ds-logs—
: 7bd602d3—
) Apr 4, 202(; G10VAZYBSR- auegt?\o?— § 9027;!392—4:23;3— o6 cadf-4534— 06 1o,
CzrdnFIIN lefault— - _doc lac6-a - appsrvi 2965 appsrvl lebeat
21:54:40.119 2025.04.04— 7ff36679e43c 85
e7d219bcec
000001
.ds-logs—
N 7bd602d3-
Apr 4, 2025 auditd.log— 9027fbed-4373-
3 @ _VOVé\er j:éﬁ; default— - _doc 4ac6-a2bb- appsrv06 Ca4f—:gzgi appsrv06 filebeat
21:54:37.707 2025.04.04- 7f36679e43c
85e7d219bcec
000001
.ds-logs—
ADr4,2025 v auditdlog— 9027fbed-4373 LR

source.address

192.168.211.69

192.168.211.69

192.168.211.69

192.168.211.69

source.

192.168.211.(

192.168.211.(

192.168.211.(

192.168.211.(



v Part 5 — Loading Dataset from the Internet

You can load data directly from a URL.

Example:
[HO] url = "https://raw.githubusercontent.com/mwaskom/seaborn-data/master/iris.csv"
)
import pandas as pd
data = pd.read_csv(url)
data.head()
v sepal_length sepal_width petal_length petal_width species [
0 5.1 35 14 0.2 setosa
1 4.9 3.0 14 0.2 setosa
2 4.7 3.2 13 0.2 setosa
3 4.6 31 15 0.2 setosa
4 5.0 3.6 14 0.2 setosa
RESR: (Tﬁﬁi data Emfiﬁ:{ﬁ) (New interactive sheet
Check dataset information:
J[eul © data.info()
»
v -+ <class 'pandas.core.frame.DataFrame'>
RangeIndex: 150 entries, @ to 149
Data columns (total 5 columns):
#  Column Non-Null Count Dtype
@ sepal_length 150 non-null float64
1 sepal_width 150 non-null float64
2 petal_length 150 non-null float64
3 petal_width 150 non-null float64
4 species 150 non-null object
dtypes: float64(4), object(1)
memory usage: 6.0+ KB
+ XF
Basic statistics:
“z] © data.describe()
)

v e

sepal_length sepal_width

count 150.000000 150.000000
mean 5.843333 3.057333

std 0.828066 0.435866
min 4.300000 2.000000
25% 5.100000 2.800000
50% 5.800000 3.000000
75% 6.400000 3.300000
max 7.900000 4.400000

v Part 6 — Accessing Goog

petal_length petal_width [
150.000000 150.000000
3.758000 1199333
1.765298 0.762238
1.000000 0.100000
1.600000 0.300000
4.350000 1.300000
5.100000 1.800000
6.900000 2.500000
le Drive

Sometimes datasets are stored in Google Drive.

Mount Google Drive:

[1;; © from google.colab import drive

Ve drive.mount('/content/drive"')
v | .+ Mounted at /content/drive
Example of reading data:
Vuf]ﬁ) data = pd.read_csv('/content/drive/MyDrive/1.csv"')
data.head()
v @timestamp _id _index _score _type agent.ephemeral_id
.ds-logs—
Apr 4, 2025 auditd.log— 9027fbed-4373-
0 @ WFD(;/AfYS\SIz; default— - _doc 4ac6-a2bb-
21:54:46.315 2rn 2025.04.04— 7ff36679e43c
000001
.ds-logs—
Apr 4, 2025 auditd.log— 9027fbed-4373-
1 @ dm‘g‘flﬁfg" default— - _doc 4ac6-a2bb—
21:54:42.883 & Y 2025.04.04- 7ff36679e43¢
000001
.ds-logs—
Apr 4, 202? G10VAZYBSR- aud[td}ﬁogﬁ 9027fbeg—4§l7l3—

agent.hostname

appsrv06

appsrv06

agent.id

7bd602d3-
ca4f-4534-
a9e5-
85e7d219bcec

7bdB02d3—
ca4f-4534-
a9e5—
85e7d219bcec

7bd602d3-
cadf-4534-

agent.name

appsrv06

appsrv06

agent.type

filebeat

filebeat

source.address

192.168.211.69

192.168.211.69

source.

192.168.211.(

192.168.211.(



v Part 7 — Exporting / Saving Data

Save data to a CSV file:

13,
! o] data.to_csv("processed_data.csv", index=False)

vw
Download file to your computer:

[14]

o from google.colab import files
vp files.download("processed_data.csv")
v

v Part 8 — Simple Data Visualization

Example plot:

“é] ° import matplotlib.pyplot as plt

v'w import pandas as pd

# EFERRRCENIARAEAEE

url = "https://raw.githubusercontent.com/mwaskom/seaborn-data/master/iris.csv"

iris_data = pd.read_csv(url)
iris_datal['sepal_length']l.hist()

plt.title("Sepal Length Distribution")
plt.show()

Sepal Length Distribution

25

20

15

10

Scatter plot example:

Hg] ° import matplotlib.pyplot as plt

v
»
# (ERSAIEAN iris_data 2%, MIFKEEN data B
plt.scatter(iris_datal'sepal_length'], iris_datal'sepal_width'])
plt.xlabel("Sepal Length")
plt.ylabel("Sepal Width")
plt.title("Iris Sepal Analysis")
plt.show()
v e . .
Iris Sepal Analysis
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°
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v Part 9 — Installing Additional Libraries

Sometimes Colab does not have the required library.

Install with:

“:] © !pip install seaborn
»

> | - ETEENELNE

~ v

7 m

Then import it:

[19] 3
Jow © import seaborn as sns



v

[20]

)
1211

»

[22]

)

(23]

vp

[24]
0

vw

[25]
0
vw

[45]

vw

Part 10 — Exporting Data to PDF and JSON

In addition to CSV files, datasets or results can also be exported to other formats such as JSON and PDF. These formats are commonly

used for data exchange and reporting.

10.1 Export Data to JSON

JSON (JavaScript Object Notation) is a lightweight format commonly used for APIs and web applications.

Example:
data.to_json("dataset.json", orient="records")
Download the JSON file:

from google.colab import files
files.download("dataset.json")

Load JSON again:

import pandas as pd

data_json = pd.read_json('"dataset.json")
data_json.head()

@timestamp _id _index _score _type agent.ephemeral_id agent.hostname

10.2 Export Results to PDF

To create a PDF report, we can use the reportlab library.

Install the library

agent.id agent.name agent.type

source.address source.

ANV 7@

© !pip install reportlab

o BARHEENELHNE

Example: Generate a Simple PDF Report

from reportlab.platypus import SimpleDocTemplate, Paragraph, Spacer
from reportlab.lib.styles import getSampleStyleSheet

styles = getSampleStyleSheet()
content = []

content.append(Paragraph("Google Colab Data Report", styles['Title']))
content.append(Spacer(1,20))

content.append(Paragraph('Dataset Summary:", styles['Heading2'l))
content.append(Paragraph(str(data.describe()), styles['BodyText']))

pdf = SimpleDocTemplate("data_report.pdf")
pdf.build(content)

Download the generated PDF:

° from google.colab import files
files.download("data_report.pdf")

Scenario 1 — Missing Library

Run the following code:

© import seaborn as sns

sns.load_dataset("iris")

sepal_length sepal_width petal_length petal_width species [

0 51 3.5 14 0.2 setosa
1 4.9 3.0 14 0.2 setosa
2 4.7 3.2 13 0.2 setosa
3 4.6 31 15 0.2 setosa
4 5.0 3.6 14 0.2 setosa
145 6.7 3.0 5.2 2.3 virginica
146 6.3 25 5.0 1.9 virginica
147 6.5 3.0 &2 2.0 virginica
148 6.2 34 54 2.3 virginica
149 5.9 3.0 5.1 1.8 virginica

150 rows x 5 columns



Scenario 2 — Wrong File Path
Run:

N VY H
149] Py import pandas as pd 7 @ N

-—data = pd.read_csv("aaaaa.csv")
+# BEESABBEFENBRETN 1.csv
+data = pd.read_csv("1.csv")
+data.head()

FileNotFoundError Traceback (most recent call last)
/tmp/ipykernel 3386/814383188.py in <cell line: 0>()
1 import pandas as pd

—--—> 3 data = pd.read_csv("aaaaa.csv")

3 4 frames
/usr/local/lib/python3.12/dist-packages/pandas/io/common.py in
get_handle(path_or_buf, mode, encoding, compression, memory_map, is_text,
errors, storage_options)

871 if ioargs.encoding and "b" not in ioargs.mode:
872 # Encoding
-—> 873 handle = open(
874 handle,
875 ioargs.mode,

FileNotFoundError: [Errno 2] No such file or directory: 'aaaaa.csv'

HESR:

Scenario 3 — Syntax Error

Run:

[50] —for i in range(5)
o +for i in range(5):
print(i)

(OB Z74 [

v .

File "/tmp/ipykernel 3386/3964378094.py", line 1
for i in range(5)
~

SyntaxError: expected

BESR:

v Part 12 — Practice: Checking Timeline

In this section, you will practice a simple timeline checking: from system log data.

Attack timeline reconstruction is a common task in digital forensics and incident response,
where analysts examine logs to understand:

* When the attack started

« What actions the attacker performed

« Which systems were accessed

« The sequence of events during the attack

1291 [>) "Failed login attempt",
\/% "Failed login attempt",
"User login success",
"File download",
"Privilege escalation"
1,
"user: [
“admin",
"unknown",
"unknown",
"admin",
"admin",
"admin"

}

logs = pd.DataFrame(log_data)
logs
timestamp event user @

0 2025-03-10 09:00:12 User login admin ‘/

2025-03-10 09:05:33 Failed login attempt unknown
2 2025-03-10 09:10:02 Failed login attempt unknown

3 2025-03-10 09:12:45  User login success admin

IS

2025-03-10 09:20:11 File download admin

o

2025-03-10 09:35:40 Privilege escalation admin

RESR: (ﬁﬁi logs Eﬁ}?fii‘:iﬁ) (New interactive sheet)

Gemini ERl

BHREMAE (lesv), MARRELERIE. BEERTIEHE sepal_length &
. HEMRNBBE, RA5IMERN iris_data BEREREIGE

© wnmamEEs:
(@ FileNotFoundError: [Errno 2] No such file or directory: 'aaaaa.csv'

<4 iEf8iER FileNotFoundError RRiEXAZIRA aaaaa.csv MR, EEER
EREBWNERAERGRLE, RIPENETANS, GBI LENORREZRE
1.csv ), REEIERBEEABRERVERER.

& &
> EEMHT v BE X BH
R R R
+ & Gemini 3 Flash +

Gemini FTREF W, RUHEBEENT, WAAEHENSN. BEEE

Gemini Bl

© mmmamms:
(@ SyntaxError: expected ':'

<4 JEfEE#ER SyntaxError: expected ':' 2E &7 Python i, for JBEMEGERE
WAMEER (). EEHR Python T—(TRBREENNE . HELRBIE range(s5)
REMHLTER.
iy GB

> ESEURT v EE X B

FEAE IR EIR?

+ 3= Gemini 3 Flash ~

Gemini FTREF W, RUHEBEENT, WAAEHENSN. REHEE



[30]

)

31]

#

32]

v®

33]
o
]

Step 2 — Convert Timestamp Format

Convert the timestamp column into a proper datetime format.

© logs["timestamp"] = pd.to_datetime(logs["timestamp"])
logs

timestamp event user [
0 2025-03-10 09:00:12 User login admin ‘/

2025-03-10 09:05:33 Failed login attempt unknown
2 2025-03-10 09:10:02 Failed login attempt unknown
3 2025-03-10 09:12:45  User login success admin
4 2025-03-10 09:20:11 File download admin
5

2025-03-10 09:35:40  Privilege escalation admin

BRESH: (fﬁﬁ logs i{ﬁ!ﬁfii\iﬂf) (New interactive sheet)

Step 3 — Sort Events by Time

Reconstruct the timeline by sorting the events.

© timeline = logs.sort_values(by="timestamp")
timeline

timestamp event user [

0 2025-03-10 09:00:12 User login admin ‘/

2025-03-10 09:05:33 Failed login attempt unknown
2 2025-03-10 09:10:02 Failed login attempt unknown
3 2025-03-10 09:12:45  User login success admin
4 2025-03-10 09:20:11 File download admin
5 2025-03-10 09:35:40 Privilege escalation admin

RESR: (ﬁﬁﬁ timeline ';Eﬁﬁiiﬂi) <New interactive sheet>

Step 4 — Checking the failed login attempts, privilege escalation and unusual downloads
Suspicious activities might include......

© ourfocus = logs[logs[“event"].str.contains("Failed|Privilege", case=False)]
ourfocus

timestamp event user @
1 2025-03-10 09:05:33 Failed login attempt unknown 42
2 2025-03-10 09:10:02 Failed login attempt unknown

5 2025-03-10 09:35:40 Privilege escalation admin

RESR: Cﬁﬁi ourfocus Eﬁf&aﬁﬁ) (New interactive sheet)

Step 5 — Visualize the Attack Timeline

Display the ordered timeline.

© for index, row in timeline.iterrows():
print(row["timestamp"], "-", row["event"], "-", row["user"])

2025-03-10 09:00:12 - User login - admin

2025-03-10 09:05:33 - Failed login attempt - unknown
2025-03-10 09:10:02 - Failed login attempt - unknown
2025-03-10 09:12:45 - User login success - admin
2025-03-10 09:20:11 - File download - admin
2025-03-10 09:35:40 - Privilege escalation - admin



TASK 2: Additional Practice

Download & Extract Dataset

34
[U] © import requests

vV from zipfile import ZipFile
from io import BytesIO

# Dataset URL
url = "https://raw.githubusercontent.com/0TRF/Security-Datasets/master/datasets/atomic/windows/lateral_movement/host/empire_psexec_dcerpc_tcp_svcctl.zip"

# Download ZIP dataset
zipFileRequest = requests.get(url)

# Extract ZIP file
zipFile = ZipFile(BytesIO(zipFileRequest.content))

# Extract JSON dataset
datasetJSONPath = zipFile.extract(zipFile.namelist()[0])

print("Dataset extracted successfully:")
print(datasetJSONPath)

v - Dataset extracted successfully:
/content/empire_psexec_dcerpc_tcp_svcctl_2020-09-20121608. json

Read JSON Dataset

BZ] © import pandas as pd

vV from pandas.io import json

# Read JSON logs

df = json.read_json(
path_or_buf=datasetJSONPath,
lines=True

)

# Display dataset shape
print(df.shape)

# Preview first rows

df.head()
v
tID ProviderGuid ExecutionProcessID Channel host AccountType UserID ... MessageNumber ScriptBlockText MessageTotal ScriptBli
{5770385F- "
Microsoft-
10 CZZA*I;I;’;Eg: 9848 Windows- wec.internal.cloudapp.net User 3717?5 NaN NaN NaN
06F5698FFBDY} Sysmon/Operational
{5770385F- I
Microsoft—
10 CZZA_ggfg: 9848 Windows—  wec.internal.cloudapp.net User 8_1_?; NaN NaN NaN
06F5698FFBDY} Sysmon/Operational
{5770385F~ .
Microsoft—
10 022A—§§4E(0:: 9848 Windows- wec.internal.cloudapp.net User ka?g NaN NaN NaN
06F5698FFBDY} Sysmon/Operational
{5770385F- - -

Explore Available Channels

BZ] © dfl'Channel'].value_counts()

»

M count
Channel

Sy /1 i 2941

Windows PowerShell 440

security 383

di /Operational 354

Security 216

System 10

Microsof WMI-Activity/Op 3

Microsoft-Windows-TaskScheduler/Operational 1

dtype: int64



Explore Event IDs

BZ] o df['EventID'].value_counts().head(20)
v
»

v

count
EventID
10 1493
12 78
800 424
7 357
4103 350
13 287
4658 134
5158 91
5156 83
4656 69
4690 67
4663 49
4703 37
9 26
n 25
600 14

v Analytic | — Local Service Installation

Look for new services being created in the environment.

[38]

o analytic_1 = (
vy df [
[
'@timestamp’,
'Hostname',
'SubjectUserName',

'ServiceName',
'ServiceType',
'ServiceStartType',
'ServiceAccount'

(df['Channel'].str.lower() == 'security')
& (df['EventID'] == 4697)

)

analytic_1.head(10)

@timestamp Hostname SubjectUserName ServiceName ServiceType ServiceStartType ServiceAccount

1212 2020-09-20T16:16:58.214Z WORKSTATIONG.theshire.local pgustavo Updater 0x10 3.0 LocalSystem

(391 [
v ?@ ° '@timestamp’,
'Hostname',
'TargetUserName',
'TargetLogonId',
'IpAddress',

'LogonType"

(df['Channel'].str.lower(
& (df['EventID'] 4624)
& (df['LogonType'] == 3)
& (~df['TargetUserName'].str.endswith('$', na=False))

== 'security"')

)

# Correlate service creation with network logon
remote_service_creation = pd.merge(
serviceInstallDf,
networkLogonDf,
left_on='SubjectlLogonId’,
right_on='TargetLogonId',
how="inner'

)

remote_service_creation.head(10)

@timestamp_x Hostname_x SubjectUserName SubjectLogonId ServiceName ServiceType @timestamp_y

2020-09-
20T16:16:58.214Z

a 2020-09-
WORKSTATIONS.theshire.local pgustavo 0x2990d17 Updater 0x10 20T16:16:58.2127

WORKSTATIONS.theshire.local

=

(OB 1

Hostname_y TargetUserNam(

pgustav|




[a0]

vw

[a1]

)

Export Results to CSV

remote_service_creation.to_csv(
"remote_service_creation_results.csv",

index=False

)

print("Results exported successfully.")

Results exported successfully.

Download CSV File in Colab

©

from google.colab import files

files.download("remote_service_creation_results.csv")



TASK 3: Timeline Reconstruction Tools in
Digital Forensics

Tool Selection

e Timesketch

Installation or Access

e !pip install timesketch

[6] o .
18 I'pip install timesketch

v

v RATRENELAT



Basic Analysis Exercise

[2] )
import requests

ifi‘ from io import BytesIO
# REZIE 7z BANRKE
'pip install py7zr
import py7zr

# Dataset URL
url = "https://github.com/SecurityNik/CTF/raw/refs/heads/main/Silience_of_the_RAM-Tushar/Event%20logs.7z"

# Download 7z dataset
response = requests.get(url)

# Extract 7z file

with py7zr.SevenZipFile(BytesIO(response.content), mode='r') as archive:
archive.extractall(path="/content")
file_names = archive.getnames()

print("Dataset extracted successfully:")
print(file_names[@])

> BRREENELNE

14] .
5 import pandas as pd

) pip install evtx
from evtx import PyEvtxParser
import json

def convert_evtx_to_csv(evtx_path, csv_path):
parser = PyEvtxParser(evtx_path)
# Extract records as JSON and parse them into a list of dicts
records = [json.loads(r["data"]) ["Event"] for r in parser.records_json()]

# Flatten and save to CSV using Pandas
df = pd.json_normalize(records)
df.to_csv(csv_path, index=False)

# BIERE: #§ "Event_log" % "Event logs"
convert_evtx_to_csv("Event logs/sysmon-logs.evtx", "output.csv")

v Requirement already satisfied: evtx in /usr/local/lib/python3.12/dist-packages (0.11.0)

7EA§ Sysmon HFSEHA CSV 12, FMIRILAMER Pandas E(TIREEDT, HKHFTRNALIEE,

[70] © import pandas as pd
vw
# BANEN

df_sysmon = pd.read_csv("output.csv")

# BIRASRERUARERHEFERE (RERMAIBTE%A System.TimeCreated_Xml SRMLIEHE)

# R RERUSEERR evtx ERENEHE, BEEE 'System.TimeCreated' 5 'TimeCreated’
time_col = [col for col in df_sysmon.columns if 'TimeCreated' in col] [0]
df_sysmon[time_col]l = pd.to_datetime(df_sysmon[time_col])

# KR

df_sysmon = df_sysmon.sort_values(by=time_col)

print(f"HAi#EE: {df_sysmon[time_coll.min()} Z| {df_sysmon[time_col].max()}")
print(f"48%=42: {len(df_sysmon)}")

# FETAI 5 Faoik
display(df_sysmon.head())

v - HFSEE : 2025-12-03 05:55:04.700447+00:00 % 2025-12-03 07:13:51.283230+00:00
HREME 1023

#attributes.xmlns System.Provider.#attributes.Name System.Provider.#attributes.Guid System

FOmAAARE AAAA AAFA mEaAA



-« HESEE : 2025-12-03 05:55:04.700447+00:00 %| 2025-12-03 07:13:51.283230+00:00
HBEME: 1023

#attributes.xmlns System.Provider.#attributes.Name

0 http://schemas.microsoft.com/win/2004/08/event... Microsoft-Windows-Sysmon
1 http://schemas.microsoft.com/win/2004/08/event... Microsoft-Windows-Sysmon
2 http://schemas.microsoft.com/win/2004/08/event... Microsoft-Windows-Sysmon
3 http://schemas.microsoft.com/win/2004/08/event... Microsoft-Windows-Sysmon
4 http://schemas.microsoft.com/win/2004/08/event... Microsoft-Windows-Sysmon

5 rows x 89 columns

45T Event ID

Sysmon # Event ID SEEEE (40 1D 1 2REFE, D3 2ERELR) .

event_id_col = [col for col in df_sysmon.columns if 'EventID' in col][0]
event_counts = df_sysmon[event_id_col].value_counts()

print("Event ID #i&t: ")
print(event_counts)

# BREHBEAGRE

import matplotlib.pyplot as plt

event_counts.plot(kind="'bar', title='Distribution of Sysmon Event IDs')
plt.xlabel('Event ID')

plt.ylabel('Count')

plt.show()

Event ID #i&t:

System.EventID
22 324
1 296
13 194
11 102
3 59
15 14
12 11
5 9
6 8
8 2
4 1
19 1
20 1
21 1

Name: count, dtype: int64

System.Provider.#attributes.Guid

5770385F-C22A-43E0-BF4C-
06F5698FFBD9

5770385F-C22A-43E0-BF4C-
06F5698FFBD9

5770385F-C22A-43E0-BF4C-
06F5698FFBD9

5770385F-C22A-43E0-BF4C-
06F5698FFBD9

5770385F-C22A-43E0-BF4C-
06F5698FFBD9

System
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150
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Distribution of Sysmon Event IDs

22

ARNDH: ZFEIL (Event ID 1)

WEMCHET RARPHITHRATRRFRIES ., HfUSEIEE CommandLine #fI, EERTERERESR.

# i®EE Event ID 1 (Process Creation)
df_sysmon[df_sysmon['System.EventID'] == 1].copy()

df_proc

™ w7 [1=]
—

Event ID

# BHEE CommandLine MUHEUBTE (BETE EventData )
cmd_col = [col for col in df_proc.columns if 'CommandLine' in col] [0]
image_col = [col for col in df_proc.columns if 'Image' in col and 'Source' not in col][0]

# BAnRI 10 ERFEVLHE, SUHBTEEIND
print("EEFEILHE (A 10 £): ")
display(df_proc[[time_col, image_col, cmd_coll]l.head(10))

- REEICHE (A1 10 %) :
System.TimeCreated.#attributes.SystemTime

2025-12-03 05:55:04.700447+00:00

2025-12-03 05:55:04.737985+00:00

2025-12-03 05:55:05.356322+00:00
2025-12-03 05:55:31.958187+00:00
2025-12-03 05:55:50.055738+00:00
2025-12-03 05:56:09.324939+00:00
2025-12-03 05:56:09.533078+00:00
2025-12-03 05:56:09.886602+00:00
2025-12-083 05:56:16.361424+00:00

EventData.Image

C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Windows\System32\svchost.exe

C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Program Files (x86)\Microsoft\Edge\Applicat...

C:\Program Files (x86)\Microsoft\Edge\Applicat...

2025-12-03 05:56:19.048760+00:00 C:\Users\Vic\AppData\Local\Microsoft\OneDrive\...

19
20 -
21 -

EventData.(C
"C:\Program Files (x86)\Microsoft\Ec

C:\Windows\system32\s\
L

"C:\Program Files (x86)\Microsoft\Ec
"C:\Program Files (x86)\Microsoft\Ec
"C:\Program Files (x86)\Microsoft\Ec
"C:\Program Files (x86)\Microsoft\Ec
"C:\Program Files (x86)\Microsoft\Ec
"C:\Program Files (x86)\Microsoft\Ec
"C:\Program Files (x86)\Microsoft\Ec

"C:\Users\Vic\AppData\Local\Microso



EFIRETEEEE): PowerShell B2 Cmd

RBEERERAEE AR THEERENETRABE.

© # 282 powershell 5 cmd KIIES
suspicious_cmds = df_procl[df_proc[cmd_col].str.contains('powershell|cmd.exe|base64|bypass’, case=False, na=False)]

print(f"238 {len(suspicious_cmds)} ZErREAIESHIT: ")
display(suspicious_cmds[[time_col, image_col, cmd_col]]l)

BIR 27 EARAEIIT:
System.TimeCreated.#attributes.SystemTime

55
56
184
194
206
355
364
753
789
794
795
802

804

2025-12-03 05:58:59.921400+00:00
2025-12-03 05:59:05.706086+00:00
2025-12-03 06:37:09.018350+00:00
2025-12-03 06:39:48.158238+00:00
2025-12-03 06:44:15.564380+00:00
2025-12-03 06:50:04.578841+00:00
2025-12-03 06:50:04.652176+00:00
2025-12-03 06:51:13.654325+00:00
2025-12-03 06:53:45.001095+00:00
2025-12-03 06:53:45.358407+00:00
2025-12-03 06:53:45.435260+00:00
2025-12-03 06:53:49.029247+00:00

2025-12-03 06:53:49.628678+00:00

ot 4BERELR (Event ID 3)

BRI A BB FIA B2 RN E R T EE /MR C2 (Command and Control) {E1AR23:@A .

© # #®EE Event ID 3 (Network Connection)
df_net = df_sysmon[df_sysmon['System.EventID'] == 3].copy()

# HHERN IP 8 BHY IKOABEINA
dst_ip_col = [col for col in df_net.columns if 'DestinationIp' in col][0]
dst_port_col = [col for col in df_net.columns if 'DestinationPort' in coll [0]

# GiRTEEERAB A
print("REERNENM IP: ")
print(df_net[dst_ip_coll.value_counts().head(10))

EventData.Image

C:\Windows\System32\cmd.exe

C:\Windows\System32\WindowsPowerShell\v1.0\pow...

C:\Windows\System32\cmd.exe
C:\Windows\System32\cmd.exe
C:\Windows\System32\cmd.exe
C:\Windows\System32\cmd.exe
C:\Windows\System32\cmd.exe

C:\Windows\System32\cmd.exe

C:\Windows\SysWOW64\cmd.exe

C:\Windows\SysWOW64\cmd.exe

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\pow...

C:\Windows\SysWOW64\cmd.exe

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\pow...

display(df_net[[time_col, image_col, dst_ip_col, dst_port_col]].head(10))

REEANBRM IP :
EventData.DestinationIp

10.0.0.84

fe80:0:0:0:2069:2960:3dfc:d5bb

10.0.0.118

£f02:0:0:0:0:0:0:C
239.255.255.250
173.236.138.116
0:0:0:0:0:0:0:1
72.136.197.42
64.71.255.204
ff02:0:0:0:0:0:1:3

Name: count, dtype:

N NDNN WK BJOON

Eve

C:\Windc

cmd.exe /c "echo.

cmd.exe /c "echo.

cmd.exe /c "echo.
C:\Windows\system32\cmd.e»
C:\Windows\syst:

c:\windc

cmd.exe /c "echo.

C:\Windows\system32\cm

cmd.

powershell.e



System.TimeCreated.#attributes.SystemTime

24
25
a1
80
81
173
217
218
219
220

2025-12-03 05:56:10.189503+00:00
2025-12-03 05:56:10.189518+00:00
2025-12-03 05:56:36.600554+00:00
2025-12-03 06:05:08.106220+00:00
2025-12-03 06:05:08.607647+00:00
2025-12-03 06:32:36.450965+00:00
2025-12-03 06:50:01.677974+00:00
2025-12-03 06:50:01.678262+00:00
2025-12-03 06:50:01.678515+00:00

2025-12-03 06:50:01.678755+00:00

S #EEREI (Event ID 11)

EventData.Image

C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Program Files (x86)\Microsoft\Edge\Applicat...
C:\Users\Vic\Downloads\AdobeFlashUpdate.exe
C:\Users\Vic\Downloads\SysinternalsSuite\proce...
C:\Users\Vic\Downloads\SysinternalsSuite\proce...
C:\Windows\System32\OpenSSH\sshd.exe
C:\Windows\system32\svchost.exe
C:\Windows\system32\svchost.exe
C:\Windows\system32\svchost.exe

C:\Windows\system32\svchost.exe

EERDAERBE THNEIAETLEH (2 Temp 3¢ Downloads ).

# @Y Event ID 11 (File Create)

df_file =

# SREBRERIBOMT
target_file_col = [col for col in df_file.columns if 'TargetFilename' in col] [0]

print(f"48:3538 {len(df_file)} SERHEREIILLHE. ")
print ("RITEIMER: ")
display(df_file[[time_col, image_col, target_file_col]].tail(10))

RIAEITAIER

ABSLERIR 102 FEREIULCH -

System.TimeCreated.#attributes.SystemTime

933
938
940
942
946
947
973
976
993
994

2025-12-03 07:02:41.149425+00:00
2025-12-03 07:03:14.237633+00:00
2025-12-03 07:03:15.740424+00:00
2025-12-03 07:08:18.251272+00:00
2025-12-03 07:03:19.682313+00:00
2025-12-03 07:03:23.075574+00:00
2025-12-03 07:05:28.774026+00:00
2025-12-03 07:05:28.918472+00:00
2025-12-03 07:06:48.323012+00:00
2025-12-03 07:06:48.323058+00:00

St 5Ef&REN (Event ID 13)

BREBH BAMN (Persistence)) {TAMNRES . KEBEEMBN Run #E,

# @MEH Event ID 13 (Registry Value Set)
df_reg = df_sysmon[df_sysmon['System.EventID'] == 13].copy()

# MRS

df_sysmon [df_sysmon['System.EventID'] == 11].copy()

EventData.Image
C:\Windows\SysWOW64\WerFault.exe
C:\Windows\System32\WindowsPowerShell\v1.0\pow...
C:\Windows\syswow64\WindowsPowerShell\v1.0\pow...
C:\Program Files (x86)\Palo Alto Networks\Trap...
C:\Windows\SysWOW64\WerFault.exe
C:\Windows\SysWOW64\WerFault.exe
C:\Users\Vic\Downloads\Comae-Toolkit-v20230117...
C:\Users\Vic\Downloads\Comae-Toolkit-v20230117...
C:\Users\Vic\Downloads\MRCv120.exe

C:\Users\Vic\Downloads\MRCVv120.exe

reg_path_col = [col for col in df_reg.columns if 'TargetObject' in col][0]

print(f"238 {len(df_reg)} FEFMRMEkicex. ")

# ERELEREEE (Run keys) #EEARIBER
df_run_keys = df_reg[df_reg[reg_path_col].str.contains('Run', case=False, na=False)]

if not df_run_keys.empty:
print ("ZIRATERARBBENIREZ: ")
display(df_run_keys|[[time_col, image_col, reg_path_col]l)

else:

print (";R¥EBAIACHPIIRAEEN Run Key 182X, FEmml 5 £—MREH: ")
display(df_reg[[time_col, image_col, reg_path_coll].head(5))

IR 194 BEMRIEQLLE -
BRI RAFRBRENIRIEN

System.TimeCreated.#attributes.SystemTime

948

2025-12-08 05:55:37.938672+00:00

2025-12-03 07:03:27.392892+00:00

EventData.Image

C:\Program Files
(x86)\Microsoft\Edge\Applicat...

C:\Program Files
(x86)\Microsoft\Edge\Applicat...

EventData.DestinationIp Event
10.0.0.118
10.0.0.118
10.0.0.118

23.10.154.237
72.136.197.42
10.0.0.84
224.0.0.251
10.0.0.84
f02:0:0:0:0:0:0:fb

1f02:0:0:0:0:0:1:3

Event
C:\Windows\SysWOW&64\confi
C:\Windows\Temp\__PSSci
C:\Windows\Temp\__PSScrif
C:\ProgramData\Cyvera\Prev:
C:\ProgramData\Microsoft\Windc
C:\Windows\SysWOW64\confi
C:\Windows\Syste
C:\Users\Vic\Downloads\Con
C:\Users\Vic\Dc

C:\Users\Vic\Dc

EventData.TargetObject

HKU\S-1-5-21-3600098720~
2357510703-1039409092-...

HKU\S-1-5-21-3600098720-
2357510703-1039409092-...



