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TASK 1: Introduction to Google Colab













TASK 2: Additional Practice







TASK 3: Timeline Reconstruction Tools in
Digital Forensics

Tool Selection

Timesketch

Installation or Access

 !pip install timesketch 



Basic Analysis Exercise



Event ID 統計：
System.EventID
22    324
1     296
13    194
11    102
3      59
15     14
12     11
5       9
6       8
8       2
4       1
19      1
20      1
21      1
Name: count, dtype: int64





最常連線的目的地 IP：
EventData.DestinationIp
10.0.0.84                         12
fe80:0:0:0:2069:2960:3dfc:d5bb     8
10.0.0.118                         7
ff02:0:0:0:0:0:0:c                 4
239.255.255.250                    4
173.236.138.116                    3
0:0:0:0:0:0:0:1                    2
72.136.197.42                      2
64.71.255.204                      2
ff02:0:0:0:0:0:1:3                 2
Name: count, dtype: int64




