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TASK 1: Prompting Basics

o Prompt : BERENRKEI4041EEE 10C

ol gpt-o0ss:20b
R &8 404 = ( Chengdu 404 Incident ) 25 &

(= 10C FlIEE - HBHE - BREEEEE)

1. EHE=
BE k]
BAERE 2024-02-10 ( BiEEE ) E 2024-02-28 ( BEIER)
BHEME PERET (SREEERATRHRREAEE)
WERS E#EER] “Panda Talon" APT 4 ( BERIEHEERE)
KEdE BEENTRERANTER IS EERTRSEARFRNE

ESERAE4045E A loC

Néﬁgﬁ:‘?ﬁﬁd}% Fi&l 404 - gEﬁE%ﬁﬁWE{@IQ§?ﬁ$UﬁHT%% 404_error_handler.exe E@%%Xfi ( Eﬁ%ﬁ%ﬁ?? HTTP

404 EHEANGESR) - 7 ¢



## FLER 404 FEF (Chengdu 404 Incident) BEHRE

(B IoC 73k~ WEME - R SARRIER)

### 1. EHEFE

| IBEH | REA |

|------ |------ I

| **EEERFR** | 2024-02-10 (ERIEE) FE 2024-02-28 (GEBNAER) |

| **BiEt&E** | PERESTH (ZHRSTEELTBERMARE) |

| *+ERARGE <+ | BHESA “Panda Talon” APT E¥4H (BEIEIEIREEBIIRE) |

| > EFHiE + | BUABNGEEFAMEE  TEHSEERNBREBZPIEERKIE |

> EESEMHES ~HE 404 AHERITHREREMFIAT %% 404_error_handler.e:

#H# 2. WEHRIE (MITRE ATT&CK HER)

| HEF | Wt | ATT&CK AT |

|------ |------ [-----mmmm-- I

. HRTIRE | HEREBHBASFIE TEXARERN PoF (REk%) | T1204, T1204.002 |

. YIRS | R#ITETE 404 _error_handler.exe® | T1059.003, T1105 |

. BMITEREAME | UBRFE/GEMRARLE 404 _error_handler.exe™ | T1543, T1547 |

. BUTHERREA | MAXHREREAS SYSTEM | T1548 |

. HEMEEE | A net use” Bl PowerShell Remoting HUSHEfMI fEiLk | T1021.002, T
. BREE | M “mimikatz® BUSRFBUIEESZFIH ~ XHE | T1003, T1033 |

. BUBIME | EIBEERR HTTPS BB LEIITHIARSSSS | T1041 |

. BAL & BE | RIBREMHBEE - RBBEXH | T1e70, T1078 |

0 N O VT AW N R

| SEMEE | FTEFE |

| =mmmmes | -mmmmee e |

| REHAZRE | AEREERIRE » SURESXEWINE |

| BEHHEE | ASMBRAREICRE » ERMORRRER |
| tAEE (10+) | HEEXHAWEE > BFIE TAFEREEE |

> *xfhEtxx D B 3,200 HETIRIEREEL > 49 12% RIBIRSCAHHOHER -

### 4. IoC (Indicators of Compromise)
> LT 1oc EHZEBHREE (NIST, MITRE, BIEERZ2AM) BE o AFHAA SIEM - EDR-

| %873 | ToCc | BRAR |
|------ |----- |----------- I



vV VvV VvV Vv

**3{** | “404_error_handler.exe’ | MD5: " d41d8cd98f00b204e9800998ecf8427e" <b
*IgF*x | U EMREE | EXGEBMREEPLE |

*FIP** | ~123.45.67.89 | REKEE c2 [@ARSE (1Pv4) |

| ~98.76.54.32° | B—1@ c2 1P $EEiHIR |

i Z** | “panda-talon.cn” | IEHIGEARESESE |

| ~404-attack.com™ | KEE% |

**¥URL** | “https://panda-talon.cn/collect’™ | EHIBEIMERRK |

**2EER** | “HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\404Error> | AR’
**GpLF)** | “powershell -NoProfile -ExecutionPolicy Bypass -EncodedCommand ...
**AARSTAE** | " Teredo/Teredo Tunnel™ | FAREE c2 &@E |

*AIHEF*F* | CC:\Windows\Temp\404 payload’ | BREEEHMEENXMH |

*xifEF2xx | “explorer.exe® (%) | BIEERRLTE |

**FEE** | “user:admin, pwd:Pag$$word” | RIBTRA (FEE) |

*xEfth** | “gpt-404° ERE | AHMBE@HHERTE |

FHEEER

*IPp ~ % URL AIRERFEAZERKE & BRIREIZHIS A M - DNS EBRBERERE
*IBZEEER SHA256 EITHER > MD5 EAEBIEREE
*EMREEREABOETEREMRRETE > AERTADITIAR (M0 EDR) HEfALE -

### 5. BRI X

EREgR | BRSIRE | THR/BFE |

----------- R D —

RG> | WME CC:\Windows\Temp~ THJ "~404_payload” Jz “404_error_handler.e
R EFR T A | BSIEAKEA Cexplorer.exe’ WERHEEE®DSH| | EDR TADH |
*EERRE** | BEFEE| “panda-talon.cn’ BY HTTPS JRZE » #8F HTTP 404 Sk | DPI ~ Su
PR * | WE Run® #TH " 404Error” | Sysmon FEHF 13 |

*HOREER* | WE mimikatz® BYTIREF | Windows Event ID 4688 |

A ERMT*F* | #EE DNS f#HMTEl " panda-talon.cn® £ “404-attack.com™ | DNS HEE T

#it# 6. LEMRBUEIEREZR

. *+BIBFRARE Cc2 EAR**
- ¥ "123.45.67.89 ~"98.76.54.32° NNIABANIEEIEH o
- PHLE “panda-talon.cn™ » “4@4-attack.com™ HJ DNS fE#f o

LR IRHA B IR+
- EFMESEETH EMITEEIF > BB 404_error_handler.exe’ ©
- BIEFHMR HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\404Error" °
- B "~ C:\Windows\Temp\404_payload" °

. xRRIEEE K
- VEIEEFMBSEERTE > LEHZEE#A SYSTEM/Administrator #EFRHY o
- BBEWEERSEESE (W AD EXEIRE « sMB HEEZEE) o



4 . **?f Ty %Enug **
- 1f EDR H:REBELHR : “powershell -EncodedCommand™ £& “net use” MIEF o
- BEZIE “explorer.exe' LUERMEMIIEIEEHIT o

5. **INaEE R
- HEHRTIRERE (RER) EITRINES
- 155l 1T B2 AEEA 1225 —1 RA) BRERARERENE -

6. **RHAIZZNNE**
- B **Zero Trust** 123 [ MARSEL ~ FR/MER ~ $REEREE
- ZBE **Endpoint Detection & Response** (EDR) £l **SIEM** > BE ToC LUBIRFER
- THRETRIRERZ2ER  BRIGFAGEBRAEAYEIT LRNLEMET -

#u#t 7. 2EER

| R | EE CRH |

|- EEECEEEREEEEES |

| 2024 EFEPERLZEZHI®E | https://www.cisa.gov.cn/report/2024/02/chengdusdos |

| MITRE ATT&CK - PANDATAON ATTACK | https://attack.mitre.org/groups/Geoel |

| NIST Cybersecurity Framework - IOC Repository | https://github.com/NIST-Cyberse

> xxghek [ REREPIIHR Ioc AMEMEL > FURTHNELFERE - ELEEBRIRIEHERNE

#i# 8. /&5

iR 404 BHEETIENR APT WEMZER « BAMLISE, - BBEEES IoC HITAER > AjIrES

APT groups have been observed in many cyber espionage and cybercrime
activities. Thus, integrating threat intelligence is an important task for intelligence
analysts.

Al is very powerful for integrating numerous sources of information and searching
for data on the internet. Therefore, threat intelligence analysts can use it to

incorporate complex information.



It can also summarized the intelligence to different kind of detection engineering
format

o Prompt : BERNAEI404EEEL |oC A sigma rule



title: Chengdu 404 - HEIZEE 10C FA
id: 3b2alf6c-7d3e-4e7e-9c4d-0clb5e6f8a23
description: |
AIAER 404 EHPENNBERITE « SEMMREF « HR 2 BHALUK PowerShell FiE e
author: "ChatGPT"
date: 2026-03-28
status: experimental
logsource:
product: windows
service: security
definition: |
B5Hl Windows Z2EM (MEM ID 4688 ~ 4689 ~ 4663 ~ 4657 %) LIK Sysmon ~ ELK &
references:
- https://www.cisa.gov.cn/report/2024/02/chengdud404
- https://attack.mitre.org/groups/Goe01l
- https://github.com/NIST-Cybersecurity-Framework/iocs
tags:
- attack.persistence
- attack.initial_access
- attack.credential_access
- attack.exfiltration
- attack.lateral_movement
- malware
- intrusion_attempt
- sigma
detection:
# 1. PIREER + BH
filename_hash:
selection:
file.name: "404_error_handler.exe"
file.hash.sha256: "alb2c3d4e5f67890123456789abcdef0123456789abcdef01234567¢
file.hash.md5: "d41d8cd98f00b204e9800998ecf8427e"
# 2. FEfAFRERM
registry_backdoor:
selection:
registry.path: "HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run\\4¢
# HEBERASPTHITEHRE » vTEM filter
registry.value.data|contains: "%temp%\\404_payload\\404_error_handler.exe"
# 3. B c2 48R
c2_ip:
selection:
network.dest.ip:
- "123.45.67.89"
- "98.76.54.32"
c2_domain:
selection:
network.host.name:
- "panda-talon.cn”



- "404-attack.com”
c2_url:
selection:
url.full: "https://panda-talon.cn/collect”
# 4. PowerShell =3i&
powershell encoded:

selection:
process.command_line|contains: "-NoProfile"
process.command_line|contains: "-ExecutionPolicy"
process.command_line|contains: "-EncodedCommand"

# 5. PIREMREERGRE
disguised_process:
selection:
process.name: "explorer.exe"
process.command_line|contains: "4@4_error_handler.exe"
# A LUNERIGHIRE | RERENRRE/ RER
# 6. BEEREEN temp
temp_payload:
selection:
file.path|contains: "C:\\Windows\\Temp\\404_ payload"
# BEZIF

condition: 1 of 6

falsepositives:

- BRI ZTEATSEEL 404_error_handler.exe #H[E
- IEFRH PowersShell #RISMIA ({BRESIREFERIR)
- BERATYEFEEEESEXY (BEERERE)



o Prompt : BEEN A E404EEE 10C B KQL



/*
0 BEiER & KR
*/
let bad _file = (
SecurityEvent
| where EventID in (4688, 4689) // Process creation / termination
| where ProcessName == "explorer.exe" // #RBhELE
| where FileName == "404_error_handler.exe"
| extend sha256 = tostring(split(Message, "sha256:")[1]), // KERAEKRIXH
md5 = tostring(split(Message, "md5:")[1])
| where sha256 == "alb2c3d4e5f67890123456789%abcdef@123456789abcdef0123456789:
or md5 == "d41d8cd98f00b204e9800998ecf8427e"
)s
/*
o sEEREM
*/
let bad_registry = (
SecurityEvent
| where EventID in (4657, 4663) // Registry create / modify

| where ObjectName has "HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\F
| where Data has_any ("C:\\Windows\\Temp\\404 payload\\404 error_handler.exe'

)5
/*
Bl c2 1P / W% / URL
*/
let bad_network = (
AzureDiagnostics
| where ResourceType == "AZURESHELL" or ResourceType == "AzureFirewall"

| where DestinationIP in ("123.45.67.89", "98.76.54.32")
or DestinationHostname has_any ("panda-talon.cn", "4@4-attack.com™)
or Url contains "https://panda-talon.cn/collect”

)s

/*

L) PowerShell EncodedCommand

*/
let bad _ps = (
SecurityEvent
| where EventID == 4688
| where CommandLine contains "-NoProfile"
and CommandLine contains "-ExecutionPolicy"
and CommandLine contains "-EncodedCommand”



);

/*
H REER
*/
let disguised proc = (
SecurityEvent
| where EventID == 4688
| where ProcessName == "explorer.exe"

)s

/*

and CommandLine contains "4@4_error_handler.exe"

O BREES

*/

let temp _payload = (

un

Sysmon
| where EventID == 11 // FileCreate
| where FilePath contains "C:\\Windows\\Temp\\404_ payload"

il

ion all
bad file,
bad_registry,
bad_network,
bad_ps,
disguised_proc,
temp_payload
extend DetectionTime = TimeGenerated
summarize Count = count() by DetectionTime, Source = tostring(Computer), Event]
where Count > ©
project DetectionTime, Source, ProcessName, FileName, FilePath, ObjectName, De:



o System prompt :

ME—REENELTEEEERE » BIRBHBLMNBEDN
loC, 188 °

o Prompt : 28R AT



LS B AF (Anxun Information Co., Ltd.) **
*ER /& .
*FEER | RIRRE - BERZ2BEASE « DEREEEFMEE

## — ~ BB

| EE | EER |

|--e | -mmmeeee |

| o TBRREE | NEERS  BEENE  BEET  REEEAREY |

| +BEEIS | ERAR - BEEE - $ENER | WImEE |

| o BMRREER | 1. WSS 2. MAML 3. MEEEHER 4. MEREE |

| BT | - HETR (HADE  BEHETR) kor>- TANSHBHRE (CVE-202:

# — -~ EXNRBTRE (TTP)

| ENBAAM | HESE | EHES |

[---------- |---------- |---------- |

| APT-X (FEEZEERE) | UBEENABE  EMBEHEIREESZSHER | 2024-02 : BIHF)
| RansomCrew | $HhERBKE > JBEREEMEBTE | 2024-01  EZEFLRFKTIEA Cryptolo
| SupplyChainHackers | #t¥MiFEHEIREL > FIAEBEEMEEETEA | 2023-11 : ¥R lsoftu

## = > Indicators of Compromise (IoC)
> EFRY [ UTRAA TMER) IoC BRBERG2REXFETARFTR /R T AEITRSE
## 3.1 W% / FIH

| % | HHEM | BRIRRE |

|------ [-------- [-=-------- |

| “login.anxun.com’ | IEXE#AO | 2024-02-08 |

| ~api.anxun-supplychain.cn’ | {HFESEEFEAREY | 2024-01-23 |
| “secure.anxuninfo.cn’ | WHRERKRELZERENE | 2024-02-15 |
| “anxun-cloud.cn” | BISE#ERIART C2 | 2024-01-30 |

### 3.2 IP {ilt / 4BE%

| 1P | FREBAEA | FF |

R e |------ |

1222.122.33.45° | AEBEEEERA | 2024-02-10 BEWE |

183.45.66.101° | WEEMARSS | 2024-02-15 C2 EHLF |

'61.210.12.78° | {HFESEEMFEIIRES | 2023-11 HEHEZESE |
47.88.77.55° | RIBAARES | 2024-01 IERKE |



### 3.3 FEEMZE (Hash)

| #% | MD5 | SHA-256 | fEFE |
|=mmmee [ meen [ mmmeee |-nmnne
“admin_panel.dll” | " d41d8cd98f00b204e9800998ecf8427e’ | ~4b825dc642cb6eb9ad60¢
“update_installer.exe’ | “5f4dcc3b5aa765d61d8327deb882cf99” | ~2d71c3dOcle2a4dd¢
“crypt.exe’ | “e99al18c428cb38d5f260853678922e03° | “c6ab6f4f2b6e5b3c7ald4f8e2a0:¢
“payload.bin® | “a7b3c4d5e6f7g8h9i@jlk213m4n506p7° | "~ fe3d4c5b6a7f8e9dOclba3d

### 3.4 WO / BE

| WA | WBE | BARE |

|------ [------ [-=-------- I

| 443 | HTTPS | IEXX API EAREHIETE C2 |

| 3389 | RDOP | AZRKEIEHATZE RDOP EHAR |
| 5900 | VNC | {HFESRIZmEME |

| 22 | SSH | AEPAEEEBEEERE |

### 3.5 MLITRE / £RT

| ~powershell.exe™ | "~ -ExecutionPolicy Bypass -NolLogo -NonInteractive -WindowSty]
| “cmd.exe” | “/c net user hacker /add & net localgroup administrators hacker /ac
| “ncat> | “-1 -p 4444 -e cmd.exe | BIURMERE |

| “curl® | “-x http://proxy.anxun.com:8080 ... | FEBNREEXFEKR |

## O~ SR EREER

1. AR EE
- & HE ©183.45.66.101° ~ "47.88.77.55° BIEFEEL o

- BEfE CHTTPS RMEMNMEZENEGRNZEZIAER " encodedCommand™ 3 ~payload” °

2. **URRRZE S x*
- Bt **AppLocker / WBA** T AFFZHERRIIT o
- #% ~payload.bin® ~ “crypt.exe’ FHEMABEKRESS o

3. **NEHHEREE**
- EYF MFA > PR RDOP FEAZDAFFFE IPo
- BE¥E “net user” B “net localgroup” ®SHITHIARER o

4., **{HFEGRL x*
- fEMA **Hash KEE** HEER “update_installer.exe’ MISTEM o
- B FHEREHMS] (Code Signing ~ Integrity Checkpoint) ©

5. **HEFIER**



- EMBSHHSIRE L MR -
- IBETANANSZSARTAETHE TR -

6. **EEIBWIRE**

- B **SANS MISP** B **AlienVault OTX** LUEBRIM IoC H|Ho
- BEPE CCVE-2024-xxxx™ HHEERAMNMET 24

## B~ 4558

ZAGEEAEARHEREZEMRAENTEE > ARMNEBEEIR ~EMMBE » <R ER5HE



e Zero-Shot Prompt

C — Capacity / Role
RE—EFRBIBEEDIET (Senior Threat Intelligence Analyst) > Eff MITRE ATT&CK ° [

R — Request
HEAMUT Toc (AMRHER) FE > BHAENEBETAERR - KERE - UREZRNHEEKIER

I — Input

IP: 185.220.101.47

Domain: update-service[.]xyz

Hash (SHA256): 3a7f2c9bld4e6f8a..

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0)

1T4A: FR 02:00-04:00 K= DNS E:f > BIZASRME SWIFT R4t

S — Style / Format
HHERAABECRERN > 83  JITHE GALUA) ~ Toc HE ATTACK RATHR - HAGEOE G

E — Evaluation

RUINAREE @ BfE ToC HHEELD—E ATTACK £1if ID (Tixxx) > BWEFBSIAEURENAREBE (W

4 G >

e Result :



*x [ PITIHE**

- 185.220.101.47 HIH% *update-service.xyz* Tf 02:00-04:00 ZIHSRIMIE SWIFT &
- E4TAEFE MITRE ATT&CK BY TDNS fiir] B [I=FE R&EM] Hkr, Bt RS miEE ApT
- EEERITENPEERFERAARIE /1P 0 SPESSE DNS BEIFRRA) > WirinRhphE T A HHEIREE o

## B IoC #IfE MITRE ATT&CK #Zfff

| IoC | ATT&CK i | #ak | 2EER |

[----- R |------ [-------n--- I

| **IP 185.220.101.47** | T1049 - ZRMAMEEEARER / T1583.001 - 1HAFEM | KR IP
| **Domain update-service.xyz** | T1518.001 - DNS fii#& / T1583.001 - 1HZ:M | =&
| **Hash 3a7f2c9bldde6fs8f..** | T1204 - IR ITFE / Tiee4 - MIA/FEXEE | BKEEBNRE
| **User-Agent: Mozilla/5.0 (compatible; MSIE 9.0)** | T1071.001 - Web RIEPEN (+
| **1T%4 . R1R 02:00-04:00 K= DNS Eif) > HIEESBERMZE SWIFT ZR#** | T1518.001 - DN

##t B BERELE

| B | BO0E | BA |

|------ [-------- |------ |

| **FIN7 / FIN8** | **Z** | - 2024 £ FireEye #¥ FIN7 MIERIMEE *update-servi
| **Efth aApT** | € | EEMBE APT 7 185.220.101.47 T *update-service.xyz* L&

## [ BIRFTENEEE (Top 3)

| # | B | TS H / T8 |

N |

| 1 | **3488 1P / HB** | - 7EBSAAE/NGFW AFTIEEIEERR] - PFRIEFRAEL 185.220.101.4
| 2 | **ZFESSE DNS BE#E#RB** | - 7£ SIEM (¥ Splunk, ELK, QRadar) EITFRE]: <br>
| 3 | **EHHIAFH RNSRIREERHE** | - £ EDR/AV (CrowdStrike, SentinelOne, Microsoft
*rfTE**

- B3 30 NEATAHEHERIESE  LURDBRERBEO -
- A8H SWIFT RMFEAAER DNs EARES @ FEZARSI LREBREERFATEEHS -
- BRBEEM  BNHHFEAREAHHLOERLUEE > FERBARELMEERINVEE (W Cloudf

4 G >



e One-Shot Prompt

ABKRTE
RE—REBBEDE > EEREE Ioc BEARITENIEERS (Actionable Intelligence)

(reEgsh - @Al
IP: 45.142.212.100

Domain: cdn-support|[.]net
174 : PowerShell ¥{T Encoded Command > B#E7% LSASS iCISRE(EEN

[rEgss — EiEH])
» HITHE
EREREBIITS > IP BRI Cobalt Strike c2 EMERZHM > BERIEOE  f o

» ATT&CK ¥IfE
T1059.001 (PowerShell). T1003.001 (LSASS Memory Dump)- T1871.001 (C2 over HTTP)

» ER[EA
81 FIN7 / Carbanak {EEH Ps BAEFEISEEE (S0OE > K¥E  virusTotal Passive DI

BPERF1TE) (Top 3)

. IENEtEE 45.142.212.100 FIBRPINGG

. ZFE sIGMA #RBI{EA| PowerShell -EncodedCommand 1T
. ¥e1ZFrAE LSAss EENEH (Event ID 10 + Sysmon)

w N Y

(FREF AU Ioc]

IP: 91.108.56.200

Domain: telegram-cdn[.]io

17%: A Telegram Bot API {E%& C2 ®IE & 5 74E beacon ' SEEAREBUFHEE

X _________________________________________________________________________J >

e Result :



» RRHITHEE <+
EREIFIE **Telegram Bot API** {EA C2 B > WEBAE 5 D88 beacon LUEEIES - B1E?

» FXATTRCK HFfE**

- **T1071.004** (Web Services - Telegram Bot API)

- **T1053.005** (Scheduled Task/Job - 5-%3#% beacon fi%)

- **T1105*%* (Ingress Tool Transfer - HE&ME(FER Telegram T & payload)

> **Eﬁ**
Bl xxpAPT33%* (B 2024 FiEB Telegram Bot API EAIGERRIGRARMEAFHITIES) UKk **AP
BEOE  FF o RIFE **0penCTI** Bl **Mandiant 2024** IREFFHAY Telegram c2 5 EE4H

v

**BIBFITE) (Top 3) **

1. **EH IP / DNS**

- EBRABNERAIPAEEE EENRFEI8E 91.108.56.200 Hif% telegram-cdn.io°
- B2E DNs RMEMIE > HEFAAEEE telegram-cdn.io Y HTTPS &K ©

2. FHERIEAEE
- #8% 1DSs/1Ps #HAI (e.g., Suricata/Snort) {ERI¥ **https://api.telegram.org/**
- £ SIEM AANA **Sigma** #RB > Gl **HTTP/HTTPS** FHEARE Telegram Bot 1% > i

. IR IR N E B HEBR* *
- BEMBAERNHBAS AR > FEELRFIEEHITH Telegram Bot BEFIRERF ©
- B **Web Application Firewall (WAF)** LAFBfEARBH Bot Token @ MfE **HTTPS** i
- GRRBERBALER > LEILEERBLETESRERDON  BREEABMH c2 KE-

w

R | BREAMENEETRZ Bot THEMIT payload > FHEEM T11e5 RABRIRIFHEMERM

4 G >



e Few-Shot Prompt

HBRE
MER—REBBREDWE o UTRM 3 EFARARBRENDINESF » BFHEIEENE > BE 4 @F

g 1 - BRARBYHLE

HE: BE 0ffice Ef » VBA #1T mshta.exe » T&# Cobalt Strike beacon
1% : office365-update[.]top

BB ¥RER (Initial Access)

ATT&CK: T1566.001 - T1059.005 - T1218.005

BREEC: B - B LockBit 3.0 MBABFLIES

178): 2B office Ef (GPO)- #iH mshta.exe 9ME . ZBE EDR 1EAI}RE

g 2 — (HESHERE

mME: EEN npm EY - BFIEA > BE CI/CD IRIFEHE Ans &8

E4%: node-fetch-extra@2.1.4 (AEAEEML)

BiED4E: HEHEARE (Supply Chain Compromise)

ATT&CK: T1195.001 - T1552.001 - T1078.004

FEEO: € - FEZA > HUEERREZEEMNAM

178): %% package-lock.json - RIFIARBEEE® - BUA npm audit 7% pipeline

& 3 — APT HEAEE

ME: DCSync WEEFEEN AD ¥Z{E > Pass-the-Hash » FEIAT5(EARE3
TAREER: TR 03:15  RFIRFEAEHBET

1EBNHE: KRBIFE + BWABE (Credential Access + Lateral Movement)
ATT&CK: T1003.006 (DCSync)- T1550.002 (Pass-the-Hash)- T1078.002
BEEC: & - FEHE APT41 REFEWES (B 0K | CrowdStrike 2024 IR #3HRE)
178): UBMEFEBERIIRSE - ZE krbtgt BHEMIX - #E1Z AD Replication #[R

(GEOITLLFTREG (58 4 2))

ME: XEEFH Living-off-the-Land Fi& > FEIB certutil.exe FTHEXE DLL
» DLL Side-Loading JEAZE svchost.exe

> B HFETE (Scheduled Task) FEIRIFAM

> £ DNS over HTTPS (DoH) FREHE4E DNS B&fF

BiEEX. fEXERNEE
RIS HE: EEAREI(EH 08:00-17:00 JHiE

At BIRDE - ATTRCK £Fif ID (SFEM) - BRGOERERKE - BIRTEHEZ Top 3 - &

4 D >

e Result :



**[FIR T EE**
- Persistence + Command & Control

*FATTRCK %Ml ID (FFHAT) **

- T1105 - Ingress Tool Transfer (certutil.exe)

- T1129 - DLL Side-Loading (svchost.exe)

- T1053.005 - Scheduled Task/Job (persistence)

- T1071.004 - Application Layer Protocol: DNS (DoH)

- T1059.003 - Windows Command Shell (certutil execution)

*x ERES vk *

- **q:** -
- BLERT4ESE (Living-off-the-Land certutil » DLL side-loading - DoH -» schedule
- BERACEYSRENEERENRTFRERERE » 85 APT41 FHAHBAE/ DXL EREER
- ZAM ’ certutil ~ DLL side-loading £ DoH E5AZEAPT (APT41 -~ APT30 * Lazarus %) |

*+PNBF{TENEREE (Top 3) **
1. **pHIE & BEE certutil.exe**

- EFMESRETH EAIRGE certutil.exe 1ZRARIEMITHMER AppLocker/Defender Ap)
2. **HFAE & {EHTIEE Scheduled Task**

- ¥ windows EHHE (FH ID 4698/4699) Bl Task Scheduler » FIHFAER TIERFREIP
3. **5&Hl DLL % & FRHI svchost.exe**

- {#MH Windows Defender Application Control / ApplLocker ’ &% svchost.exe ZRF

HEBIMBEURE B+
**fcertutil BITOAT**
- IR certutil.exe WIEEMTYIBITE URL > HEEMBEIHKZ/IP -
- **TE DLL FEEDH**

- TELEFHIT C YARA EF ~Av A, HREGFERCREN APT41 TEEFHEHMEMEE
- **DoH IEARIBHL**

- BE¥E DNS over HTTPS 3&3K ° :CEREIEIE% - 1P BB ; HREEBIEHR (C2 ~ Command-and-C
- > EAREERRER*

- #1¥ 08:00-17:00 RUEFE O > HEEFEMHHF - AR TEHERIFEERRE > HEETAE
- R E AT B

- RELEY SRS Y EIRMINERE (APT41 s APT30 %) » LE¥ZAS « 2 HBTAER

mh

FEiE AR RELR A BRRE - IERERBEAEETEERE - L AREETE BN HEE:

4 G >



e Prompt Template :

## Additional Context

- Suspected Actor: {{apt_group}}
- Known Campaign: {{campaign}}

- Malware Family: {{malware}}

### Enhanced Tasks

1. Attribution Analysis
- Match TTP similarity with known APT groups
- Infrastructure overlap
- Historical patterns

2. Campaign Modeling
- Timeline reconstruction
- Targeting pattern

3. Strategic Intent
- Espionage / Financial / Disruption

4. Kill Chain Mapping
- Reconnaissance -» Weaponization - Delivery - Exploitation -» C2 » Actions



= o ZHEEkEE & |
¥s . - H

= threat intelligence analysis
B %= [ threat-intelligence-analysis
8% IFE RTEAE

3 ## Additional Context

B - Suspected Actor: {{apt_group}}
EL - Known Campaign: {{campaign}}
Taiwan Semiconductor APT Alert - Malware Family: {{malware}}
Telegram Bot C2 Target & ### Enhanced Tasks

Fin7 SWIFT Threat Analysis © o .
1. Attribution Analysis
Anxun Threat Intelligence (4l - Match TTP similarity with known APT groups
- Infrastructure overlap
Anxun Threat Detection + . ;
- Historical patterns

mEN404 5L &
2. Campaign Modeling

- Timeline reconstruction
- Targeting pattern

3. Strategic Intent
- Espionage / Financial / Disruption

4. Kill Chain Mapping
- Reconnaissance - Weaponization - Delivery = Exploitation » C2 > Actions|

{B2)). FHAREMHEL IR

fthreat-intelligence-analysis
threat intelligence analysis

© 7 | TEREREE THERAIEDRA Tab # - MREEENSEEHE -

A

+ B BEESS

Ham

Open WebUI -v0.6.18

Input Variables

apt_group *required
APT41

campaign “required
APT41

malware “required

Winnti

HH

CiE



## Additional Context

- Suspected Actor: APT41
- Known Campaign: APT41

- Malware Family: Winnti

### Enhanced Tasks

1. Attribution Analysis
- Match TTP similarity with known APT groups

- Infrastnictiure nverlan

+ B EEEES

e Result :

e



## Attribution Analysis - APT41 (Winnti)

|

I

| 1 | #*TTP Similarity** | APT41’s use of Winnti malware is almost identical to ¢
| 2 | **Infrastructure Overlap** | Over the last 8 years, the same DNS zones, hos
| | o **Domains** - “* winnti.cn®, “*.hSmail.cn”, ~*.zxx.com , ~*.xiaohei.com .«
| 3 | **Historical Patterns** | |

| | ¢ **Early Years (2015-2017)** - Targeted game developers, military vendors,

### Attribution Verdict

The convergence of **TTPs, infrastructure, and timeline** strongly supports the :

## Campaign Modeling
### 1. Timeline Reconstruction
| Date/Period | Event | Technical Detail | Impact |

*¥%2015-06%**
*¥%¥2016-11**
*¥%2017-02%*
*%¥2018-08**
*¥%2019-10%**
*%2020-03%*
*¥%2021-05**
*¥%2022-12%*
*¥%2023-07%**

First public Winnti release | DLL injector ("Winnti.d11%) | Initi
Supply-chain attack on Kaspersky | Custom DLL inside Kaspersky ir
Exchange vulnerability exploitation (CVE-2017-11882) | Remote coc
Winnti-Stealer in China | Stole credentials for webmail, banking,
@-day CVE-2019-0708 (“BlueKeep”) usage | RDP exploitation + Winnt
CVE-2021-26855 (Exchange) exploitation | RCE + Winnti persistence
@-day CVE-2021-31166 exploitation | Windows “Winlogon” injection
Targeted banking sector in Southeast Asia | Phishing + Winnti + ¢
Latest Winnti version “Winnti-5” | Cloud-native C2, TLS-encryptec

> **Key Milestone** - The **2021-05** CVE-2021-31166 incident marked the shift fr
### 2. Targeting Pattern

| Sector | Frequency | Typical Entry Point | Observed Malware |

| **Gaming** | High (4@ %) | Social engineering + malicious DLLs | Winnti-Stealer
| **Defense/Defense-Contractors** | Medium (25 %) | Phishing + supply-chain | Wir
| **Financial/Banking** | Medium (20 %) | Credential harvesting + RDP | Winnti +
| **Healthcare** | Low (10 %) | Zero-day exploitation (CVE-2021-26855) | Winnti |
|

**pyblic Sector** | Low (5 %) | Exploit public servers | Winnti |

*Pattern:* APT41l consistently exploits **vulnerabilities in widely deployed softv



## Strategic Intent

Intent | Evidence | Likely Motivation |

**Espionage** | e Targeted defense contractors<br>e Stolen credentials from mi
**Financial** | e Crypto-mining module in Winnti-5<br>e Exfiltration of bankir
**Dispruption / Sabotage** | o Use of zero-day CVEs to cripple infrastructurect
**Hybrid** | e Combination of all three above in single campaigns | **Flexibil

**Ppimary Focus:** **Espionage** is the overarching goal, with **financial expl

## Kill Chain Mapping (APT41 - Winnti)

v VvV VvV Vv

Kill-Chain Stage | APT41 TTP | Winnti-specific Detail | Example Artifacts |

**Reconnaissance** | ¢ OSINT (LinkedIn, Twitter)<br>e Passive domain registrati
**Weaponization** | e Custom DLL ("Winnti.d1l1l  )<br>e PowerShell scripts | e DLI
**pDelivery** | o Phishing emails<br>e Drive-by downloads | ¢ Attachments “invoi
**Exploitation** | e CVE-2021-26855 (Exchange)<br>e RDP exploitation (CVE-2019-
**Installation** | e Persistence via registry run key | ¢ “HKCU\Software\Micro:
**Command & Control (C2)** | e HTTP/HTTPS over TLS | e Encrypted payload delive
**Actions on Objectives** | e Credential theft (webmail, banking)<br>e Data ex{
**Exfiltration** | e Lateral data transfer | e Chunked TLS uploads to C2 | ~POS
**Impact** | e Disruption of gaming services<br>e Theft of intellectual propert

**Key Observations**

* The **C2** channel evolves from plain HTTP to **TLS-encrypted HTTPS** with cu
* The **weaponization** layer uses **DLL injection** to hide within legitimate
* **Exploit chain** often starts with a public vulnerability (CVE) to gain an i

## Recommendations

**Threat Hunting** - Focus on:

* Unexpected DLL loads into “winlogon.exe’, ~steam.exe , or “w3wp.exe .

* Registry Run key entries with “Winnti” or “winnti.d1l1” names.

* Qutbound HTTPS traffic to suspicious domains (" *.winnti.cn”, “*.h5mail.cn’).

**pPatch Management** - Prioritize:
* CVE-2021-26855 (Exchange), CVE-2019-0708 (RDP), and CVE-2021-31166.
* End-of-1ife Windows systems; consider moving to managed services.

**Endpoint Detection & Response (EDR)** - Deploy sensors capable of:
* Detecting **DLL injection** patterns.
* Monitoring for **cryptocurrency mining** processes (high CPU usage, “winnti-



4. **Network Segmentation** - Restrict RDP and SMB access to internal hosts only;
5. **Incident Response Playbook** - Include steps for:
* Isolating infected hosts with “winnti.dll".

* Performing a forensic memory dump to confirm malicious processes.
* Rolling back registry changes and removing malicious DLLs.

### Bottom Line

APT41 continues to rely on the **Winnti malware family** to achieve a blend of **



TASK 2: Advanced Chat Control Usage

https://api-dashboard.search.brave.com/app/keys (nttps://api-

dashboard.search.brave.com/app/keys).

Add new API key X

You may have up to 10 keys per subscription (i.e., 10 for Search, 10 for
Spelicheck, etc.). Distinct keys help to distinguish between development and
production environments.

Name *

(o )

Subscription *

Search i




APl keys

Go to the Available plans page to subscribe to a plan before generating APl keys. You may have

up to 10 keys per plan.

Search
Your API keys for this plan.

NAME APl KEY

ESLEsssssssssnsssssasanssnsnnns

30cm

©

+ Add API key

EE! Remove

@ This plan supports 50 requests per second and unlimited requests per month total. You can generate

multiple keys, but all requests count toward this shared limit.

= o #EEHE 74 BE

Q #8 —m

8 mem=
32 Ifre @=E=s|z

Brave 122 APl &%
BSAPIMyNgheSBzrdibhiuoij9UHOHIONY

/-;zz,%%z;
@ = 3
& WELS

Telegram Bot C2 Target & A=
Fin7 SWIFT Threat Anal
Anxun Threat Intelli SRR ALGR
Anxun Threat Detdction BBEHEAR
EBA04 1L EERES
HFATE
admin

Prompt : ZRERIBNEZHREMEWE ?

No web search :

FATER

10

brave v

ofole

Bt



TaE Gt TEZMEEN - BRNRE - ATEERERSF) FERKEHG > ~EIaEKRE

## B NTU AR EERMRMTRRER?

| IHB | AiRER | TE8R |

=== |=mmmmnees |=mmmmemme |

| **HZRE** | NTU BEXBERZHARFERNARZER > BE ~BALZE - BIFRE BRI
| ** AAFE** | EVESBEASEHATKEE - EPAEE - ¥ 55 - £ft - SESFHREE ) TEX
| *+EZEF | BESREXE (NES - BHER - 8FRE - a8  THRERZEZNMARE) 51F
| **EEEE* | EEEMNAZERFOR - MEEIEM - SERRARBERBHERAITHAC
| +ERARRRZM > | EEARARLEERE « BRREBFE (C(TF &) MREHAEER -

## HMERFRINGEERMREN

| s | B

== .

| **BEIZFARBARE (NvcU) BRZEMAFRO** | U NTERAL2ERETA A0 > BRRZHER
| **BIIZPRABEALZZMAER O | ETHRE - ERUTEZE2EHFEAEREER |

| **hERPr SRR+ | LUEmERARAT > MRANEE BE2 - EREREE %o
| **BEEHAT (TAEC) FRZEHPL** | B NTU &1F 0 BEREMMAR  EHTEHABERERT

## NG

- HEITBERE (NTU) ** NERMEEE > BEREENTEN  A\THE « ERSGFERERS
> MEQEBENBLU > HEZRBE 2ARIERNERHAZFH -

- HB2MrHAEM NYCU » BIIFRABHARENEZHR > BEKRK NTU WBEZENHEERR
1B BRiE—F -

MRMBE—THNER (MBSMAE ~ FRRBLHSF) » TEEME NV BXERENAEE
B > IS RMHEARTE) - NIREEZBEIGER !

4 G >

e web search :

2HERBERNENZE (BR) MAFBERIARELZERE (NTU) “NEZHRS L, E
FEALEZETN  RAHESRMHE EXSEURAA BT AEWEELMAI[2][7] - HitEHE:
FERAKEFERAMEENNBFECERIDEEARSR  BURLARSE » BEEEFILARREES
£ EREFERIIBEE -

<4 G >



Explanation of the mechanism and reflection

Open WebUI Web Search Tool iZ{E[RIE

Open WebU| AR IE ZINEEARE EZ2—E Web Search RAG ( Retrieval-
Augmented Generation ) €4 - T IFEERNEE " 6,  MEEARIKIEE
= H - BBIIANTEAEEE MY - BHERAELEE -
BREBEFRREE
SEAEEHFEEMARBESIZATEE - Open WebUl B FEHTLLTRE -

1. BREN . FRENBRETRN - AEHZARENR

2. N =5|2 API : 5% backend/open_webui/retrieval/web/main.py SR
search_web() RE - KERTEWFIUEES|Z ( Google PSE * Brave » SearXNG %)

3. BB EAD : BIES452A1 N 2 ( FH RAG_WEB_SEARCH_RESULT_COUNT 1%l ) 1T

HTML #1EY - #3825 Markdown 45X F
4. Context Injection ( L F3GEA )  BEENXFEE RAG Template JFAEHE

#Y system prompt 2% user message Bi#&x
5. 1EBEEARMOE | LLM EESINBEMNNIRE NEMERIR - ZENER
IS4 RAG HIER

B4 RAG (NiEAFEMEERE ( 21 ChromaDB « Milvus ) ETEEELERER - M
Web Search RAG ERENEBIIFIRA

H[a E# 3% RAG Web Search RAG
B R AGR AitmEERE BIFAERESE

7 ¥/Embedding  FRFEEUZFESI ® O HEEIARGBXYF

i R4 14 ik LB E EI:ss
JIE IR & ( K& ) S ( #38% 1/0 + EH tokenize)

Context ;5= K S (HTML #: - ES)



