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1. & Kaggle TH—ASERERE

Kaggel -> 587 -> Legacy API Credentials
2HE Create Legacy API Key BIBJE4 kaggel.json ifi F{&Zlcolab {4/

= 10 Q_ search ©
. ° " > .
. } Create Setﬂngs 2 Your Work & Your profile Progression
Account  Notifications
® Home . L —
@  Competitions Generate New Token Your username
sharonlo1602 (not editable)
[ Datasets
Legacy API Credentials
. - . o . . Your account number
(ﬁ\ Models Expires any existing legacy keys and downloads a kaggle.json file with your new credentials. This does not
. o 21480491
expire any existing AP| tokens (see above).
dh Benchmarks
For newer versions of kaggle CLI (>= 1.8.0) or kagglehub (>= 0.4.1), you should use APl tokens (see section
@ Game Arena above) rather than legacy API credentials.
<> Code ° Ensure kaggle.json is in the location ~/.kaggle/kaggle.json to use the API. . Dismiss )

E] Discussions Expire Legacy APl Key

< Learn
v More Quotas

Private Datasets
Your Work 0B/214.75 GB

Private Models
0B/214.75GB

v  VIEWED

m & Global Cybersecurit...
Kaggle GPU

00:00/ 30 hrs

Kaggle TPU
00:00/ 20 hrs

© 6 © © O

Daily Al Models
$0.00/ $10.00

HBEUTTENR E1F kaggle.json 1&

1 from google.colab import files
2| files.upload()



BARBHITIR P AR R 2K £ 3 kaggle.json

5% %l Kaggle =4 APl token, & kagglejson, {5 kaggle.json EBE#IA:

cEw
THENE:
0.

- LTV I [
» [ sample_data 1 from google.colab import files
2 files.upload()

3

4 !kaggle datasets download -d atharvasoundankar/global-cybersecurity-threats-2015-2024
5 !unzip global-cybersecurity-threats-2015-2024.zip

6 !1ls

el FREEER

EEINE - BENRENE TEIEEMN kaggle dataset i fi#BR4E

1 'kaggle datasets download -d atharvasoundankar/global-cybersecurity-tl
'unzip global-cybersecurity-threats-2015-2024.zip
3 '1s

ERENBTRAIMELEERZNM S BRI MINFNEERERNERNERMEEKaggle.json

£ fads 2o
EYEES

L 5%%| Kaggle 4 APl token, & kagglejson. _L{&# kaggle.json EE#IA:

L CclER
0.

» [ sample_data il [») 1 from google.colab import files
[ Global_Cybersecurity Threats_2... ; files.upload()
Kaggle Settings.json 4 'kaggle datasets download -d atharvasoundankar/global-cybersecurity-threats-2015-2024
5 lunzip global-cybersecurity-threats-2015-2024.zip
D global-cybersecurity-threats-20... 6 !'ls

FREHE:

Kaggle Settings.json
Kaggle Settings.json(application/json) — 68 bytes, last modified: 2026/3/30 - 100% done
Saving Kaggle Settings.json to Kaggle Settings.json
Dataset URL: https://www.kaggle.com/datasets/atharvasoundankar/global-cybersecurity-threats-2015-2024
License(s): CC0-1.0
Downloading global-cybersecurity-threats-2015-2024.zip to /content
100% 47.0k/47.0k [00:00<00:00, 54.1MB/s]

Archive: global-cybersecurity-threats-2015-2024.zip

inflating: Global_Cybersecurity Threats_2015-2024.csv
Global_Cybersecurity_Threats_2015-2024.csv 'Kaggle Settings.json'
global-cybersecurity-threats-2015-2024.zip  sample_data




2. fff EDA (RENERSH) MAZEDEE 3 EFAERNE

« import £ > BERD IR ESHERAERES - ZEEH

# HEDA (RRABRDHT), MEEPEE 3 BEFRENE
#
# Step 2: BEAEM
#
import pandas as pd

import matplotlib.pyplot as plt
import matplotlib.ticker as ticker
import seaborn as sns

import numpy as np

import warnings

warnings.filterwarnings("ignore")

sns.set_theme(style='darkgrid', palette='muted')
plt.rcParams['figure.dpi'] = 120
plt.rcParams['font.size'] = 11

o MFTEBTENRE » [RTHESEANI > WATHREAEERRATERERK > BR
1&s EMEEEHEEH—;ﬁfa%ﬁ%‘%?ﬂiﬁ&ﬁa%ﬁ °

=== BRI ===

Rows 3,000 | Columns: 10

=== WRAEARIRI ===

Country object
Year int64
Attack Type object
Target Industry object
Financial Loss (in Million $) floato4
Number of Affected Users int64
Attack Source object
Security Vulnerability Type object
Defense Mechanism Used object
Incident Resolution Time (in Hours) int64

dtype: object



—

5 % ===

- Country Year
0 China 2019
1 China 2019
2 India 2017
3 UK 2024

4 Germany 2018

=== ERFEt ===
Country

count 3000
unique 10
top UK
freq 321
mean NaN
std NaN
min NaN

=== GBS =

RIFE

RAR
BEKRZ

SERYTEHR SR

300

250

200

150

Number of Incidents

50

Attack Type

Phishing

Ransomware

Man-in-the—
Middle

Ransomware

Man-in-the—

Middle

Year

3000.000000

2019.570333
2.857932
2015.000000

Target Industry

Education

Retail

IT

Telecommunications

Attack
Type

3000

DDoS

531
NaN

NaN

NaN

IT

Target
Industry

3000
7

IT

Financial Loss
(in Million $)

80.53

62.19

38.65

4144

74.4

Financial Loss
(in Million $)

3000.000000

50.492970
28.791415
0.500000

Missing Count Missing %

{8 2020~2022 BB =—
s A RERGETEIEREA -

/.

277

2015

2016

Number of
Affected Users

773169

295961

605895

659320

810682

Number of
Affected Users

3000.000000

504684.136333
289944.084972
424.000000

Attack Security Defense Incident Resolution
Source Vulnerability Type Mechanism Used Time (in Hours)
hacken Unpatched Software VPN 63
Group
Hacker Unpatched Software Firewall l
Group
hiagsy Weak Passwords VPN 20
Group
Nation— . . N Al-based
state Social Engineering Detection 7
Insider Social Engineering VPN 68
N Defense s :
Attack Security Mechanism Incident Resolution
Source Vulnerability Type Used Time (in Hours)
3000 3000 3000 3000.000000
4 4 5 NaN
INEdE= Zero-day Antivirus NaN
state
794 785 628 NaN
NaN NaN NaN 36.476000
NaN NaN NaN 20.570768
NaN NaN NaN 1.000000

AHE T BRFREBREBE > RE TARENKERE » AIUEIRRERER
B AAEEIRIBR AR LIIAR - ABEASHER

Annual Cybersecurity Incidents (2015-2024)

2017

2018 2019 2020

Year

319
310 315 318
299
285
I 263 I

299

2021 2022 2023 2024
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NABESEZIRMARENRESHHERS » EFattIIAMMRER LSERENKE
RE—EEARS > MERARERERR -
Distribution of Attack Type (Top 10)

Man-In-The-Middle

Malware

Ddos

Ransomware

Phishing

Sqgl Injection
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# = ==
> I Step 5: EDA gt

# = == ==

print('=" % 55)

print(" EDA SUMMARY REPORT')

print('="' % 55)

print(f'Total Records : {len(df):,}")

print(f'Total Features : {df.shapelll}")

print(f'Year Range : {dflyear_coll.min()} — {dflyear_coll.max()}")
print(f'Attack Types : {df[attack_coll.nunique()} unique')
print(f'Avg {loss_col:20s}: {df[loss_col]l.mean():,.2f}")

print(f'Max {loss_col:2@0s}: {df[loss_coll.max():,.2f}")

print(f'Min {loss_col:20s}: {df[loss_coll.min():,.2f}")

print('-" % 55)

print('Top 3 Most Frequent Attack Types:')

for i, (name, cnt) in enumerate(attack_counts.head(3).items(), 1):
print(f' {i}. {name:30s} ({cnt:,} incidents)')

print('="' % 55)

Total Records : 3,000

Total Features : 12

Year Range 1 2015 - 2024

Attack Types : 6 unique

Avg financial_loss__in_million___: 50.49
Max financial_loss__in_million___: 99.99
Min financial_loss__in_million___: 0.50

Top 3 Most Frequent Attack Types:

1. Ddos (531 incidents)
2. Phishing (529 incidents)
3. Sql Injection (503 incidents)

BHMEBFERRER - flI  FERERERBRKBRNKRINE -



3. WE R BRI IF ML

o HM—MRNIRM > AFFIEE

© # step 4: BRIERETERL
# ==

# WMUBHEGE— x=8. MB. K&
df.columns = (
df.columns
.str.strip()
.str.lower()
.str.replace(' ', '_")
.str.replace(r' [™\w]',

_"', regex=True)

)
print(";52EMMZE: ', df.columns.tolist())

# HEREER

num_cols = df.select_dtypes(include=[np.number]).columns.tolist()
cat_cols = df.select_dtypes(include='object').columns.tolist()
print (f'\nBUE#{Z: {num_cols}"')

print(f'4850#E{: {cat_cols}')

# TBIREWET
df.drop_duplicates(inplace=True)

# RIEERSG(E
# SrER: EPE, HRIE: ERH
for col in df.columns:
if dflcol]l.dtype in ['float64', 'int64']:
df [coll.fillna(df[col]l .median(), inplace=True)
else:
dflcoll.fillna(dflcoll.mode()[@], inplace=True)

# H—FERN (ZERZ=H. BIBEREFAR)
cat_cols = df.select_dtypes(include='object').columns
for col in cat_cols:

df[col]l = df[coll.str.strip().str.title()

print(";5§#% Shape:", df.shape)
print ("FRERSE&E:", df.isnull().sum().sum())

# &% Financial Loss (USD Millions) #fi, f log &EE/MmEE
if 'financial_loss__in_million__ "' in df.columns:
df['financial_loss_log'] = np.loglp(df['financial_loss__in_million___'])

# 18 Year BAIEEXEFMERTEN (FIE)
df['year_offset']l = df['year'] — df['year']l.min()

print(df[['year', 'year_offset']].head())



from sklearn.preprocessing import LabelEncoder

# Label Encoding (J@& tree-based &)

le = LabelEncoder()

label_cols = ['attack_type', 'target_industry', 'security_vulnerability_type"',
'defense_mechanism_used', 'country']

df_encoded = df.copy()
for col in label_cols:
if col in df_encoded.columns:
df_encoded[col + '_Enc'] = le.fit_transform(df_encoded[col].astype(str))

# One-Hot Encoding (EG#RIE/HIEEHERBER)
df_ohe = pd.get_dummies(df, columns=label_cols, drop_first=True)

print("Label Encoded Shape:", df_encoded.shape)
print("One-Hot Encoded Shape:", df_ohe.shape)

from sklearn.preprocessing import MinMaxScaler, StandardScaler

num_cols = df.select_dtypes(include=['float64', 'int64']).columns.tolist()
print("#{E#MI:", num_cols)

# Min-Max Normalization (J§E&HZE [0, 1])

scaler_minmax = MinMaxScaler()

df_minmax = df.copy()

df_minmax [num_cols] = scaler_minmax.fit_transform(df [num_cols])

# Z-score Standardization (¥9{E=0, 1E#=E=1)

sch_std = StandardScaler()

df_std = df.copy()

df_std[num_cols] = sch_std.fit_transform(df [num_cols])



SEIREMAIRRE:  ['country', 'year', 'attack_type', 'target_industry', 'financial_loss__in_million___', 'number_of_affected_users', 'attack_source', 'securii

BUEMNI: ['year', 'financial_loss__in_million___', 'number_of_affected_users', 'incident_resolution_time__in_hours_']
FRBUMENL: ['country', ‘attack_type', 'target_industry', 'attack_source', 'security_vulnerability_type', 'defense_mechanism_ used']

5121 Shape: (3000, 10)
FIBRERKME: 0

year year_offset
2019
2019
2017
2024
2018

PWNRPO
woNs s

Label Encoded Shape: (3000, 17)
One-Hot Encoded Shape: (3000, 34)

BEWfI: ['year', 'financial_loss__in_million___', 'number_of_affected_users', 'incident_resolution_time__in_hours_', 'financial_loss_log', 'year_offset']

——— Min-Max IEMftE —-

year financial_loss__in_million___ number_of_affected_users \
count 3000.000 3000.000 3000.000
mean 0.508 0.502 0.505
std 0.318 0.289 0.290
min 0.000 0.000 0.000
25% 0.222 0.254 0.256
50% 0.556 0.506 0.504
75% 0.778 0.755 0.758
max 1.000 1.000 1.000
incident_resolution_time__in_hours_ financial_loss_log vyear_offset
count 3000.000 3000.000 3000.000
mean 0.500 0.779 0.508
std 0.290 0.203 0.318
min 0.000 0.000 0.000
25% 0.254 0.684 0.222
50% 0.507 0.841 0.556
75% 0.761 0.934 0.778
max 1.000 1.000 1.000

o financial_loss_log %S (mean=0.779 > H{i#{=0.841) » K&K :
RIS IERENARS 1 (LDEBABRSBHAISTFI)
HEgEmENES  RPERETSHNMBEHEEAKILFEPESIH
75% DAIBGE 0.934 » RPAZEIBREFESER

—— Z-score REH{R —

year financial_loss__in_million___ number_of_affected_users \
count 3000.000 3000.000 3000.000
mean -0.000 0.000 0.000
std 1.000 1.000 1.000
min -1.599 -1.737 -1.739
25% -0.900 -0.859 -0.859
50% 0.150 0.010 -0.001
75% 0.850 @.873 0.874
max 1.550 1.719 1.707
incident_resolution_time__in_hours_ financial_loss_log year_offset
count 3000.000 3000.000 3000.000
mean 0.000 -0.000 0.000
std 1.000 1.000 1.000
min -1.725 -3.847 -1.599
25% -0.850 -0.466 -0.900
50% 0.025 0.309 0.150
75% 0.901 0.769 0.850

max 1.727 1.092 1.550



« financial_loss_log B9 min = -3.847 ERESIENERE :
Z-score ¥ -3.847 iE#BiB 30 FIE (GBE |z| > 3 RABE)
RERFEVWBERSNEEZSH (TESVMIENZN/NVRERE - IRENEE
BRERRAITS)
Rz max £ 1.092 » RIS BERIHEE U - FEEBIRERNIEBRBHEE

4. B —E HELLFHEFER (Simple Linear Regression)

BHREUGESUHEFRER . MTHRE—RKEEREAREIBESE
HERERIERE R » #IE number_of_affected_users fEAB&E 2 (feature, X) »
financial_loss__in_million___ {fEAMEZ &L (target, y) » BItOMSHEFTHERERS

RERRFEAIE RSB HE MR -

1 target = "financial_loss__in_million___
2 feature = "number_of_affected users"

B {FA train_test_split() BRI EL) D AFREBRFE » HAFI4RE S 80% » Al
£ 5 20% » WERE random_state=42 » UEEEEEREHEIRMY -

1 X_train, X_test, y_train, y_test = train_test_split(
2 X, y, test_size=0.2, random_state=42
3 )
B2E > BRARERMNEERENEEARR - ELt{ER StandardScaler ¥t B E8CEITIELE

ERE - RECNANZANIIREERAEFIIERREE > BiIERERERZAR
£ MBRENRIRAEE -

SERBRIPBIER{E1E » (£ LinearRegression() I 4R MEERER » WING/I4RE
BREETERGILR -

BRGNS TeR g - BARREEEITRE > SARAER y_pred » REERIIHRE
(MSE) BLREMFE (R?) sHMEEEIREE » WERIMALEENEIE (Intercept) BATEF{Z
2l (Coefficient) » MERRARIERAFZNT OEBEE -



1| model = LinearRegression()

2 model.fit(X_train_scaled, y_train)

3

4 | y_pred = model.predict(X_test_scaled)
5

6 mse = mean_squared_error(y_test, y_pred)
7 r2 = r2_score(y_test, y_pred)

8

9 print("MSE =", mse)

10 print("R2 =", r2)

11 print("Intercept =", model.intercept_)
12 print("Coefficient =", model.coef_[0])

AREXRBAT : RFEAERBZUMENES  8FEERTS 12281 « R0 ERBET
HIEHE -

BEETEHEHEBEEEY - THEIBRE ) \Uﬁiﬁ%tﬂﬁ » 2 1% StandardScaler 1%
RIEITIZEZE{E » B LA LinearRegression EIMERI N ETIER| » H&E# LT MSE ~ R2 - #iE
BUZEN » ERERDITIRIE -

UTHZENRENSREREE

1 from sklearn.model_selection import train_test_split
2 from sklearn.preprocessing import StandardScaler

3 from sklearn.linear_model import LinearRegression

4 from sklearn.metrics import mean_squared_error, r2_score
5|

6 target = "financial_loss__in_million__

7 feature = "number_of_affected_users"

8

9 X = df[[feature]]

10 y = df[target]

11

12 X_train, X_test, y_train, y_test = train_test_split(
13 X, y, test_size=0.2, random_state=42

14 )

15

16 scaler = StandardScaler()

17 X_train_scaled = scaler.fit_transform(X_train)

18 X_test_scaled = scaler.transform(X_test)

19

20 model = LinearRegression()

21 model.fit(X_train_scaled, y_train)

22

23 y_pred = model.predict(X_test_scaled)

24

25 mse = mean_squared_error(y_test, y_pred)

26 r2 = r2_score(y_test, y_pred)

27

28 print("MSE =", mse)

29 print(“R? =", r2)

30 print("Intercept =", model.intercept_)

31 print("Coefficient =", model.coef_[0])

- MSE = 808.9102336252276
R? = -0.00034208499642574
Intercept = 50.42505416666667
Coefficient = -0.10800766450206266

EREASHHESRMERNERENRE » HERRERRSIENR - BAEAREELEN
X_train ] y_train E##Il4k—1{& LinearRegression() 2! » :EE _FAY X SH{REBRIBEL
B> BREFMHEE -

EEE X test BEF B BETEA > B0
EZIRERAEHER > WS 7JD1‘+*F“E’\JIEIE%%% °

2JIE o ER1& AR

B R Bl MmERTS




A1 SEEREERNERERE, HERSRRESER

1 from sklearn.linear_model import LinearRegression
2 import matplotlib.pyplot as plt
3 import numpy as np

6 plot_m

7 plot_model. f

8

9 # %IB X_test HiF, B il

10 X_test_sorted = X_test.sort_values(by=feature)
11 y_pred_line = plot_model.predict(X_test_sorted)
12

13 plt.figure(figsize=(8,5))
14 plt.scatter(X_test, y_test, label="Actual Data")
15 plt.plot(X_test_sorted, y_pred_line, color="red", label="Regression Line")
16 plt.xlabel(feature)
17 plt.ylabel(target)
18 plt.title("Simple Linear Regression")
19 plt.legend()
20 plt.show()

KEIRAIUNEL » EREDMEE D > IRBBESE number_of_affected_users B2
IRBARE E A T BEHEBER -

OB TIAKE » RIEFHE financial_loss__in_million___ ME/ZIEEHIE -
EAFIEN R2 120 0 HABENER —X » {FKRESE number_of_affected_users #&
EEMFRAII SRR -

Simple Linear Regression

100 L Actual Data
..I.' : ..-.:. ."; Regression Line I.l; s .: ...IISO
X -.-.Il o ? ""-—. ® ;l.:‘
80 ©° ee o "W o fd e o......* (R
g .} ® = ol ‘ I.. g '”. o .l % e
= 4 L I Y ot .V o0 $. °
£ - | 4 .l [ 4 ... ® ” o
g % .;ll. .5 o® o.' o o .‘.' .ﬁ.' '?... °
= ® 0 g O
Hl o ', o* 'Q-%'. § o0 o S Jv°
EI 40 “ ..~ ‘ . .. L. =. .‘. ® : ..‘ .
Tg = h.. @ ..0 o '!I Yy R R S o® .':.:‘.
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T TR PSR H R TN S
0.0 0.2 0.4 0.6 0.8 1.0

number_of_affected_users le6

5. A MSE fl R? FR{hiEEER

AR E RO RER T EERAT ¢

« MSE = 808.9102336252276



e R2=-0.00034208499642574
e Intercept = 50.42505416666667
» Coefficient = -0.10800766450206266

B5% > MSE (Mean Squared Error, 19552%) RREGEREERAEREREZHENT
ThHE > FESNMIRERTRRIRR BT

RRIEER) MSE 4 808.91 » BAMERETRRM IR RGN FERERE -

A > MSE IX/IMNEREE BN AN SHNBEHE —EREE - RItEEENEEZE R* -

R? (Coefficient of Determination, JREZE) ARGEEIE BIZLHE EaVMRIERE

$ o

HAEERT » R UER 1, ARELWEEREEN ; B0 0 RELRESENRSS
MR 0 AIRMEREEEEIENTIOEEATRAEE -

ARRERIRY R? 4 -0.000342 » NMEFEEIEZE 0 HABE AR
number_of_affected_users &F B EZB WA financial_loss__in_million___ F9EL » 1&
BIFRAIBENIEE AR -

tE5h > BRIMBEEA 50.4251 » AREFHEBIEE(CBRANELEMER - HEELTRRIANE
F5I8R 4% 50.43 - EERZENA -0.1080 » R/ RELLEEH » number_of_affected_users
81 financial_loss__in_million___ 2IRIEEMBBNE EEE - M EZEEFEREHEEM
B > FRAIBIFSIE R R MBS ) T 6% -

M BN RZEFER 0 RNEMERREZNARPERESN  BEAERARENE
EENEMREE -

HEMESER > AIUEEER - A number_of_affected_users fFAE—BEHEIINE
B4R MIEERER , A ARIER financial_loss__in_million___ »
ERNRZHEFEHENESNBARUERRREMFIEL » UBBEREESIHMERS
£ FINNBHEE « RERF - EFA  REHEE -« (FEEHS B HREREE -

Fit » FEE S RAENRIR > BREUZTHAMERER  MAEZEH—EDT -

6. HEIU—EZiEtERER (Multiple Linear
Regression) » i 45 EEIE

1. $5EEE - (FFA1ERA{ZEN (Correlation)



{#£F df_encoded B} EEE Pearson 1BEAZEUEE (Correlation
iii%E@ Heatmap #EITIRE(LEIR -
BRIIUTRS :

o BE1ZEEEEIA : financial_loss_log BE[RIRIEX B FEIESEEM (0.92) > 3587 Log
EIREE A NRBRIABIEEE » ERFRERED M -

o IMERUSFEHEIEE - HERIFEU attack_type_Enc (-0.018) ~
incident_resolution_time (-0.013) Ed year_offset (0.011) EA B 128 8 2 1HRA A 4B
#1EI9 B 0.02 -

o MRETHGR  ABREZFH(EE « WEIFEE (Attack Type) ~ RIERE (Resolution
Time) ~ F15 (Year) UK SHEBBEE (Affected Users))EBiB1F5i85% 2 I 2IR1EE
MAR(ERIIE SR o

# T EERFHEER
import seaborn as sns
import matplotlib.pyplot as plt

plt.figure(figsize=(12, 8))
corr_matrix = df_encoded.corr(numeric_only=True)

sns.heatmap(corr_matrix, annot=True, fmt=".2f", cmap="coolwarm")
plt.title("Correlation Matrix")
plt.show()

# HHEBEEHERAM RSN
target_col = 'financial_loss__in_million___"
if target_col in corr_matrix.columns:

target_corr = corr_matrix[target_col].sort_values(ascending=False)
print ("EEAFFIERAUAERIMHEF : \n", target_corr)
else:

print (f"#ARZEWA {target_col}")



Correlation Matrix

year

financial_loss__in_million

number_of_affected_users

incident_resolution_time__in_hours_

financial_loss_log

year_offset

attack_type_Enc

target_industry_Enc

security_vulnerability_type_Enc

defense_mechanism_used_Enc

country_Enc
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EABA RSB R AVAERA I BEF
financial_loss__in_million___ 1.000000
financial_loss_log 0.915794

year 0.010581

year_offset 0.010581

target_industry_Enc 0.005423
number_of_affected_users 0.001787
country_Enc 0.001085
security_vulnerability_type_Enc -0.004783
defense_mechanism_used_Enc -0.011496
incident_resolution_time__in_hours_ -0.012671
attack_type_Enc -0.018050

Name: financial_loss__in_million dtype: float64

—_

2. EBXHEYIFoER



« #%F3 One-Hot Encoding
KT ERIEE T Label Encoding B » IA&{#F df_ohe (One-Hot Encoding) ° 52
AU ER TR TRBERE) 5 TEXE) FHIBENT > SERNFREBEESE
A/ ER) RIERE - 338 Dummy Variables (0E11) FIERIE » {ERAEE I &N
Malware 3§ Phishing E4FERFHEHBERNTES -

o BIZEEEEEH (Log Transformation) :
JEAERIRIEPEERAVTRER - BMEFRBIRBAEE S financial_loss_log ° IWHUART S #iaT2
FERIERRR 0 (Skewness) MIREI > BEA R FEiRin{E Y EFARRNAHE - (FEE
FRRIEREE -

o FRlKSD (Train-Test Split) :
7 7 ERsEERIRIZEEES) - NIARAAERED 80% FI#kE (Training Set) B2 20% Al
il EE (Testing Set) BILEBIETHRY » IR E B EFETEF (random_state=42) DAWE
REBGRNAIEEN -

BRI TR

{£F8 Scikit-learn B LinearRegression J&&% :

Fit (FII4RFEER) : FIAGIGREBE R BESESBIEEZE (Coefficients) FA#IEIR -
Predict (FERIBSER) : 5 A SEAOFEE AT ROEE » EXTERE y_pred » EHEE
PR{E y_test EITHIRET(E -



from sklearn.model_selection import train_test_split
from sklearn.linear_model import LinearRegression
from sklearn.metrics import mean_squared_error, r2_score

# 1. EER X B y (XA Log BAEMN y)

# PERERMAYE TRS1 EE

features = [
'year_offset',
'incident_resolution_time__in_hours_",
'attack_type_Malware',
'attack_type_Phishing',
'target_industry_Healthcare'

X = df_ohe[features]
y = df_ohe['financial_loss_log']l # XA Log ##({I

# 2. ipEN
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, rc

# 3. HmZTER
multi_model = LinearRegression()
multi_model.fit(X_train, y_train)

# 4. ¥EA
y_pred = multi_model.predict(X_test)

7. B MSE  R? * Adjusted R? (L2 TisEY
1. st E e

- 197RZE (MSE):
0.7575HAMNBEEHEETT Log B » WHERRHBRETHNFIORETES - #A
HER) > BEES R2ETESHE -

o SREIZE (R? Score):
0.0006 ILIEIEX RIEEUEAEARIBE R4 0.06% B R - BEN R BEETHEY
HEESH R TFAFEREENAR B[ -

o HEBATIEH (Adjusted R? Score):
-0.0078E = A sHE P REAHAVIEIE - MIEER p.43 2R - EMANFHEEEEZ
IR MAIARIBEE NS » Adjusted R? SR AMBUSBENBRIETN T - AER
IR 88 > PEEHZEEBRNGEBEESRIREZSNEZTRATHE -



R R DASIR

o IRIFEBIABUEMEE Adjusted R (UREREE - BB TWEREEL) « T, B TRHE
Frfdl) FHMRRERYMNTRER TEFIRR) NREEREERE -

o BRIBEHEIED T :
BAIE Min-Max [ERCEEID T (F19{E197#E 0.5 Z£H) » FEmit Kaggle ERIER]
RER MBS EREERAHERERNEIE (Synthetic Data) - BEARIEEBIHEATE
HAEVAR R IEA9RIR -

from sklearn.metrics import mean_squared_error, r2_score
import numpy as np

# 3T® MSE B R?

mse = mean_squared_error(y_test, y_pred)

r2 = r2_score(y_test, y_pred)

n = X_test.shapel0]

p = X_test.shapel1]

adjusted_r2 =1 - ((1 -r2) x (n-1) / (n-p -1)) # #EBHAX [cite: 366,

print(f"MSE: {mse:.4f}")
print(f"R2 Score: {r2:.4f}")
print(f"Adjusted R2 Score: {adjusted_r2:.4f}")

MSE: 0.7575
R2 Score: 0.0006
Adjusted R2 Score: -0.0078

2. RBILEER - BRF{E vs. TREAIE

KFEAHIRS (Underfitting) :

BRSRER > AT ARNFERSHEALENEEAE - mME2IRAEN TKEER
(Horizontal Cloud)] - E{RERENARRZENEGHFIEX » EHNFEINESESEPERTE
MFEEER (HBRER 5.0 M) -

fRs2D T (Bias Analysis) :

IIRREBE THEEEFEEEZEN SfR= (High Bias) - HRWASEH (REER - £4HF) H
ERSEHEANREEREMES > KMERERES T RIVMEEERE (MSE) - BaRFEEl
BERFESE > MIEmIREEEBE -



Log BIAZ & ¢
ZENAIREMEN Log #ift » ERHMREERINEFRIENHEESRIERGEEHHER
BER T BRI ENEREMRNFEERM - FHBESHERRTRISE -

plt.
.scatterplot(x=y_test, y=y_pred, alpha=0.7)
plt.
plt.
plt.
plt.
plt.

sns

Predicted Financial Loss

figure(figsize=(8, 6))

plot([y_test.min(), y_test.max()], [y_test.min(), y_test.max()], color=
xlabel("Actual Financial Loss")

ylabel("Predicted Financial Loss")

title("Actual vs. Predict (Multiple Linear Regression)")

show()

Actual vs. Predict (Multiple Linear Regression)

1 2 3 il
Actual Financial Loss



Data Insights

1. {RIEBE R P EZIR T ML SR 2

o« RIBF—FIIBRIER EDA REBMRREFRENRBRESHEMKT » FXE&Z2

BRIEZENBER  BRBEFLEHZENENTRERLENETIFEEHRK
BREZHR > MBERARIIRNERSE > Eth/RBERMSDTREEIN LR
BEBIR > ARERMANSHTEREENEREEZE  FETEBIILREEEEE
BRI EASENGERE » — A EHBRECNDINAE > Z—HEHTEERERK
RAIEREHEE MY -

o 5 o 1 - Lo
It is synthetic as stated from the dataset card

https://www.kaggle.com/datasets/atharvasoundankar/global-cybersecurity-threats-2015-2024/data

This dataset is synthetically generated for educational, research, and analytical purposes. It
simutates global cybersecurity threats from 2015 to 2024, using structures and patterns inspired by
real-world sources.

Not really usable for real world application(s), maybe just for playing around

EFIERE » ABRNWEBREWNBRY BRERBAFMNRAERZEE - thiEEERALE
ZTERENERGHRRE - MRDALEERR - EREEF (2020~2022) TJEEFRZN
WERE > AR E &7 Malware, Ransomeware, Phishing 545488 + » AAETE
FMREEARZNEMIIUBABNERNESE -

2. [PeE e EFRRISZE R K ?
WRIEERZB DTSR » BI A IRA financial_loss__in_million___ Bl RSB S
financial_loss_log » EtEB{ZE(4% 0.9158 °

A8 - financial_loss_log R ARANMFF R AR B HEBREFSRNOCTERNM - FAM
BAEHNBEREHEREERS - EFAEEREFREBINTZERRRKER -

AMRREBFRGERPEMEE > BREKREF LA WMES B[R F AR LR
%

f5laN year 1 year_offset FHERBAZEIAXE 0.0106 » number_of_affected_users 9%
0.0018 > incident_resolution_time__in_hours_ #J% -0.0127 » attack_type_Enc £%
-0.0181 -

BLEHEMIFEREA 0 AREMYEMBIRRNEFELEIERED -



EZ AR D  BME—DTERT year_offset »
incident_resolution_time__in_hours_ ~ attack_type_Malware ~ attack_type_Phishing
# target_industry_Healthcare FfFEREIER » FLFBZHEH—ETRAITFEIE
4 o

BRENEREETR > #EEA) R2 275 0.0006 » Adjusted R2 B2 -0.0078 » R/ REMEMA
ZEGEE  ERNREENERFEREEAR -

mEHRE - HAE financial_loss_log EEH B EEZHERMARNREUEES » EMHER
FEHERBWMEIMNRE B FEER BRI RNTEANER -

i EsR » EEENEENITFIEREL  EAEHE— 28 IS8 > MEABLERSN
BEMSE - R ZEENPRARBNEMRRTE -

3. BERMAEENZ TR EERNERETEME ?
- BHHEER

BRI Edar 330l

(L ISHE ERHH
(SLR) (MLR)
S8 0 2118 5 @ L MLR B EEA -
= (affected_users) (2 T4 ERBIRE S HENRE -
BiZE Log MLR BRIE T RR& (Skewness) >
A ik 2 4T
v) e S84 S 1 BIEAREEAE -
MSE MLR BEZBH - &8 Log
K 808.91 0.7575 _ -
(157580E) IR A ISR FE R -
5 MLR BR{HERTT -
R -0.0003 0.0006 . o
2 EEIR R RIE N BN E—
Adjusted MLR MRETEEESE >
Hee *its -0.0078 MR BRIETRGER
R B T INAEREENRHE -
. IEER

FERINETEE (MSE) :

ZAMRRE SR BEEEETT Log B » INERAT ERRIHEENNSRE&R
55, (BIERIIRE (MSE) 4 808.91 [£Z 0.75  HEZE FBAREE
HERIERIE S (R? 8 Adjusted R?) :



BWAME 2 R? S@BIAN 0> (B2 TE5EEB Adjusted R2 17T ARIBE (ES
p.43) - B{EK Adjusted R? EBIEEMEMAEZEH (WKREBER « BX) - WRAH
=N FFIRAEIE - RUEENTREAIANBEERBR -

MBRIENEREER

ZplEEEIRA T One-Hot Encoding (Dummy Variables) [RIZfERI &R » LERGE TSR

EFAE—HERUEREATIMLAR B, 5 TEXRR) HERNERS
wr

A
BERGERET > STRTERE TRARE) B TEMEEE) LERBERIEE
B

AT > BIRME Y2 R? 81 Adjusted R? 19i&(6 - BEREEXRSEAEENE 258
TARBRE Y 7518k BIRA S R A 4 AR BI 1 IB EL 1435 -



