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Supervised Learning for Classification
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» Download a dataset from Kaggle

o Perform data preprocessing_(cleaning, normalization if needed).

» Apply _classification algorithms learned in class

¢ Model Evaluation

o Random Forest Classification Report

o Logistic Regression Classification Report

e Cross-Validation

o Data Insights



Download a dataset from Kaggle

Phishing website Detector :
https://www.kaggle.com/datasets/eswarchandt/phishing-website-detector

(https://www.kaggle.com/datasets/eswarchandt/phishing-website-detector).

REREHEE 11,055 FRAE 30 EFBHA - BEWALS Result » BHESMHAEY
s (-1) 494,898 F -~ [EEMELL (1) 496157 F > FHILEHINE 44:56 > DnlE
B BFETHRNERNANTFEHREE -

IHH RE
WEH 11,055
RFEHHE 30

B (-1) 4,898 £
EEMEE (1) 6,157 £

FABI EEA % 44:56

Perform data preprocessing (cleaning, normalization
if needed)

EREREIGRAT - FAFIAT T AT HRUEREERE -

1. RKRERE | KEEZBIEETE » BiikE -
2. 2 En . BREES 18 18K1A50 (98) E1 (E8) » UMEHAE
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https://www.kaggle.com/datasets/eswarchandt/phishing-website-detector
https://www.kaggle.com/datasets/eswarchandt/phishing-website-detector
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Apply classification algorithms learned in class

o Logistic regression, decision tree, random forest, SVM, KNN

e Choose two algorithms and compare their results.

B FEB|EF (Logistic Regression) £ FEi##x4M (Random Forest) #EITHLEE
o EERAWT

Logistic Regression (iZ#E[CI5R)

BECIFERERNGESLEER  EB Sigmoid REGEE T ESNFEEMEE
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Random Forest (BE#7%H)

BEHHEME—TEEMEE (Ensemble Learning) A% BIR Bagging AR % -
HizOME 2 2 B4R E REET B R EIRBEHHE (Bootstrap Sampling) » #1I%
BRBIUADARE > REUZBCRNARNBEZRENTRAER - BEERMEE AR
SR ENIER MR E - BARZEEEEM (Feature Importance) 4TIHEE » #1
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ROC Curve Comparison
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#Aiath ~ TTrue Positive Rate (HEIR) ) Hiidh > HARMETEZ FARER
DRAEN R - ERHARNREBHIBAINELER (AUC=0.5) -

META - MEERNRRIIRIESNELELR > RIZERE - HP Random Forest

(AUC = 0.99) MBIBREZRRIAL LA » 81X Logistic Regression (AUC = 0.98) -
KREEZEREIORERMET » Random Forest HAEAEISE S D IEXEMEM -
Model Evaluation

Random Forest Classification Report

Class Precision Recall F1-score Support
0 0.97 0.96 0.96 976

1 0.97 0.98 0.97 1235
Accuracy 0.97 2211
Macro Avg 0.97 0.97 0.97 2211
Weighted Avg  0.97 0.97 0.97 221



Logistic Regression Classification Report

Class Precision Recall F1-score Support
0 0.94 0.91 0.92 976

1 0.93 0.95 0.94 1235
Accuracy 0.93 2211
Macro Avg 0.93 0.93 0.93 2211
Weighted Avg  0.93 0.93 0.93 2211

M _Emifp Classification Report 2RI 218 7 MEER HE R ERI AT GER - H
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Logistic Regression FYEEAERIZFHIEK - (BT Class 1 (IEE4IiuL) B9 Recall #Z
0.95» {ERBAZHEREFILBEW EMEHE - 52¥ B REIGAIEEBHIIRIE -

A FR{EF Accuracy -~ Precision * Recall » F1-score * AUC » ROC-Curve {E%4
EREHHIEHE -

Accuracy Precision Recall Fl-score AUC
Logistic Regression 0.933514 0.929700 0.953036 0.941224 0.980449

Random Forest 0.969245 0.968675 0.976518 0.972581 0.994948

Cross-Validation

o Apply K-Fold cross-validation (e.g., K=5)

« Examine mean and standard deviation of each fold



Random Forest - 5-Fold CV Accuracy &% :

o ZHTDEN: [0.96924469 0.97014925 0.97060154 0.96969697
0.97375566]
o F19{E (Mean): 0.9707
o fE#EZE (Std Deviation): 0.0016
HAERA - BENREEBRERTERENEIED S TRIRIBE > BR TEEL
FERHEERIRBRS - MERREEREINZIEEE

Logistic Regression - 5-Fold CV Accuracy &R :

o BiTDE [0.93351425 0.92175486 0.93080054 0.92175486

0.92986425]
o 1918 (Mean): 0.9275
o IE#EZE (Std Deviation): 0.0049

Logistic Regression RYIZ#EZ= (0.0049) EESH Random Forest (0.0016) >
HETEEABENS S THREMHEE - BRENBETEHE - MELN CV 122
ZB/R 0.01 HERIAMEBEIIRLIRBRENEHSIRS - EERTFIZIEEE
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Data Insights
1. Are there any features that appear to strongly influence the outcome?

BBEEARME feature_importances_ BM » D 7 ZIFEETEAERNERL
R > WA 10 KEBFEMNEEEER -



Top 10 Influential Features (Random Forest)
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mE SRR 7 SR AENZ MRS - HERZENRSNEFRBIRF B
WebsiteTraffic - SubDomains “ LinksInScriptTags 2 -

EENGEREBLEBYNERINBSEMS
o HTTPS Z2HIRAFEILRE W 2RIV MotFE -
BRI E e g SSLREIEA HTTPS » MANAMIEHANEERE(RE « AE
2 FEFERKRNZB HTTP E42 > FLL HTTPS REER AR BB HIVIEHE -

« AnchorURL RBRY BEH#BEGIIIERTTS
NRMFIEEEEANRAERRIIMNIBEREPNES > NERRBRXFAENRE
WAL > WTAEIVBEBBIE -

HTTPS B2 AnchorURL B4 & i & Ry R s RERAMERE > ERTER
BRZZ2EARFEPECRAEMIBER

2. Compare the performance of different models

H{F%t+#f Logistic Regression E2 Random Forest M{EEERL » ¢ ZEGEREEITE
HEEE :



etz Logistic Regression = Random Forest

Accuracy 0.9335 0.9692

Precision 0.9297 0.9687

Recall 0.9530 0.9765

F1-score 0.9412 0.9726

AUC 0.9804 0.9949
ST -

ZEWEZR (Accuracy) B E » Random Forest A 96.92% %85% Logistic Regression #Y
93.35% » ZE# 3.6 BB -

Precision £ Recall 5 HE > Random Forest TEMIBIEIZ_F1IE R Logistic
Regression « {HFFEMNRE » PR PIEAINEFIZRP > Recall (BEX) LA/E
FE——Recall X% TFBEENNBEIEFR > B2/ DEMRINMERILEZK] - & Recall i@
| KRBRENAEILFE » ERAEERERESE - Random Forest 89 Recall
(0.9765) =M Logistic Regression (0.9530) » X2 MESE FEFEEH -

AUC /5T » Random Forest (0.9949) &FiRirxEDHERE (AUC = 1.0) » BERE
EARERRRE T IREHIFIES D EEEES 5 Logistic Regression (0.9804) #ff7ATH
& BEUEREFER-

waat ezt > Random Forest FZEFRAE1Z 9B Logistic Regression » [REFERR
Random Forest R&EREB A% » BRESZIRARERFEERE » SEHITERSS
Z EIRFELR1HFA{% ; ™ Logistic Regression x5 BIZ 2 BIFELAR 4R » 2R
AERERERBINITEREER » RESENBEHAR -

EUERIERERESLESE - B&FER Random Forest ; AR EEMARRS A FE
M (BlanmIERdin A SsREAFIEKIE) - Logistic Regression {i@ Al AYEE -

3. Discuss whether the model suffers from overfitting

HME B MEEE IR E BRI E AR » DA 5-Fold Cross-Validation
FIIEEE » RAEEFERERSRIE -

Random Forest :



4T
AR ZERER  0.99M

B E2EER 0.9692

=5 0.0218
CV Mean 0.9707
CV Std 0.0016

R BRI R ERE R IR 2 2.2% » BN AIEEE - Random Forest ff&—7&
Bagging %1l - FEEFIARE R EITA KL (Bootstrap Sampling) » MiFiT4HE
ZIFRRBINTEAGER - AREETERNEREE (Variance) » ({EMINHI T RBERS
BIRE - CV {ZEZRE (0.0016) » E—HEREREAFERIEI TRIESE—
2 {EBEI S8 -

Logistic Regression :

8
AlREEER  0.9267

R EZEER  0.9335

=2 0.0068
CV Mean 0.9275
CV Std 0.0049

Logistic Regression ZEEBREMNIEERIEME - HERZTZRIZRNREERAKER
FIRAEBRAA HiBES ° 1t Cross-Validation &R ¥ & » CV Mean % 0.9275 ~
Std % 0.0049 » BEZHISH Random Forest » BIESBEEN » BERERETE
MR - EHEALIRAENBERSIRS -

BEEER M2 » Logistic Regression BYFJISREZEER (0.9267) BRENBIGE
(0.9335) » Z& % 0.0068 -
IR EHRBEP U AER » BFLERE :

1. B9 2IMEEHENM © AEERIA random_state=42 17 80/20 £°El »
A SRR D IR E LR NG RRERRARE » EMAHERIR
BREBFAEISRE -



2. StandardScaler B fit E5[& : Scaler {Z¥3)||4RE fit » B transform BIHE - &
B ENTHES M EIZAIZEEREDT » LR NEE T RIS R eI ge 75815
& FERIBEE -

3. BRAGNERERE : LR ARMEE  XEBATZBRE  JIRELEREERN
REEREZBISN (<1%) > BRNEBETEHE -

HWEAM : AEFEERFIZE > aJfFH StratifiedkFold EXXEXR
train_test_split » FERBRDEIFERI LG — - WO BN E -

e :

MEERSRHIRBRENBERS - HF Random Forest B CV 2% (0.0016) &
I Logistic Regression (0.0049) » &/~ Random Forest EARER D EI TEAIE
E - BREms > MmERESEBRIFINZICEN > SHARNERANRNEE HRVSIREL
ERERS -

RAERER » ARERIOMEREISEBERSHE - Random Forest IRIFE LIS
=

T BAREFHRERE -



