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There's different kind of Domain name generation method use by DGA tools. In the real
world scenario. Attacker can change their domain name if it was record by the 10C. So
attacker can evasion the defense. According to the above, we can generating the

"mutation" domain name to hunting the threat.
Generation

Zodiac-based DGA Generation

5% ZIodiac-based DGA Generation
Explanation: Thisz DGA generates domainz based on zodiac zigns and random
ztrings.
Uzefulnes=: Thiz type of DGA can be useful for malware authorz to create a
unique set of domains for command and comtrol (CEC) commumication or data
exfiltration.
Strengtha: The uze of zodiac signs and random =ztrings makez the generated
domains unpredictable and difficult to block.
Weakneszes: The zodiac zign pattern may be detectable, and the random string
generation algorithm may be reverse—engineered.
Deception: Thisz DGA can be deciphered by analyzing the pattern of generated
domains and identifwing the relationship between the zodiac signs and dates.
Random zeed: $-ilb"}B, R#EG!7,
oy, 2del1b4bbd. net
wny, bfifc09dY. biz
wuy, 18d851w. com
o, b109635x 8, net
v, £4wbt 15, biz
wyw. fE44d25ach. org
vy, 0499620490, biz
wuny, 936052844, net
., 3049b27d. ors
wuy, fAC122h. org

Regex for Zodiac Sign Generated DGas: [r|wlelolblecldlilglnlf|t]zl+][9]4]0lg]2|3|5]6] 11+] ["meaw. 110, 2} 11, 3}

Tara rule:
rule dza_domain_detection |
meta:
description = “Detects DGi-generated domain names”
ztrings:
$dza regex = Slr|wlelolblcldlilglnlf|t]z]+| [al4]0la|2|3]5]6]1]1+] [Tmeaw. 140, 2} {1, 3}/ nocasze
condition:
$dza_regex

Time-based DGA Generation



Time-bazed DGA Generation

Explanation: Thiz DGL generates domains bazed on the current time.

Uzefulnezz: Thiz type of DGL can be uzed by malware authorz to create a zet of
constantly changing domains for C&C communication or data exfiltration.
Strengths: The generated domains change frequently, making it difficult to block
them all.

Weaknezszez: The time-bazed pattern may be detectable, and the generated domainsz
may be predictable if the algorithm iz known.

Deception: Thiz DGL can be deciphered by analyzing the pattern of generated
domainz and identifying the relationship between the domainsz and the current
time.

www. 2024031819, info

www. 2024031819, org

vy, 2024031, org

www. 2024031819, info

vy, 2024031, net

www. 2024031819, biz

www. 2024031, biz

. 2024031819, biz

vy, 202403181, com

www. 20240318, biz

Regex for Time-based Generated DGas: [rlw|olbli|g|nlf|z]+|[9]4|0]a]2]2]1]1+| ["mect. ] {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection |
meta:
description = “Detects DGhA-generated domain names”
stringa:
$dza_regex = flr|wlolblilg|nlf|z]+][9]4]0]8]2]3[1]1+] ["mect. ] {0, 2} {1, 3}/ nocase
condition:
$dza_regex
1
Note: Can uze hittps:/friskmitization.c Ara—sc or MalwareBazaar https://bazaar. abuse. ch/ but will need API Eey

Seed-based DGA Generation

Seed-based DGL Generation

Explanation: Thiz DG4 generatesz domainz based on a zeed walue and a hash
function.

Uzefulnesz: Thiz type of DGL can be uzeful for malware authorz to create a
unique szet of domainz for C&C communication or data exfiltration, baszed on a
shared seed walue.

Strengthzs: The generated domains are unpredictable without knowledze of the zeed
walue and the hash function used.

Weaknezzea: If the seed value or the hash function iz compromized, the generated
domains can be predicted.

Deception: This DGA can be deciphered by analyzing the pattern of generated
domains and attempting to rewversze—engineer the seed walue and the hash function.
Random seed: GH/Mu@Irfri (C)

vy, £fa1a30f. net

vy, dd9a96b. info

v, 8fdeel8B65. biz

v, 96dfefbic. bis

vy, 1cadb6l. net

vy, 4d5F90ef2. biz

www. 37Tdbeafif, org

vy, Febad085. net

v, fhéed2d. biz

wynyr, B9GE200c. org

Regex for Seed-based Generated DGis: [rlwlelolalbleld|ilz|nlflt|z]+| (9]14]0]8]2]3|5]7 6] 1]+ (7. 110, 2} {1, 3}

Tara rule:
rule dga_domain_detection |

meta:

description = “Detects DGA-generated domain names”
strings:

$dza_regex = Slr|wlelolalblcldlilz|nlft|z]+ [9]4]0]a]2]3]5] 716111+ [". 110, 2} {1, 3}/ nocase
condition:

$dza regex

Note: Can use https:/friskmitigation. ch/vara—scan/ or MalwareBazaar https://bazaar. abuse. ch/ but will need ALPT Eey

Dictionary-based DGA Generation



Dictionary-based DGA Generation

Explanation: Thiz DGA generates domains by combining random words from a
predefined dictionary.

Tzefulnesz: Thisz type of DGA can be useful for malware authors to create domains
that appear more human-readable and less suspicious.

Strengths: The generated domainz are more likely to bypass filters and appear
legitimate.

Weaknez=zez: The dictionary used may be known or detectable, and the pattern of
combining words may be recognizable.

Deception: Thiz DGA can be deciphered by analwvzing the pattern of zenerated
domains and identifying the dictionary uzed and the word combination algorithm.
wuy, birdfiszh., com

wuw, blue. org

. birdred. org

wuy, reddog. biz

wuw, bird. info

wury, £ishfiszh. net

wuw, bluered. net

wrw. fishred. org

ww, redfish, org

www. bluedog. org

Regex for Dictionary-based Generated DGAsz: [r|w lelbld|i|1|z|nlflh]t]e]+] [Tc. zm] {0, 2} {1, 3}

Tara rule:
rule dgza domain_ detection |

meta:

description = "Detects DGA-generated domain names”
strings:

fdza regex = Slr|wlolule|bldlill]zlnlflklt|=z]+] ["c zn] {0, 2} {1, 3}/ nocaze
condition:

fdza_regex

Note: Can use https: /friskmitigation. chivara—=scan/ or MalwareBazaar https://bazaar. abuse.ch/ but will need &PI Kew

Pseudorandom Number Generator (PRNG) based DGA Generation

Pzeudorandom Mumber Generator (PRNG) based DGA Generation

Explanation: This DGAL generates domaing using a pseudorandom mumber generator
(PRNG) seeded with a specific value.

Uszefulnesz: This type of DGA can be useful for malware authors to create a
unique set of domains for CEC communication or data exfiltration. based on a
shared seed walue.

Strengths: The generated domains are unpredictable without knowledge of the seed
value and the PREG algorithm used.

Veaknesses: If the seed walue or the PENG algorithm is compromised. the
generated domains can be predicted.

Deception: This DGA can be deciphered by analyzing the pattern of generated
domains and attempting to reverse—engineer the seed value and the PRNG

algorithm.
wunr. atxmr lkxhl. org
wuw. 91wE 706k, net

. emub3vb. biz
wuny, aaklsolely, net
wunw. cohfndlgl. biz
vy, clitajowl. org
. aadd2fy. net
wuw, xnbhdda, info
oy, 08mxh5£5, net
wurw, onklks8ET, com

Regex for Peeudorandom Number Generator (PENG) based Generated DGds: [w|d|w|llwlolx|zlelilglnlm|klblclilfltlslclulklz)+|(8]0la]5|7|6]11+] ["423a. 1 {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection {
meta:
description = “Detects DGA-generated domain names”
strings:
$dza_regex = SLv|d|r|llw|olx|alelilzglnln|k|blelilf|t]=]rlulhlz]+| [9]0]6[5]T]6]11+| ["423q. 1 {0, 2] {1, 3}/ nocase
condition
jdza regex

Note: Can use hitps://risknitization. chfvara—=scan/ or NalwareBazaar https://bazasr. abuse. ch/ but will need API Eey

Arithmetic-based DGA Generation



Lrithmetic-based DG4 Generation

Explanation: Thiz DGL generates domains by performing arithmetic operationz on a
basze walue and a random number.

Usefulness: Thisz type of DGA can be useful for malware authors to create a
unigue zet of domains for C&C communication or data exfiltration, based on a
chared base walue.

Strengthz: The generated domainz are unpredictable without knowledze of the base
walue and the arithmetic operation used.

Weakneszez: If the baze value or the arithmetic operation iz compromized. the
generated domainz can be predicted.

Deception: Thiz DGL can be deciphered by analyzing the pattern of generated
domains and attempting to reversze-—engineer the basze walue and the arithmetic
operation.

wun, 0012595, info

wurw, D01 2634, org

wurw, 0000012962, com

., 0000013264, info

wunw, 00012631, net

wur, 000012472, org

. 000001 2625, net

www, 00012627, infa

o, 0000012970, org

wun, 0012568, info

Regex for Arithmetic-based Cenerated DGis: [rlw|oleli|glnlf|t]+|[9]4]0]2|2]8]7|6]1]+] ["8c.m] {0, 2} {1, 3}

Tara rule
rule dga_domain_detection {
meta:
description = “Detects DGi-generated domain names”
stringa:
$dga_regex = Slr|wlolelilglnlf1t]+|[2]4]0]12]23|5]T7]6]1]1+] [ Bec.m] {0, 2} {1, 3}/ nocaze
condition:
$dza_regex

Note: Can use hitps://risknitigation. chivara—=scan/ or MalwareBazaar hittps://bazaar. abuse. ch/ but will need APT Eey

Permutation-based DGA Generation

Permutation-based DGh Generation

Explanation: Thiz DGA generatezs domainz by permuting the characters of a base
domain.

Uzefulness: Thiz type of DGLA can be useful for malware authors to create a
unique set of domains for C&C communication or data exfiltration, bazed on a
zhared baze domain.

Strengths: The generated domains are unpredictable without knowledgze of the base
domain and the permutation algorithm used.

Weaknezzes: If the basze domain or the permutation algorithm iz compromized. the
generated domains can be predicted.

Deception: This DGA can be deciphered by analwzing the pattern of generated
domainz and attempting to reverse—engineer the base domain and the permutation
algorithm.

www. elxenpa. com

wny, eely ampmm. org

wurw, eaxmelpm. net

wuw, explaemes. biz

wurw, epaelmree. org

wuny, ampelexasa, info
wurw, lmaxepe. com

wunw, leeamxplll. com
wyw. plamxee.biz
wny, mpaxelem. org

Regex for Permutation-based Generated DGAsz: [r|w|m|e|x|alolblelplill]eglnlz]+] [Tt £110, 2} {1, 3}

Tara rule:
rule dga_domain_detection {
meta:
description = "Detects DGh-generated domain names”
#trings:
fdza_regex = flr|w|mlelx|alolblc|pli|l]z|n|=]+] ["t. £1{0. 2} {1, 3}/ nocaze
condition:
$dza_regex

MWote: Can use https://riskmitization. chfvara—scan/ or MalwareBazaar https://bazaar. sbuse.ch/ but will need API Key

Base32/Base64 DGA Generation



> Fibonacci-based Generator DG4 Generation

Base32/Bazefid DGL Generation

Explanation: Thiz DGL generatesz domainz by encoding a zeed walue uszing Base3Z or
Baszefid encoding.

Uzefulneszz: This type of DGL can be useful for malware authors to create a
unique zet of domainz for C&C communication or data exfiltration, bazed on a
shared seed walue.

Strengths: The generated domains are unpredictable without knowledze of the seed
value and the encoding acheme uszed.

Weakneszea: If the seed walue or the encoding scheme iz compromized. the
generated domains can be predicted.

Deception: Thiz DGA can be deciphered by analyzing the pattern of generated
domainz and attempting to reverse—engineer the seed walue and the encoding
zcheme.

vy, b1 2 IWVREG. info

vy, 2613l org

www, bX12ZWVEk, gov

vy, 2GV1c31t. com

vy, b1 27WVk. info

www, TGV1c31t 9. org

vy, b1 2IWVE. edu

vy, 2GV1c3lt. org

vy, BX12IWVRIT. info

vy, 267103112, edu

Eegex for Base32/Bazefd Generated DGAz: [X|d|Ll|w|o|Gle|W|Z|ilglnlk|blc|£]V]t]e|ulz]l+] [31+]| ["9mv2s7. 611 {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection {
meta:
description = “Detects DGiA-generated domain names”
ztrings:
$dza_regex = S[N|d|L|wlol|Glel¥W|Z|ilzlnlk|b|c] ¥t |ule]+] [3]+] ["9mw257. 611 {0, 2} {1, 3}/ nocase
condition:
$dza_regex
1
Note: Can use hitps:/friskmitisation.c ara—ac or MalwareBazaar https://bazaar. abuse.ch/ but will need AFI Eey

Wordlist-based DGA Generation

Wordlist-based DGA Generation

Explanation: This DGA generates domains by combining random words from a
predefined wordlist.

Tzefulneza: Thiz type of DGL can be useful for malware authorz to create domainsz
that appear more human-readable and leszz suspicious.

Strengths: The generated domainz are more likely to bypass filters and appear
legitimate.

Weakneszes: The wordlist used may be known or detectable, and the pattern of
combining words may be recognizable.

Deception: Thiz DGA can be deciphered by analszing the pattern of generated
domainz and identifwing the wordlist used and the word combination algorithm.
. figdate. net

wury, cherrykiwi. org

Wy, EADEMANT0. OFF

www. grapeapple. net

www, cherryfig. org

Wy, mangol emon., com

vy, figkiwi, gov

wuw. figmango. net

www. elderberry, info

Regex for Wordlist-based Generated DGa=: [v|d|y|1l|wlelolzlilzlnlm|k|elp|f]t|e]n]+|["b. ] {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection {
meta:
dezcription = “Detects DGh-generated domain names”
strings:
$dga_regex = /[v|d|¥|llwlelolalilglnlmlklelplf]t||kl+]| ["b. 1 {0, 2} {1, 3}/ nocase
condition:
$dza_regex
1
Note: Can use https: /friskmitisation.c Ara—sc or MalwareBazaar http=://bazaar. abusze. c but will need ALPT Key

Vowel-Consonant DGA Generation



Wowel-Conzonant DGA Generation

Explanation: This DG4 generates domains by alternating between vowels and
conzonant s,

Uzefulnezz: Thisz type of DGA can be uzeful for malware authors to create domains
that appear more human-readable and less suspicious.

Strengthz: The generated domainz are more likely to bypaszs filters and appear
legitimate.

Weaknezzes: The alternating vowel-conzonant pattern may be detectable. and the
character zetz uzed may be known.

Deception: This DGA can be deciphered by analvzing the pattern of generated
domainz and identifving the wowel-conzonant alternation algorithm and the
character zets uzed.

wwy, iziforeb. net

wwy, oqudugata. net

www, ekehavale. info

W, OWAZ0SW. S0V

wny, ejayutahas. info

Y, AZ0EACOM. OFE

Wy, 0ZUWogaY. COm

wuny, umulizew, info

wuny, iteseko. org

vy, ubexotel. org

Eegex for Vowel-Consonant Generated DGhz: [v|v|l|wlolelalilg|nlaqln|k|blclf|t|s]rlulk|=z]+] [ 3. =d] {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection {
meta:
description = “Detects DSA-generated domain names”
strings:
fdea regex = Slv|¥lllwlolelalilznlglm|k|b]c|flt]=]e|ulk|=]+| [Ti.=d] {0, 2} {1, 3}/ nocaze
condition:
fdga_regex

Note: Can use bttps://riskmitization. chf/vara-scan/ or MalwareBazaar https://bazaar. abuse.ch/ but will need API Eey

Morse Code DGA Generation

6]

Morze Code DGA Generation

Explanation: This DGA generates domains uszing Morse code representation of
characters.

Uzefulnezs: Thiz type of DGA can be useful for malware authorz to create domains
that appear obfuscated and lesz suspicious.

Strengths: The generated domains are less likely to be recognized az DGA domains
and may bypass filteras.

Weaknezzez: The Morse code pattern may be detectable, and the character mapping
may be known or reversze—engineered.

Deception: This DGL can be deciphered by analyzing the pattern of zemerated
domaing and identifving the Morze code character mapping.

B e et P £ ) o
L L P e I i e S U S S O Y ———.——..het
W, e T T T T T T e T P Rl I S W S N v ) -4

Regex for Morze Code Generated DGhs: [r|w|ole|i|g|n|f|t]+] [T-.ud] {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection {

meta:

description = “Detectz DGi-generated domain names”
strings:

fdza_regex = /[r|wlolelilg|nlf+]+] ["-. ud] {0, 2} {1. 3}/ nocase
condition:

$dza regex

Note: Can use https://riskmnitization. chivara—scan/ or MalwareBazaar https: /bazaar. abuse. ch/ but will need AFI Key

Emoji DGA Generation



Emoji DGA Generation

Explanation: This DGA generates domains using emojis.

Uzefulnezz: Thiz type of DGA can be useful for malware authors to create domains
that appear obfuscated and lesz suzpicious.

Strengths: The generated domains are lesz likely to be recognized az DGA domains
and may bypass filters.

Weaknezzez: The emoji pattern may be detectable, and the emoji =zet uszed may be
known or reversze—engineered.

Deception: Thisz DGA can be deciphered by analyzing the pattern of generated
domains and identifying the emoji zet uszed.

| =& e e onet
wnr. s o.gov

. U .net

unin, “ & . info
unirr, e Lzow
unn, & .org

. TR com

i, e EQ.com
. € .info
i, “.org

Fegex for Emoji Generated Diis: [rl|w|m|e|olclv]ilgln|ttI+| " E e & | & " 4. @110, 211,31

Yara rule:
rule dza_domain_detection |
meta:
description = "Detects DGi-generated domain names”
ztringa:
$dza_regex = Slrlwlmlelalelvlilglnlflt]+]| " E e & | & & 4. €110,21 {1, 3}/ nocaze
condition:
fdga_regex

Note: Can use hittps: /S riskmitigation. chivara—=scean/ or MalwareBazaar https://bazaar. abuse. ch/ but will need API Key

Coordinate-based DGA

Coordinate-bazed DA

Explanation: This DGA generates domaing using coordinates.

Uzefulnezz: Thiz type of DGA can be uzeful for malware authorz to create domainz
that appear obfuscated and lesz suspicious.

Strengthz: The generated domainz are lessz likely to be recognized az DFA domains
and may bypaszs filters.

Weaknezses: The coordinate pattern may be detectable. and the coordinate range
and format may be knom or reversze—engineered.

Deception: This Dih can be deciphered by analyzing the pattern of zenerated
domainz and identifying the coordinate range and format uszed.

v, 3430861388, infa

vy, 3708493944, gov

vy, GE43ET2356. edu

vy, TEEEH9IE0E. edu

vy, 9831958260, net

vy, 3361956922, info

v, T1G6ETEEEEE. com

w, 0826384271, com

vy, TO31541647. org

vy, B4 2648304, zav

Regex for Coordinate-based Generated DGAs: [wim|olelulc|v|dlilz|nlf]+] [2]4|0]8]2|3]5]T6]11+] ["rt. 140, 2} {1, 3}

Tara rule:
rule dga_domain_detection {
meta:
description = “Detects DGi-generated domain names”
strings:
fdga_regex = S lwimlole|ulc|v|d|lilzg|nlfl+|[9]4]0la]2]2]8]TI6] 11+ [Crt. 140, 2} {1, 3}/ nocase
condition:
fdza_regex

Note: Can use bttps://riskmitigation. chivars—scan/ or MalwareBazaar https.//bazasr. abuse.ch/ but will need AFI Key

Musical Notes DGA



Musical Notes DGA

Explanation: Thiz DGA generatez domainz uzing muzical notez and octawves.
Uzefulnezz: Thiz type of DGA can be uzeful for malware authors to create domainsz
that appear obfuscated and leszs suspicious.

Strengths: The generated domains are lesgs likely to be recognized as DGA domains
and may bypass filters.

Weakneszesz: The muzical note pattern may be detectable, and the note and octave
zets uzed may be known or reverse—engineered.

Deception: Thiz DGA can be deciphered by analyzing the pattern of generated
domainz and identifwing the note and octave zets uszed.

wunw, BIGICAF2GEEICIGRCEE]L. net

wynw, CAG3GEFIGIFEASAS. info

unny, ESDEDEF4E 1 E4A3BECEEE, info

unny, CAEZR4DIEZAIRIEL. com

unw, F1A5G1FAEZR1E3D3C, com

unw, FAA3A81C4F2R2D4, org

wunw, A2CEDEGEEECEG L. net

wynw, FIBED3CIB4GEES. com

wunw, A1D3A1B3IDIEACY. net

wynw, A3F1F1EGDADZES. zow

Regex for Musical Notes Generated DGAs: [wimle|G|olD|c|A|CIi|E|g|Blnlf]t|FI+|[4]2]3|5]1]+] [ r.w] {0, 2} {1, 3}

Tara rule:
rule dga_domain_detection {

meta:
description = “Detects DGA-generated domain names”

ztrings:
$dza regex = Slwim|e|G|olD|c|&|C|i|Elz|Blnlf|t|FI+]| [4]2]2]8]11+| ["r.v] {0, 2} {1, 2}/ nocasze

condition:
fdza_regex

Note: Can use hitps:/friskmitiration. chivara-scan/ or MalwareBazaar hittps://bazaar. abuse. ch/ but will need API Key

Kestrel threat hunting

Installation process

python3 -m venv huntingspace

~

huntingspace/bin/activate

huntingspace ~
pip install ——upgrade pip setuptools wheel
Requirement already satisfied: pip in ./huntingspace/lib/python3.13/site-packages (25.2)
ollecting pip
Using cached pip-25.3-py3-none-any.whl.metadata (4.7 kB)
ollecting setuptools
Using cached setuptools-80.9.0-py3-none-any.whl.metadata (6.6 kB)

ollecting wheel
Downloading wheel-0.45.1-py3-none-any.whl.metadata (2.3 kB)
Using cached pip-25.3-py3-none-any.whl (1.8 MB)
Using cached setuptools-86.9.0-py3-none-any.whl (1.2 MB)
Downloading wheel-0.45.1-py3-none-any.whl (72 kB)
Installing collected packages: wheel, setuptools, pip
Attempting uninstall: pip
Found existing installation: pip 25.2
Uninstalling pip-25.2:
Successfully uninstalled pip-25.2
Successfully installed pip-25.3 setuptools-80.9.0 wheel-0.45.1

run the Hello World hunt flow.



# BullsER
proclist

{ : .
{ 3
{
1

]

# EEE MBS ( ASSIGN =R )
browsers = proclist WHERE name IN (

# 0AR
DISP browsers ATTR name, pid

"helloworld.hf" 13L, 354B

kestrel helloworld.hf
name pid
@ firefox.exe 201
1 chrome.exe 205

The logic of the hunt

[. Hunt Intent (Overall Objective)

The purpose of this script is to simulate the process of “filtering a list of system processes
to extract browser processes.”
In other words, it is a simplified process-filtering hunt flow whose logic corresponds to

real-world activity:

Locate processes related to specific applications (e.g., chrome.exe , firefox.exe ) Within

event data and inspect their attributes.
Il. Logical Step Breakdown

Step 1 — Create test data

proclist = NEW process [
{"name": "cmd.exe", "pid": "123"},
{"name": "explorer.exe", "pid": "99"},

{"name": "firefox.exe", "pid": "201"},



{"name": "chrome.exe", "pid": "205"}

Logical function:

e NEW process [...] creates a simulated entity set of processes inside Kestrel.

e In a real scenario, this step is equivalent to reading process -type events from an EDR

/ SIEM, for example:

GET process FROM stixshifter://ELASTIC WHERE [process:name = 'chrome.exe']

o The four JSON objects above represent four system processes, each containing two

attributes:

o name (executable name)

o pid (process ID)

Significance:
This step builds the hunt’s observation domain — the set from which you will search for

suspicious or target processes.

Step 2 — Filter matching entities

browsers = proclist WHERE name IN ('firefox.exe', 'chrome.exe')

Logical function:

o Execute a filter on the existing variable proclist .

e Condition syntax: WHERE name IN ('firefox.exe', 'chrome.exe')

o i.e., keep only entities whose name attribute matches one of those two values.

e The result is stored in a new variable prowsers .
Real threat-hunting correspondence:

o If the data comes from a real SIEM, this step is a filter such as:

[process:name IN ('firefox.exe', 'chrome.exe')]



e Purpose: focus on a class of potentially relevant application behavior, for example:

o adversaries disguising activity as browser processes (browser-based persistence)

o investigating suspicious child processes or anomalous behavior spawned by
browsers (browser injection / proxy abuse)

Step 3 — Display results

DISP browsers ATTR name, pid

Logical function:

o p1sp (Display) prints specified attributes to the command line.

e It shows the name and pia for each entity in the browsers set.
Real threat-hunting correspondence:
e Practically, this step typically involves:

o sending hunt results to a visualization (tables/graphs)
o exporting results for further analysis in Python/pandas

o or feeding results into appry analytics modules (e.9., top count , cluster ,

timeline )



