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There's different kind of Domain name generation method use by DGA tools. In the real

world scenario. Attacker can change their domain name if it was record by the IoC. So

attacker can evasion the defense. According to the above, we can generating the

"mutation" domain name to hunting the threat.

Generation

Zodiac-based DGA Generation

Time-based DGA Generation



Seed-based DGA Generation

Dictionary-based DGA Generation



Pseudorandom Number Generator (PRNG) based DGA Generation

Arithmetic-based DGA Generation



Permutation-based DGA Generation

Base32/Base64 DGA Generation



Wordlist-based DGA Generation

Vowel-Consonant DGA Generation



Morse Code DGA Generation

Emoji DGA Generation



Coordinate-based DGA

Musical Notes DGA



Kestrel threat hunting

Installation process

run the Hello World hunt flow.



The logic of the hunt

I. Hunt Intent (Overall Objective)

The purpose of this script is to simulate the process of “filtering a list of system processes

to extract browser processes.”

In other words, it is a simplified process-filtering hunt flow whose logic corresponds to

real-world activity:

Locate processes related to specific applications (e.g.,  chrome.exe ,  firefox.exe ) within

event data and inspect their attributes.

II. Logical Step Breakdown

Step 1 — Create test data

proclist = NEW process [

  {"name": "cmd.exe", "pid": "123"},

  {"name": "explorer.exe", "pid": "99"},

  {"name": "firefox.exe", "pid": "201"},



Logical function:

 NEW process [...]  creates a simulated entity set of processes inside Kestrel.

In a real scenario, this step is equivalent to reading  process -type events from an EDR

/ SIEM, for example:

The four JSON objects above represent four system processes, each containing two

attributes:

 name  (executable name)

 pid  (process ID)

Significance:

This step builds the hunt’s observation domain — the set from which you will search for

suspicious or target processes.

Step 2 — Filter matching entities

Logical function:

Execute a filter on the existing variable  proclist .

Condition syntax:  WHERE name IN ('firefox.exe', 'chrome.exe') 

i.e., keep only entities whose  name  attribute matches one of those two values.

The result is stored in a new variable  browsers .

Real threat-hunting correspondence:

If the data comes from a real SIEM, this step is a filter such as:

  {"name": "chrome.exe",  "pid": "205"}

]

​​GET process FROM stixshifter://ELASTIC WHERE [process:name = 'chrome.exe']

browsers = proclist WHERE name IN ('firefox.exe', 'chrome.exe')

​​[process:name IN ('firefox.exe', 'chrome.exe')]



Purpose: focus on a class of potentially relevant application behavior, for example:

adversaries disguising activity as browser processes (browser-based persistence)

investigating suspicious child processes or anomalous behavior spawned by

browsers (browser injection / proxy abuse)

Step 3 — Display results

Logical function:

 DISP  (Display) prints specified attributes to the command line.

It shows the  name  and  pid  for each entity in the  browsers  set.

Real threat-hunting correspondence:

Practically, this step typically involves:

sending hunt results to a visualization (tables/graphs)

exporting results for further analysis in Python/pandas

or feeding results into  APPLY  analytics modules (e.g.,  top_count ,  cluster ,

 timeline )

DISP browsers ATTR name, pid


