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Investigating the Local Computer

First of all I ues command:  netstat -ano  to list all of the connection

There's too much log so we nee to filter it by  id=3 .

use:  netstat -ano | findstr ESTABLISHED 

I found a connection that connect to  8282  port. It's not usaul to see. So I

assume it to be abnormal.



Then I try to investigate the IP address and port.

 whois 52.17.119.191 

It shows that this IP address is host at a AWS machine. And It locate at I

nslookup reverse lookup (IP to Domain name):  nslookup 52.17.119.191 .

Looks like a AWS server

Use nmap to check the service name at  8282  port

Check the service name:  libelle 



ref: https://www.gaijin.at/en/infos/port-numbers?page=13

(https://www.gaijin.at/en/infos/port-numbers?page=13)

Gain more information in  libelle 

ref: perplexity

Check the process:  tasklist /FI "PID eq 14908" .

Shows that PID is from my browser executable file. So I consider that could

be normal.

Use AbuseIPDB check it seems no abnormal.

https://www.gaijin.at/en/infos/port-numbers?page=13
https://www.gaijin.at/en/infos/port-numbers?page=13


Using virustoal check it seems to be safe.

Check which extension use it.

I search the IP address  52.17.119.191  in google. And finally know that

this IP is come from "Mailsuite" extension.



ref: https://mailsuite.com/hc/en-us/articles/17628486344477-Whitelist-

Mailsuite-IPs (https://mailsuite.com/hc/en-us/articles/17628486344477-Whitelist-Mailsuite-

IPs)

Investigating the Network Environment

 ipconfig  to check my gateway.

Access to gateway. And shows that I can't connect to it.

https://mailsuite.com/hc/en-us/articles/17628486344477-Whitelist-Mailsuite-IPs
https://mailsuite.com/hc/en-us/articles/17628486344477-Whitelist-Mailsuite-IPs
https://mailsuite.com/hc/en-us/articles/17628486344477-Whitelist-Mailsuite-IPs


 nmap -F 192.168.1 . found that I need to use  443  port to access

But the management dashboard has not Log file. So I'm not going to deep

dive into it.



Reflection

In this report. I try to use the command line interface to check different

network information to find the abnormal process and flow. When I see some

connectio or information are different with each others. I will assume it could

be malicious or abnormal. Then try to investigate the information and deep

dive into it. Later, I can get the whole picture by the incident. And distinguish

perhaps it is malicious or not.


