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Lightweight Multi-Service Honeypot: honeypots Package

e Find the honeypots package in the official python package website.

a Type /' to search projects Q Help Docs Sponsors Login Register

honeypots 0.66 v i

pip install honeypots @ Released: Sep 25,2024

30 different honeypots in one package! (dhcp, dns, elastic, ftp, http proxy, https proxy, http, https, imap, ipp, irc, l[dap, memcache, mssql, mysql,
ntp, oracle, pjl, pop3, postgres, rdp, redis, sip, smb, smtp, snmp, socks5, ssh, telnet, vnc)

Navigation Project description

= Project description

D Release history

& Download files H u n E u P n t S

Verified details @
These details have been verified by PyPl
30 different honeypots in a single PyPI package for monitoring network traffic, bots activities, and username password

Maintainers credentials.

e USe pip install to installit.

already satisfied: honeypot in ./.local/lib/python3.13/site-packages (0.1.1)

already satisfied: flask in /usr/lib/python3/dist-packages (from honeypot) (3.1.2)

already satisfied: prompt-toolkit in /usr/lib/python3/dist-packages (from honeypot) (3.0.52)
already satisfied: rich in /usr/lib/python3/dist-packages (from honeypot) (13.9.4)

already satisfied: blinker>=1.9.0 in /usr/lib/python3/dist-packages (from flask->honeypot) (

already satisfied: click>=8.1.3 in /usr/lib/python3/dist-packages (from flask->honeypot) (8.
already satisfied: itsdangerous>=2.2.0 in /usr/lib/python3/dist-packages (from flask->honeyp
already satisfied: jinja2>=3.1.2 in /usr/lib/python3/dist-packages (from flask->honeypot) (3
already satisfied: markupsafe>=2.1.1 in /usr/lib/python3/dist-packages (from flask->honeypot

Requirement already satisfied: werkzeug>=3.1.0 in /usr/lib/python3/dist-packages (from flask->honeypot)
3N1%3))

Requirement already satisfied: wcwidth in /usr/1lib/python3/dist-packages (from prompt-toolkit->honeypot)
(0.2.13)

Requirement already satisfied: markdown-it-py>=2.2.0 in /usr/lib/python3/dist-packages (from rich->honey
pot) (3.0.0)

Requirement already satisfied: pygments<3.0.0,>=2.13.0 in /usr/lib/python3/dist-packages (from rich->hon
pypot) (2.18.0)

Requirement already satisfied: mdurl~=0.1 in /usr/lib/python3/dist-packages (from markdown-it-py>=2.2.0-

brich->honeypot) (0.1.2)




e use python to run the module. And open port 8080 http server on the local.

python3 - honeypots —-setup http —-port 86080

/& ., == /1ib/python3.13/site-packages/paramiko/pkey.py:82: CryptographyDeprecationWarning: TripleDES ha
s been’ moved to cryptography hazmat.decrepit.ciphers.algorithms.TripleDES and will be removed from cryptography.hazma
t.primitives.ciphers.algorithms in 48.0.0.

"cipher": algorithms.TripleDES,
/B /1lib/python3.13/site-packages/paramiko/transport.py:256: CryptographyDeprecationWarning: Triple
DES has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.TripleDES and will be removed from cryptography

.hazmat.primitives.ciphers.algorithms in 48.0.0.

"class": algorithms.TripleDES,
[INFO] For updates, check https://github.com/qeeqbox/honeypots
[WARNING] Using system or well-known ports requires higher privileges (E.g. sudo -E)
[INFO] Use [Enter] to exit or python3 -m honeypots —--kill
[INFO] Parsing honeypot [normal]
{"action": "process", "dest_ip": "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "0.0.0.0", "src_p
ort": "8080", "status": "success", "timestamp": "2025-12-05T0u4:55:32.270731"}
[INFO] servers http running...
[INFO] Everything looks good!

e use dirb to scan and enumeration the directory.
dirb http://0.0.0.0:8080 -w

BTART_TIME: Fri Dec 5 12:58:18 2025
http://0.0.0.0:8080/
ORDLIST FILES: /usr/share/dirb/wordlists/common.txt
Not Stopping on warning messages

ENERATED WORDS: 4612

—--— Scanning URL: http://0.0.0.0:8080/ ———-
1) WARNING: ALl responses for this directory seem
'-w' if you want to scan it anyway)

(Use mode
WARNING: ALl responses for this directory seem
(Use mode '-w' if you want to scan it anyway)

WARNING: All responses for this directory seem

(Use mode '-w' if you want to scan it anyway)
WARNING: All responses for this directory seem
(Use mode '-w' if you want to scan it anyway)
WARNING: ALl responses for this directory seem
(Use mode '-w' if you want to scan it anyway)
WARNING: All responses for this directory seem
(Use mode '-w' if you want to scan it anyway)
WARNING: All responses for this directory seem
(Use mode '-w' if you want to scan it anyway)
WARNING: All responses for this directory seem
(Use mode '-w' if you want to scan it anyway)
WARNING: All responses for this directory seem
(Use mode '-w' if you want to scan it anyway)
WARNING: All responses for this directory seem




e check the honeypot log in the server.

{"action": "GET", : "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

"54076", "timestamp": 025-12-05T04:58:21.076318"}
"connection
"54076", "timestamp": " 2-05T0U:58:21.076955"}

"GET", "dest_ip": "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

"timestamp": "2025-12-05T04:58:21.077075"}

"127.0.0.1", "src_por

, "dest_ip 0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.06.1", "

"127.0.0.1", "src_por

"connection", "dest_ip 0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.0.1", "

"54076", "timestamp" 5-12-05T0U:58:21.078333"}

"GET", "dest_ip": "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

"timestamp 025-12-05T04:58:21.078503"}

"127.0.0.1", "src_por

"connection", "dest_ip" 0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.0.1", "

"54076" , i ": "2025-12-05T04:58:21.079uU86"}

"GET", "0.0.0.0", "dest_port": "8080", "server": ttp_server", "src_ip":

"timestamp 025-12-05T04:58:21.079670"}

"127.0.0.1", "src_por

"connection", "dest_ip" 0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.0.1", "

"54076", "timestamp": " —-12-05T0U:58:21.080626"}

"GET", "dest_ip": "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

"timestamp 025-12-05T0L:58:21.080805"}

"127.0.0.1", "src_por

"connection", "dest_ip" 0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.0.1", "

"54076" , -05T0U:58 .0681861"}

"GET", : "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

025-12-065T04:58:21.081998"}

"127.0.0.1", "src_por

0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.0.1", "

P
"2025-12-05T04:58:21.083011"}

"0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

025-12-05T04:58:21.083151"}

"127.0.0.1", "src_por

"connection", "dest_ip" 0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip": "127.0.6.1", "

"54076", "timestamp": " 5-12-05TOU:58:21.084323"}

"GET", "dest_ip "0.0.0.0", "dest_port": "8080", "server": "http_server", "src_ip":

"timestamp 25-12-05T04:58:21.0845u8"}

"127.0.0.1", "src_por




Configurable Deception Platform: Trapster Community

e git clone the trapster repo to the local.

clone https://github.com/0xBallpoint/trapster-community
into 'trapster-community’...
: Enumerating objects: 1223, done.
Counting objects: 100% (338/338), done.
Compressing objects: 100% (81/81), done.
: Total 1223 (delta 296), reused 260 (delta 256), pack-reused 885 (from 2)
Receiving objects: 100% (1223/1223), 1.66 MiB | 3.69 MiB/s, done.
Resolving deltas: 100% (689/689), done.

cd trapster-community

~/trapster-community
docker compose up —-build
[+] Building 64.3s (15/15) FINISHED docker:default

o after use docker to run the dockerfile. We can see that there's many different kind of

service were been activated.

2025-12-05 :59: === Starting Trapster Community ===

2025-12-05 05:59: Using config file at: /etc/trapster/trapster.conf
2025-12-05 05:59: [+] using logger type: JsonLogger

2025-12-05 No interface specified, binding to all interfaces (0.0.0.0)
2025-12-05 H59% Starting service ftp on port 2121

2025-12-05 3595 Starting service http on port 8080

2025-12-05 AI_API_KEY must be set to use AI features

2025-12-05 Starting service https on port 8443

2025-12-05 :59: AI_API_KEY must be set to use AI features

2025-12-605 59 Starting service ssh on port 2222

2025-12-05 Starting service dns on port 5353

2025-12-05 Starting service vnc on port 5901

2025-12-05 :59: Starting service mssql on port 1433

2025-12-05 159 Starting service mysql on port 3306

2025-12-05 :59: Starting service rdp on port 3389

2025-12-05 Starting service telnet on port 2323

2025-12-05 :59: Starting service snmp on port 9161

2025-12-05 :59: Starting service ldap on port 389

2025-12-05 1159 Starting service rsync on port 8873

2025-12-05 1035 {'device': 'trapster-1',6 'logtype': 'http.query',6 ‘'dst_ip': '




e use dirb to generate the scanning traffic.

DIRB v2.22
By The Dark Raver

START_TIME: Fri Dec 5 14:03:48 2025
URL_BASE: http://0.0.0.0:8080/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

OPTION: Not Stopping on warning messages

GENERATED WORDS: 4612

———- Scanning URL: http://0.0.0.0:8080/ ———-
AC> Testing: http://0.0.0.0:8080/fdcp

o Later, check the log in the local server. We can see more details such as: user-agent,
target(directory), http request header, comparing with honeypots .

2025-12-05 06:03:48 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', 'dst_ip'
27.0.0.1', 'dst_port': 8080, 'src_ip Tl (D C)aall o USe= ket g 986, 'timestamp': '2025-12-05 06:03:U48.956099
ta': '', 'extra': {'skin': 'demo_api', 'method': 'GET', 'target': '/frand2', ‘'headers': {'host': '0.0.0.0:8080"'
r-agent': 'Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)', 'accept': '#/x'}, 'status_code': u40U}}

2025-12-05 06:03:48 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', 'dst_ip'
27.0.0.1', 'dst_port': 8080, 'src_ip '127.0.0.1"', 'src_port': 42986, 'timestamp': '2025-12-05 06:03:U48.960456
ta': '', 'extra': {'skin': 'demo_api', 'method': 'GET', 'target': '/.bash_history', 'headers': {'host': '0.0.0.

', 'user-agent': 'Mozilla/u4.® (compatible; MSIE 6.0; Windows NT 5.1)', ‘'accept': 's/x'} 6 'status_code': UOU}}

2025-12-05 06:03:48 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', 'dst_ip':
27.0.0.1', 'dst_port': 8080, 'src_ip 2 ORI SRS S .l P O Tt 986, 'timestamp': '202 2-05 06:03:48.964279'
ta': '', 'extra': {'skin': ‘'demo_api', ‘'meth : 'GET', 'target': '/.bashrc', 'headers': {'host': '0.0.0.0:8080'
er-agent': 'Mozilla/4.® (compatible; MSIE 6.0; Windows NT 5.1)', 'accept': 'x/x'}  ‘'status_code': u4ou}}

2025-12-05 06:03:48 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', 'dst_ip'
27.0.0.1', 'dst_port': 8080, 'src_ip '127.0.0.1"', 'src_port': 42986, 'timestamp': '2025-12-05 06:03:U48.967724
ta': '', 'extra': {'skin': 'demo_api', 'method': 'GET', 'target': '/.cache', ‘'headers': {'host': '0.0.0.0:8080'
r-agent': 'Mozilla/4.® (compatible; MSIE 6.0; Windows NT 5.1)', 'accept': '*/x'}, ‘'status_code': u4Ou4}}

2025-12-05 06:03:48 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', 'dst_ip'
27A6 R 6N d S EED O ER: N 8 0 86 ST D '127.0.0.1', 'src_port': 986, 'timestamp': '2025-12-05 06:03:U8.970682"'
ta': '', 'extra': {'skin': 'demo_api', 'method': 'GET', 'target': '/.config', 'headers': {'host': '0.0.0.0:8080'
er-agent': 'Mozilla/u4.0 (compatible; MSIE 6.0; Windows NT 5.1)', 'accept': 'x/x'},6 ‘'status_code': UO4}}

2025-12-05 06:03:48 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', 'dst_ip'

27.0.0.1', 'dst_port': 8080, 'src_ip RO O SR ST:C e DO T TR 986, 'timestamp': '2025-12-05 06:03:u48.9738 ‘da
ta': '', 'extra': {'skin': 'demo_api', 'method': 'GET', 'target': '/.cvs', 'headers': {'host': '0.0.0.0:8080', 'user-—
agent': 'Mozilla/u4.0 (compatible; MSIE 6.0; Windows NT 5.1)', 'accept': 's/%'} 6 'status_code': 40OU}}
1 t i 2025-12-05 06:03 | INFO | {'device': 'trapster-1', 'logtype': 'http.query', ‘'dst_ip': 'l
27.0.0.1', 'dst_port': 8080, 'src_ip 7O O TN ST CE DO TGN 986, 'timestamp': '2025-12-05 06:03:U48.976892', ‘'da
ta': '', 'extra': {'skin': 'demo_api', 'method': 'GET', 'target': '/.cvsignore', 'headers': {'host': '0.0.0.0:8080'
'user-agent': 'Mozilla/u4.0 (compatible; MSIE 6.0; Windows NT 5.1)', ‘'accept': 'x/x'} ‘'status_code': 4O4}}




