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» Paste sites + Bitcointalk OSINT
o Bitcoin address cracker
o wsjws[.]Jgzga[.]lgov[.]lcn - Police Officers Info Breached
o yintai[.]gov[.]Jcn Hacked
o EEHOTINRER

o Study Kestrel analytics



Paste sites + Bitcointalk OSINT

Bitcoin address cracker

=il

Searching Statement: site:"pastebin[.Jcom" "%

URL : https://pastebin.com/MXFShwzw
o Date : May 18th, 2019
o Why it's interesting?

o Threat action groups can use it to crack bitcoin address in 2019.

BC bbb.py
SKIP420 MAY 18TH, 2019 8,172 0 NEVER ADD COMMENT
Not a ber of Pastebin yet? Sign Up, it unlocks many cool features!
text 124.19 KB | None | If) 0 IQ 0 raw download clone embed print report

#This is an Automated Bitcoin address cracker which uses any desired word you choose to find corresponding Addresses

with its private key.

#two part code with instructions

#python_Code

e Indicators extracted:

description='A script to perform bruteforce dictionary attacks on brainwallets.'

o Confidence: Mid
o Safety/legality check: ilegal

wsjws[.]lgzga[.]Jgov[.]Jcn - Police Officers Info Breached

» Searching Statement: site:"pastebin[.Jcom" " %&"

URL : https://pastebin.com/WCZiH95t
e Date : Oct 25th, 2014
o Why it's interesting?

o fake data or political manipulate?


https://pastebin.com/MXFShwzw
https://pastebin.com/WCZiH95t

Database: NCMS_OnlinePolicingRoom
Table: OPR_BasicInfo

[266 entries]

B B R B e B T
------- B e T e

| Fax | Email | WorkPhone | PolicName

| RingPhone

B B R B e B T
——————— B e

| - - | @8543495016 | BERIKHAR
| 88543495016

| -- cs | @854-6423812 | R&IKEFR

| 0854-6423812 |

| (e855) 5160110 | <blank> | (e855) 5160110 | EEEIRE

BR |_1108barss—c1qa110 |

» Indicators extracted:
o clpcs2292110[@]163[.]Jcom
o panda’7788520[@]163[.Jcom
o hhgbjs[@]sina[.]Jcom
o ptxkps[@]163[.]Jcom

o Confidence: Mid
o Safety/legality check: ilegal

yintai[.]Jgov[.]Jcn Hacked

/e

e Searching Statement: site:"pastebin[.]Jcom" "%

URL : https://pastebin.com/OcyciR93
o Date : Oct 6th, 2014
o Why it’s interesting?

o fake data or political manipulate?


https://pastebin.com/0cyciR93

. Database: ytweb
. Table: phpcms_member

. [67 entries]

e oo e +
| email username | password |
e oo e +
| vintai@yintai.gov.cn | yintai | — - | |
| hydrabitghushmail.com | E&HitRA , EmE . e S - -
| gfgi@163.com | EEHB | polee" o " "= )
| gszb@gov.cn | EHED " o BT
| zfb@yintai.gov.cn | EERFD om Batel W N E ™
| 283913169@qq.com | zhanglei el "romem . ol momm ) |
| 9zj@163. com | EiEeR s A1 & " "
- | qugj@163.con | B3 = 'm'm I ons = ‘s | ol
- | 9zqi@163.com | EdiR T YA ™
| qigswij@l63.com | ENEFEER | o | o -
| yingjiban@yintai.gov.cn | EREEH |~ eneci B il " ol
| jishengju@yintai.gov.cn | EitER meeen T Temel mm om Bl af
| qrsj@163.com | AR , = am u P g EEE
| gqczi@yintai.gov.cn | EMES | OEN N ST W R e -
| gjcj@yintai.gov.cn | EEER s " m™ e
| gmzj@yintai.gov.cn | ERBR b e o ™

Indicators extracted:

o jishengju[@]yintai[.]gov[.]cn
o mfy[@]yintai[.]gov[.]lch
o 228602600[@]QQ[.]Jcom

Confidence: Mid

Safety/legality check: ilegal

ESHOHNRAER

o URL : https://textbin.net/search?keyword=taiwan
o Date : Nov 4th, 2025
o Why it's interesting?

o Is old data but hot recently.



https://textbin.net/search?keyword=taiwan

HOEBINRSEREE EREREENRES
175F
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2025108138

TE%MEE (BHOXZ[) (JKOPay) iTHBIRHEELIINRC00BEEHRFEE - BEARKID
FHPISE « BOERA RBTENSHEENEEREER  EhEES RS RIHEEAE

B Hit (HOX%F) SEREREER SRIGERIIZERE - HUURFRERB XA - B
IEEAHHAS I RS RMERER  BOBRRORHEREE

grep -r '&&t " .
297691201 J6530250122036900009 96U .00 il 73 E (P A Ei5/5E) +886966901688 0000749540058161
2022/3/9 21:11:24.840

297638203 J00766001220309003C 40.00 @& KD +886980071172  123U459076797260 2022/3/

297638165 J00730701220309006D 93.00 T —HREBE( x) +886981261416  123459065536250
2022/3/9 18:28:26.200

2976381600 J0e7325012203090025 30.00 x) +886978506693  123U459053884760 2022/3/

297637991 J0L8827012203090012 70.00 18 #H R ( x) +886966297101  123459041268500
2022/3/9 18:27:55.490
297637896 J0u8827012203090011 75.00 7= 1@ # AR ( ) +886939193433 1485140368025 2022/3/

297637749 Jou8827012203090010 49.00 ZEiEERC x) +886966514821  123459045512410
2022/3/9 18:27:17.693

297637694 Jou1826012203090000A .00 BETERERE( RIEIC x) +886975556085 1234590
0328050 2022/3/9 18:27:06.850

297637639 J0e7559012203090019 .00 K) +886978468216  123U59060805960 2022/3/

297637498 J0e7325012203090024 .00 < x) +886911506245 123459020075940 2022/3/

297637468 J00756201226030900D2 o 7 x) +886952550883 123459014442320 2022/3/

297637334 J607562012260309060D1 . 7 X)) +886916554521 008151305588882022/3/9 18:26:

297637134 J607332012203090029 . +886978506693 123459053884760 2022/3/

297637046 J00756101220309004C . +886987063893 123459072285800 2022/3/

» Indicators extracted:

o PURCHASENO

o PAYAMOUNT
TARGETTITLE
PAYACCOUNT
TRANSACTIONTIMETIME

[e]

[}

o

e Confidence: Mid
o Safety/legality check: ilegal



Study Kestrel analytics

Kestrel Analytics Summary

Analytic Goal Input Logic (1-line) Output Best Use Case Limits
Lateral Find abnormal Auth logs Cluster-based Adds cluster IDs 8 AD logon Needs baseline;
Movement auth behavior (user/IP) deviation status lateral move misses non-auth
Detection flagging detection maves
Suspicious Rank Sysmon / EDR Heuristic/ML x_suspicious_score Triage noisy False positives for
Process Scoring processes by process data assigns score attr endpoint proc admin tools
suspicion logs
Pin IP on Map Geofence Netflow / DNS Geolocate IP Adds geo attrs + Beacon/C2IP Only context; not
(Visual) external IPs / EDR net logs and map map output triage detection
visualize
XFE Enrichment Domain/IP Web/DNS Query Risk/category fields Fast web/URL Needs good threat
(inferred) reputation telemetry reputation API triage feed; FP if generic
lookup — score/tag
Log4Shell Extract CVE- Java logs w/ Parse + 10C fields (URI, C2) Java appsec Very specific,
Deobfuscation 2021-44228 JNDI decode incident misses other TTP
(inferred) exploit I0Cs D LDAP/JNDI response
strings

SUMMARY BY CHATGPT

o Data source:

o Sysmon process creation logs (with command-line and parent/child relationship)

o DNS lookup logs and network traffic logs (via Netflow or EDR network telemetry)
collected into a central index (e.g., Elasticsearch).
o Kestrel analytic applied:

o Use susp proc_scoring tO score new process creations across endpoints
o highlighting processes with high x suspiciousness . Then for high-scoring
processes

o USse pin ip on map to visualize outbound network traffic from those processes

that reach external IP addresses

o optionally xfe enrichment on domains resolved by those processes.

e Enriched fields/IOCs:

o For a process entity flagged by scoring, you would now have attributes like
x suspiciousness (from scoring), external destination IP(s), geolocation details

for those IPs (from pin_map), domain reputation/risk attributes (from enrichment).

o might also extract potential IOC domains/IPs from command-line.



e Follow-up hunt/detection:

o Filter for processes where x suspiciousness > threshold and dst_geo_country is

outside your normal region and domain reputation risk score > certain level.
o Then pivot to investigate:
= on the endpoint
s retrieve full command-line history
= parent process chain

= any loaded modules

o in network logs, extract all traffic for that process’s endpoint in the past 24h; in
DNS logs, look for other domain resolutions by that endpoint. Tag as potential
compromise if process executed unusual tool, connected to external suspicious

domain, and spawned child processes or network activity.

o Create detection rule in EDR/SIEM: if future process event scores above threshold

and makes external connection with reputation risk > X - generate alert.



