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Paste sites + Bitcointalk OSINT

Bitcoin address cracker

Searching Statement: site:"pastebin[.]com" "公安"

URL：https://pastebin.com/MXFShwzw

Date：May 18th, 2019

Why it’s interesting?

Threat action groups can use it to crack bitcoin address in 2019.

Indicators extracted:

Confidence: Mid

Safety/legality check: ilegal

wsjws[.]gzga[.]gov[.]cn - Police Officers Info Breached

Searching Statement: site:"pastebin[.]com" "公安"

URL：https://pastebin.com/WCZiH95t

Date：Oct 25th, 2014

Why it’s interesting?

fake data or political manipulate?

description='A script to perform bruteforce dictionary attacks on brainwallets.'

https://pastebin.com/MXFShwzw
https://pastebin.com/WCZiH95t


Indicators extracted:

clpcs2292110[@]163[.]com

panda7788520[@]163[.]com

hhgbjs[@]sina[.]com

ptxkps[@]163[.]com

Confidence: Mid

Safety/legality check: ilegal

yintai[.]gov[.]cn Hacked

Searching Statement: site:"pastebin[.]com" "公安"

URL：https://pastebin.com/0cyciR93

Date：Oct 6th, 2014

Why it’s interesting?

fake data or political manipulate?

https://pastebin.com/0cyciR93


Indicators extracted:

jishengju[@]yintai[.]gov[.]cn

mfy[@]yintai[.]gov[.]cn

228602600[@]QQ[.]com

Confidence: Mid

Safety/legality check: ilegal

臺灣街口支付外洩資料

URL：https://textbin.net/search?keyword=taiwan

Date：Nov 4th, 2025

Why it’s interesting?

Is old data but hot recently.

https://textbin.net/search?keyword=taiwan


Indicators extracted:

PURCHASENO

PAYAMOUNT

TARGETTITLE

PAYACCOUNT

TRANSACTIONTIMETIME

Confidence: Mid

Safety/legality check: ilegal



Study Kestrel analytics

SUMMARY BY CHATGPT

Data source:

Sysmon process creation logs (with command-line and parent/child relationship)

DNS lookup logs and network traffic logs (via Netflow or EDR network telemetry)

collected into a central index (e.g., Elasticsearch).

Kestrel analytic applied:

Use  susp_proc_scoring  to score new process creations across endpoints

highlighting processes with high  x_suspiciousness . Then for high-scoring

processes

use  pin_ip_on_map  to visualize outbound network traffic from those processes

that reach external IP addresses

optionally  xfe_enrichment  on domains resolved by those processes.

Enriched fields/IOCs:

For a process entity flagged by scoring, you would now have attributes like

 x_suspiciousness  (from scoring), external destination IP(s), geolocation details

for those IPs (from pin_map), domain reputation/risk attributes (from enrichment).

might also extract potential IOC domains/IPs from command-line.



Follow-up hunt/detection:

Filter for processes where  x_suspiciousness  > threshold and dst_geo_country is

outside your normal region and domain reputation risk score > certain level.

Then pivot to investigate:

on the endpoint

retrieve full command-line history

parent process chain

any loaded modules

in network logs, extract all traffic for that process’s endpoint in the past 24h; in

DNS logs, look for other domain resolutions by that endpoint. Tag as potential

compromise if process executed unusual tool, connected to external suspicious

domain, and spawned child processes or network activity.

Create detection rule in EDR/SIEM: if future process event scores above threshold

and makes external connection with reputation risk > X → generate alert.


