
Threat Hunting

HW10

Name: 劉定睿 ID: M11409313

Date: 2025-11-24



目錄

目錄

Footprint Discovery

Protrait discovery

Email lookup

Username Recon

Data Leak Identification and Mitigation



Footprint Discovery

Protrait discovery

I just searched for myself, but found no results matching my face. So, I tried searching for

President Lai's picture.

there's interesting that we can use AI tool can to seaching public person.



Email lookup

I used Epieos to check my email and found that it had been exposed in a past data

breach.



use haveibeenpwned to search my email.

And there's some google account information of my email.

Username Recon



jonafk555 is my nick name. I used peekyou to find the registartion record.

and again, AI is a best tool to find information.

bellingcat is the biggest OSINT community in the world. they maintain a nice tool -

WhatsMyName. It can find a lot of information of a nick name. The output is



unexpected.

Data Leak Identification and Mitigation

First of all. Change password is the best method to prevent the attack by information

leaked.

Later, we can check the "security activities" and find whether have abnormal login

activity.



And we can open "2 factor authentication".

If attacker obtain the leak password. 2FA can avoid the attacker to login to the system.



We can also check the login device. And check whether have unclear device.

Third part application and service are also the risk of supply chain attack, we need to

remove the unclear application to avoid attack.



Turn Enhanced Safe Browsing on.

And there's a nice function in Google. We can monitoring the darkweb intelligence.


