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Footprint Discovery

Protrait discovery

| just searched for myself, but found no results matching my face. So, | tried searching for

President Lai's picture.

Search  Pricing Blog Optout FAQ Confact

Free Search m
=
ﬂ About 235 results in 2.54s @ New Search it

Unlock access to current search results for $518 TWD

Pay once to see the source of the photos and original websites of the current search.

o there's interesting that we can use Al tool can to seaching public person.



Gemini

O 2  whois this guy?

4 Analysis v
& EBRE R AYZFEiETE (Lai Ching-te) T4 »

2 hERE (2%) HIRE4R4E (President of the Republic of China (Taiwan)) »

Email lookup

e | used Epieos to check my email and found that it had been exposed in a past data
breach.

Tl @gmail.com

[ Download the data v ]
2 results (5.8 seconds) Wed, 19 Nov 2025 05:41:10 GMT

(, h L b ? This tool allows you to find if an email address was leaked in
) I p . data breaches.

Query "0 T @gmail.com
Found 1
Leaks

SR @ Subscribe




e use haveibeenpwned to search my email.

Oh no — pwned! This email address has been found in a data breach. Review the details below
to see where your data was exposed.

0 StayProtected

Get notified when your email appears in future data breaches

Notify Me

InternetArchive

In September 2024, the digital library of internet sites Internet Archive
suffered a data breach that exposed 31M records. The breach exposed
user records including email addresses, screen names and berypt
password hashes.

Compromised data:

e And there's some google account information of my email.

Google account finder will show you if the requested email '

< 50 Ie is linked to a Google account and/or if the person left
reviews on Google Maps. -

Query @gmail.com
Photo https://Ih3.googleusercontent.com/a-/ e T i
Id 12 1
Last Update 2025~
Services
Google Maps https://www.google.com/maps/conttribj 5 2 B
Google Calendar https://calendar.google.com/calendar/u/0/embed?srcz g o =l i
Google Plus Archive https://web.archive.org/web/*/plus.google.com/ i -

Username Recon



e jonafk555 is my nick name. | used peekyou to find the registartion record.

PEOPLE USERNAME
PEEKYOU s =

People Search > Username Search > jonafk555

Username Search Results for: jonafk555
v 5 Profiles Found & 27 Platforms Searched & 100% Free Search Generate Usernames

About Username jonafk555
We checked username "jonafk555" across 50+ social media platforms and online services including Instagram, TikTok, Twitter, Facebook, LinkedIn, YouTube,

and more.

This username is taken on 5 platforms and available on 20 platforms. Note: Some platforms like Instagram and Facebook don't allow automated availability
checks, so we show links to profiles we've found instead.

e and again, Al is a best tool to find information.

Gemini

jonafk555 2&

4 IREI0R jonafksss o REHRERINEM - BRE—EELN iT IBRIC (iThome) HETA Ly
fERERE -

o BREM  ZIRSRONEABNET  BUEREEREEEPE—(IB2E  MENSEHEX
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R EPIRERTE S BIE LR AR R AT MBI E -

SBREEAET 2 jonafks55 7E T FEIT LB T ML E EEAABTRATXEN ?

o bellingcat is the biggest OSINT community in the world. they maintain a nice tool -
WhatsMyName. It can find a lot of information of a nick name. The output is



unexpected.

& WhatsMyName Web o2 OSINT

COMBINE

Active Filter: ALL

Enter the username(s) in the search box, select any category filters & click the search icon or press CTRL+Enter
Found: 6 Processed: 741/741 Filter by Username:

4B e
Show Found J Show False Positives ] Show Not Found ] Show All JROSSPATRIS @ Jonafk555

Show 50 rows¥ @ Search:

SITE 4 USERNAME CATEGORY LINK
BugCrowd jonafk555 tech https://bugcrowd.com/jonafk555
Grevetar Gitun Gss Tryaciite I(]c;’rcgk:r AU natksss coding https://hub.docker.com/u/jonafk555
GitHub jonafk555 coding https://github.com/jonafk555
GitHub Gists  jonafk555 coding https://gist.github.com/jonafk555
Gravatar jonafk555 images https://en.gravatar.com/jonafk555
TryHackMe jonafk555 tech https:/ftryhackme.com/r/p/jonafk555

Data Leak Identification and Mitigation

o First of all. Change password is the best method to prevent the attack by information
leaked.
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o Later, we can check the "security activities" and find whether have abnormal login
activity.
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e And we can open "2 factor authentication™.
If attacker obtain the leak password. 2FA can avoid the attacker to login to the system.
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» We can also check the login device. And check whether have unclear device.
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o Third part application and service are also the risk of supply chain attack, we need to
remove the unclear application to avoid attack.
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e Turn Enhanced Safe Browsing on.
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e And there's a nice function in Google. We can monitoring the darkweb intelligence.
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