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Claim: All of the action are conduct in my personal domain. The leak informations are

Purposely.

whois

First of all, I use  whois  to check the information of this domain name. The information

shows that this domain is host in cloudflare server. So I can't obtain the correct

information of the personal and server.

DNS

Then I check the DNS record via  dnsdumpster .

Certificate Transparency



After that. I search the certificate transparency record data via  crt.sh .

VirusTotal

Virustotal help me to check lot of infos. ex: malicious or not? and relation data … .

Google dorks



Google Dorking a.k.a. Google Hacking can find lot of infomation. In this case, there's not

too much things I can collect.

BuiltWith / Wappalyzer

After Check the informations by passive recon. I connect to the URL and do active recon.

I check the website information by Wappalyzer.

Photon

Scanner tool photon help me to collect different data. These datas come from website's

javascript.

- site:"jonakf555.org"



Dirhunt / wfuzz / wfuzz-like tools

Later, I use  dirb  to fuzzing the website. Then I find a  secrets.txt . The file leak

sensitive information.



CMSMap / WPScan

Because this website isn't use wordpress to creat. So wpscan hasn't provide useful

information.



Cmsmap's result are similar as wpscan.

curl

curl can shows the website front-end code. I found the username and password.


